
CVE-2013-0424
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-0424

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-02 00:55:00 UTC

Updated 2022-05-13 14:52:00 UTC

Description Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 through Update 11, 6 through Update 38, 5.0 through Update 38, and 1.4.2_40 and earlier, and OpenJDK 7, allows remote attackers to affect integrity via vectors related to RMI. NOTE: the previous information is from the February 2013 CPU. Oracle has not commented on claims from another vendor that this issue is related to cross-site scripting (XSS) in the sun.rmi.transport.proxy CGIHandler class that does not properly handle error messages in a (1) command or (2) port number.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.4.2_38 All All All

Application Oracle Jdk 1.5.0 update36 All All

Application Oracle Jdk 1.5.0 update38 All All

Application Oracle Jdk 1.5.0 update_36 All All

Application Oracle Jdk 1.5.0 update_38 All All

Application Oracle Jdk 1.6.0 update22 All All

Application Oracle Jdk 1.6.0 update23 All All

Application Oracle Jdk 1.6.0 update24 All All

Application Oracle Jdk 1.6.0 update25 All All

Application Oracle Jdk 1.6.0 update26 All All

Application Oracle Jdk 1.6.0 update27 All All

Application Oracle Jdk 1.6.0 update29 All All

Application Oracle Jdk 1.6.0 update30 All All

Application Oracle Jdk 1.6.0 update31 All All

Application Oracle Jdk 1.6.0 update32 All All

Application Oracle Jdk 1.6.0 update33 All All

Application Oracle Jdk 1.6.0 update34 All All
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Application Oracle Jdk 1.7.0 update11 All All

Application Oracle Jdk 1.7.0 update2 All All
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Application Oracle Jdk 1.7.0 update5 All All

Application Oracle Jdk 1.7.0 update6 All All
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