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CVE CVE-2013-0529
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-21 14:55:00 UTC
Updated 2017-08-29 01:33:00 UTC
Description The Browser in IBM Sterling Connect:Direct 1.4 before 1.4.0.11 and 1.5 through 1.5.0.1 does not set the secure flag for the

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Sterling Connect Direct User Interface 1.4.0.0 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.10 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.2 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.3 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.6 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.7 All All All
Application Ibm Sterling Connect Direct User Interface 1.5.0.0 All All All
Application Ibm Sterling Connect Direct User Interface 1.5.0.1 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.0 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.10 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.2 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.3 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.6 All All All
Application Ibm Sterling Connect Direct User Interface 1.4.0.7 All All All
Application Ibm Sterling Connect Direct User Interface 1.5.0.0 All All All
Application lbm Sterling Connect Direct User Interface 1.5.0.1 All All All
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References

Reference

IBM X-Force Exchange

1C90478: CONNECT:DIRECT BROWSER COOKIE ATTRIBUTES NOT SET FOR OPTIMAL SECURITY

IBM Security Bulletin: IBM Sterling Connect:Direct Browser user interface has multiple vulnerabilities (CVE-2013-0527 and CVE-2013-0529) -
CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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