Summary
CVE
State
Assigner
Source Priority
Published
Updated

Description

/

CVE-2013-0640

PUBLIC

CVE-2013-0640

MITRE NVD CVE.ORG JSON API Print: PDF 1)

psirt@adobe.com

CVE Program / NVD first with legacy fallback

2013-02-14 01:55:00 UTC

2017-09-19 01:35:00 UTC

Adobe Reader and Acrobat 9.x before 9.5.4, 10.x before 10.1.6, and 11.x before 11.0.02 allow remote attackers to execute

Risk And Classification

EPSS: 0.923550000 probability, percentile 0.997250000 (date 2026-04-09)
CISA KEV: Listed on 2022-03-03; due 2022-03-24; ransomware use Unknown
Problem Types: NVD-CWE-noinfo

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Adobe

Reader and Acrobat

Adobe Reader and Acrobat Memory Corruption Vulnerability
Apply updates per vendor instructions.

https://nvd.nist.gov/vuln/detail/CVE-2013-0640

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application

Application

Application

Vendor

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Product Version Update Edition Language
Acrobat 10.0 All All All
Acrobat 10.0 - pro All
Acrobat 10.0.1 All All All
Acrobat 10.0.1 - pro All
Acrobat 10.0.2 All All All
Acrobat 10.0.3 All All All
Acrobat 10.1 All All All
Acrobat 10.1.1 All All All
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Application Adobe Acrobat Reader 9.2 All All All
Application Adobe Acrobat Reader 9.3 All All All
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Application Adobe Acrobat Reader 9.3.4 All All All
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Application Adobe Acrobat Reader 9.4.1 All All All
Application Adobe Acrobat Reader 9.4.2 All All All
Application Adobe Acrobat Reader 9.4.3 All All All
Application Adobe Acrobat Reader 9.4.4 All All All
Application Adobe Acrobat Reader 9.4.5 All All All
Application Adobe Acrobat Reader 9.4.6 All All All
Application Adobe Acrobat Reader 9.4.7 All All All
Application Adobe Acrobat Reader 9.5 All All All
Application Adobe Acrobat Reader 9.5.1 All All All
Application Adobe Acrobat Reader 9.5.2 All All All
Application Adobe Acrobat Reader 9.5.3 All All All
Reference

[security-announce] openSUSE-SU-2013:0342-1: critical: acroread to 9.5.4

Gentoo Linux Documentation -- Adobe Reader: Multiple vulnerabilities

FireEye Blog | Threat Research, Analysis, and Mitigation

Red Hat Customer Portal

Adobe - Security Advisories: APSA13-02 - Security Advisory for Adobe Reader and Acrobat

Adobe Product Security Incident Response Team (PSIRT) Blog | Working to help protect customers from vulnerabilities in Adobe software. Cc

Adobe - Security Bulletins: APSB13-07 - Security updates for Adobe Reader and Acrobat

Repository / Oval Repository


http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://lists.opensuse.org/opensuse-security-announce/2013-02/msg00023.html
http://security.gentoo.org/glsa/glsa-201308-03.xml
http://blog.fireeye.com/research/2013/02/in-turn-its-pdf-time.html
http://rhn.redhat.com/errata/RHSA-2013-0551.html
http://www.adobe.com/support/security/advisories/apsa13-02.html
http://blogs.adobe.com/psirt/2013/02/adobe-reader-and-acrobat-vulnerability-report.html
http://www.adobe.com/support/security/bulletins/apsb13-07.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16406

Vulnerability Note VU#422807 - Adobe Reader and Acrobat memory corruption vulnerabilities
[security-announce] openSUSE-SU-2013:0335-1: critical: acroread to 9.5.4
[security-announce] SUSE-SU-2013:0349-1: important: Security update for
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