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Summary

CVE CVE-2013-0641

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-14 01:55:00 UTC

Updated 2017-09-19 01:35:00 UTC

Description Buffer overflow in Adobe Reader and Acrobat 9.x before 9.5.4, 10.x before 10.1.6, and 11.x before 11.0.02 allows remote attackers to execute arbitrary code via a crafted PDF document, as exploited in the wild in February 2013.

Risk And Classification

EPSS: 0.879590000 probability, percentile 0.994800000 (date 2026-04-10)

CISA KEV: Listed on 2022-03-03; due 2022-03-24; ransomware use Unknown

Problem Types: NVD-CWE-noinfo

CISA Known Exploited Vulnerability

Vendor Adobe

Product Reader

Name Adobe Reader Buffer Overflow Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2013-0641

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat 10.0 All All All

Application Adobe Acrobat 10.0 - pro All

Application Adobe Acrobat 10.0.1 All All All

Application Adobe Acrobat 10.0.1 - pro All

Application Adobe Acrobat 10.0.2 All All All

Application Adobe Acrobat 10.0.3 All All All

Application Adobe Acrobat 10.1 All All All

Application Adobe Acrobat 10.1.1 All All All

https://cve.report/
https://cve.report/CVE-2013-0641/mitre
https://cve.report/CVE-2013-0641/nist
https://cve.report/CVE-2013-0641/cve_org
https://cve.report/api/cve/CVE-2013-0641.json
https://cve.report/CVE-2013-0641.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat


Application Adobe Acrobat 10.1.1 All All All

Application Adobe Acrobat 10.1.2 All All All

Application Adobe Acrobat 10.1.3 All All All

Application Adobe Acrobat 10.1.4 All All All

Application Adobe Acrobat 10.1.5 All All All

Application Adobe Acrobat 11.0 All All All

Application Adobe Acrobat 11.0.1 All All All

Application Adobe Acrobat 9.0 All All All

Application Adobe Acrobat 9.0 - pro All

Application Adobe Acrobat 9.1 All All All

Application Adobe Acrobat 9.1 - pro All

Application Adobe Acrobat 9.1.1 All All All

Application Adobe Acrobat 9.1.1 - All All

Application Adobe Acrobat 9.1.2 All All All

Application Adobe Acrobat 9.1.3 All All All

Application Adobe Acrobat 9.1.3 - All All

Application Adobe Acrobat 9.2 All All All

Application Adobe Acrobat 9.2 - All All

Application Adobe Acrobat 9.3 All All All

Application Adobe Acrobat 9.3 - pro All

Application Adobe Acrobat 9.3.1 All All All

Application Adobe Acrobat 9.3.1 - All All

Application Adobe Acrobat 9.3.2 All All All

Application Adobe Acrobat 9.3.2 - All All

Application Adobe Acrobat 9.3.3 All All All

Application Adobe Acrobat 9.3.4 All All All

Application Adobe Acrobat 9.3.4 - All All

Application Adobe Acrobat 9.4 All All All

Application Adobe Acrobat 9.4.1 All All All

Application Adobe Acrobat 9.4.1 - All All

Application Adobe Acrobat 9.4.2 All All All

Application Adobe Acrobat 9.4.2 - All All

Application Adobe Acrobat 9.4.3 All All All

Application Adobe Acrobat 9.4.3 - All All

Application Adobe Acrobat 9.4.4 All All All

Application Adobe Acrobat 9.4.4 - All All
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Application Adobe Acrobat 9.4.5 All All All

Application Adobe Acrobat 9.4.5 - All All

Application Adobe Acrobat 9.4.6 All All All

Application Adobe Acrobat 9.4.6 - All All

Application Adobe Acrobat 9.4.7 All All All

Application Adobe Acrobat 9.5 All All All

Application Adobe Acrobat 9.5.1 All All All

Application Adobe Acrobat 9.5.2 All All All

Application Adobe Acrobat 9.5.3 All All All

Application Adobe Acrobat 10.0 All All All

Application Adobe Acrobat 10.0 - pro All

Application Adobe Acrobat 10.0.1 All All All

Application Adobe Acrobat 10.0.1 - pro All

Application Adobe Acrobat 10.0.2 All All All

Application Adobe Acrobat 10.0.3 All All All

Application Adobe Acrobat 10.1 All All All

Application Adobe Acrobat 10.1.1 All All All

Application Adobe Acrobat 10.1.2 All All All

Application Adobe Acrobat 10.1.3 All All All

Application Adobe Acrobat 10.1.4 All All All

Application Adobe Acrobat 10.1.5 All All All

Application Adobe Acrobat 11.0 All All All

Application Adobe Acrobat 11.0.1 All All All

Application Adobe Acrobat 9.0 All All All

Application Adobe Acrobat 9.0 - pro All

Application Adobe Acrobat 9.1 All All All

Application Adobe Acrobat 9.1 - pro All

Application Adobe Acrobat 9.1.1 All All All

Application Adobe Acrobat 9.1.1 - All All

Application Adobe Acrobat 9.1.2 All All All

Application Adobe Acrobat 9.1.3 All All All

Application Adobe Acrobat 9.1.3 - All All

Application Adobe Acrobat 9.2 All All All

Application Adobe Acrobat 9.2 - All All

Application Adobe Acrobat 9.3 All All All

Application Adobe Acrobat 9.3 - pro All
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Application Adobe Acrobat 9.3 - pro All

Application Adobe Acrobat 9.3.1 All All All

Application Adobe Acrobat 9.3.1 - All All

Application Adobe Acrobat 9.3.2 All All All

Application Adobe Acrobat 9.3.2 - All All

Application Adobe Acrobat 9.3.3 All All All

Application Adobe Acrobat 9.3.4 All All All

Application Adobe Acrobat 9.3.4 - All All

Application Adobe Acrobat 9.4 All All All

Application Adobe Acrobat 9.4.1 All All All

Application Adobe Acrobat 9.4.1 - All All

Application Adobe Acrobat 9.4.2 All All All

Application Adobe Acrobat 9.4.2 - All All

Application Adobe Acrobat 9.4.3 All All All

Application Adobe Acrobat 9.4.3 - All All

Application Adobe Acrobat 9.4.4 All All All

Application Adobe Acrobat 9.4.4 - All All

Application Adobe Acrobat 9.4.5 All All All

Application Adobe Acrobat 9.4.5 - All All

Application Adobe Acrobat 9.4.6 All All All

Application Adobe Acrobat 9.4.6 - All All

Application Adobe Acrobat 9.4.7 All All All

Application Adobe Acrobat 9.5 All All All

Application Adobe Acrobat 9.5.1 All All All

Application Adobe Acrobat 9.5.2 All All All

Application Adobe Acrobat 9.5.3 All All All

Application Adobe Acrobat Reader 10.0 All All All

Application Adobe Acrobat Reader 10.0.1 All All All

Application Adobe Acrobat Reader 10.0.2 All All All

Application Adobe Acrobat Reader 10.0.3 All All All

Application Adobe Acrobat Reader 10.1 All All All

Application Adobe Acrobat Reader 10.1.1 All All All

Application Adobe Acrobat Reader 10.1.2 All All All

Application Adobe Acrobat Reader 10.1.3 All All All

Application Adobe Acrobat Reader 10.1.4 All All All

Application Adobe Acrobat Reader 10.1.5 All All All
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Application Adobe Acrobat Reader 10.1.5 All All All

Application Adobe Acrobat Reader 11.0 All All All

Application Adobe Acrobat Reader 11.0.1 All All All

Application Adobe Acrobat Reader 9.0 All All All

Application Adobe Acrobat Reader 9.1 All All All

Application Adobe Acrobat Reader 9.1.1 All All All

Application Adobe Acrobat Reader 9.1.2 All All All

Application Adobe Acrobat Reader 9.1.3 All All All

Application Adobe Acrobat Reader 9.2 All All All

Application Adobe Acrobat Reader 9.3 All All All

Application Adobe Acrobat Reader 9.3.1 All All All

Application Adobe Acrobat Reader 9.3.2 All All All

Application Adobe Acrobat Reader 9.3.3 All All All

Application Adobe Acrobat Reader 9.3.4 All All All

Application Adobe Acrobat Reader 9.4 All All All

Application Adobe Acrobat Reader 9.4.1 All All All

Application Adobe Acrobat Reader 9.4.2 All All All

Application Adobe Acrobat Reader 9.4.3 All All All

Application Adobe Acrobat Reader 9.4.4 All All All

Application Adobe Acrobat Reader 9.4.5 All All All

Application Adobe Acrobat Reader 9.4.6 All All All

Application Adobe Acrobat Reader 9.4.7 All All All

Application Adobe Acrobat Reader 9.5 All All All

Application Adobe Acrobat Reader 9.5.1 All All All

Application Adobe Acrobat Reader 9.5.2 All All All

Application Adobe Acrobat Reader 9.5.3 All All All

Application Adobe Acrobat Reader 10.0 All All All

Application Adobe Acrobat Reader 10.0.1 All All All

Application Adobe Acrobat Reader 10.0.2 All All All

Application Adobe Acrobat Reader 10.0.3 All All All

Application Adobe Acrobat Reader 10.1 All All All

Application Adobe Acrobat Reader 10.1.1 All All All

Application Adobe Acrobat Reader 10.1.2 All All All

Application Adobe Acrobat Reader 10.1.3 All All All

Application Adobe Acrobat Reader 10.1.4 All All All

Application Adobe Acrobat Reader 10.1.5 All All All
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Application Adobe Acrobat Reader 11.0 All All All

Application Adobe Acrobat Reader 11.0.1 All All All

Application Adobe Acrobat Reader 9.0 All All All

Application Adobe Acrobat Reader 9.1 All All All

Application Adobe Acrobat Reader 9.1.1 All All All

Application Adobe Acrobat Reader 9.1.2 All All All

Application Adobe Acrobat Reader 9.1.3 All All All

Application Adobe Acrobat Reader 9.2 All All All

Application Adobe Acrobat Reader 9.3 All All All

Application Adobe Acrobat Reader 9.3.1 All All All

Application Adobe Acrobat Reader 9.3.2 All All All

Application Adobe Acrobat Reader 9.3.3 All All All

Application Adobe Acrobat Reader 9.3.4 All All All

Application Adobe Acrobat Reader 9.4 All All All

Application Adobe Acrobat Reader 9.4.1 All All All

Application Adobe Acrobat Reader 9.4.2 All All All

Application Adobe Acrobat Reader 9.4.3 All All All

Application Adobe Acrobat Reader 9.4.4 All All All

Application Adobe Acrobat Reader 9.4.5 All All All

Application Adobe Acrobat Reader 9.4.6 All All All

Application Adobe Acrobat Reader 9.4.7 All All All

Application Adobe Acrobat Reader 9.5 All All All

Application Adobe Acrobat Reader 9.5.1 All All All

Application Adobe Acrobat Reader 9.5.2 All All All

Application Adobe Acrobat Reader 9.5.3 All All All

References

Reference

[security-announce] openSUSE-SU-2013:0342-1: critical: acroread to 9.5.4

Gentoo Linux Documentation -- Adobe Reader: Multiple vulnerabilities

FireEye Blog | Threat Research, Analysis, and Mitigation

Red Hat Customer Portal

Adobe - Security Advisories: APSA13-02 - Security Advisory for Adobe Reader and Acrobat

Adobe Product Security Incident Response Team (PSIRT) Blog | Working to help protect customers from vulnerabilities in Adobe software. Contact us at PSIRT(at)adobe(dot)com.

Adobe - Security Bulletins: APSB13-07 - Security updates for Adobe Reader and Acrobat

Vulnerability Note VU#422807 - Adobe Reader and Acrobat memory corruption vulnerabilities
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[security-announce] openSUSE-SU-2013:0335-1: critical: acroread to 9.5.4

[security-announce] SUSE-SU-2013:0349-1: important: Security update for

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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