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Summary

CVE CVE-2013-0646

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-13 16:55:00 UTC

Updated 2014-03-26 04:44:00 UTC

Description Integer overflow in Adobe Flash Player before 10.3.183.68 and 11.x before 11.6.602.180 on Windows and Mac OS X, before 10.3.183.68 and 11.x before 11.2.202.275 on Linux, before 11.1.111.44 on Android 2.x and 3.x, and before 11.1.115.48 on Android 4.x; Adobe AIR before 3.6.0.6090; Adobe AIR SDK before 3.6.0.6090; and Adobe AIR SDK & Compiler before 3.6.0.6090 allows attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Adobe Air All All All All

Application Adobe Adobe Air 1.0 All All All

Application Adobe Adobe Air 1.0.1 All All All

Application Adobe Adobe Air 1.0.4990 All All All

Application Adobe Adobe Air 1.0.8.4990 All All All

Application Adobe Adobe Air 1.1 All All All

Application Adobe Adobe Air 1.1.0.5790 All All All

Application Adobe Adobe Air 1.5 All All All

Application Adobe Adobe Air 1.5.0.7220 All All All

Application Adobe Adobe Air 1.5.1 All All All

Application Adobe Adobe Air 1.5.1.8210 All All All

Application Adobe Adobe Air 1.5.2 All All All

Application Adobe Adobe Air 1.5.3 All All All

Application Adobe Adobe Air 1.5.3.9120 All All All

Application Adobe Adobe Air 1.5.3.9130 All All All

Application Adobe Adobe Air 2.0.2 All All All

Application Adobe Adobe Air 2.0.2.12610 All All All
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Application Adobe Adobe Air 2.0.2.12610 All All All

Application Adobe Adobe Air 2.0.3 All All All

Application Adobe Adobe Air 2.0.3.13070 All All All

Application Adobe Adobe Air 2.0.4 All All All

Application Adobe Adobe Air 2.5.0.16600 All All All

Application Adobe Adobe Air 2.5.1.17730 All All All

Application Adobe Adobe Air 2.6 All All All

Application Adobe Adobe Air 2.6.0.19120 All All All

Application Adobe Adobe Air 2.6.0.19140 All All All

Application Adobe Adobe Air 2.7 All All All

Application Adobe Adobe Air 2.7.0.1948 All All All

Application Adobe Adobe Air 2.7.0.19480 All All All

Application Adobe Adobe Air 2.7.0.1953 All All All

Application Adobe Adobe Air 2.7.0.19530 All All All

Application Adobe Adobe Air 2.7.1 All All All

Application Adobe Adobe Air 2.7.1.19610 All All All

Application Adobe Adobe Air 3.0.0.408 All All All

Application Adobe Adobe Air 3.0.0.4080 All All All

Application Adobe Adobe Air 3.1.0.485 All All All

Application Adobe Adobe Air 3.1.0.488 All All All

Application Adobe Adobe Air 3.1.0.4880 All All All

Application Adobe Adobe Air 3.2.0.207 All All All

Application Adobe Adobe Air 3.2.0.2070 All All All

Application Adobe Adobe Air 3.3.0.3670 All All All

Application Adobe Adobe Air 3.4.0.2540 All All All

Application Adobe Adobe Air 3.4.0.2710 All All All

Application Adobe Adobe Air 3.5.0.1060 All All All

Application Adobe Adobe Air 3.5.0.600 All All All

Application Adobe Adobe Air 3.5.0.880 All All All

Application Adobe Adobe Air 3.5.0.890 All All All

Application Adobe Adobe Air All All All All

Application Adobe Adobe Air 1.0 All All All

Application Adobe Adobe Air 1.0.1 All All All

Application Adobe Adobe Air 1.0.4990 All All All

Application Adobe Adobe Air 1.0.8.4990 All All All

Application Adobe Adobe Air 1.1 All All All
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Application Adobe Adobe Air 1.1.0.5790 All All All

Application Adobe Adobe Air 1.5 All All All

Application Adobe Adobe Air 1.5.0.7220 All All All

Application Adobe Adobe Air 1.5.1 All All All

Application Adobe Adobe Air 1.5.1.8210 All All All

Application Adobe Adobe Air 1.5.2 All All All

Application Adobe Adobe Air 1.5.3 All All All

Application Adobe Adobe Air 1.5.3.9120 All All All

Application Adobe Adobe Air 1.5.3.9130 All All All

Application Adobe Adobe Air 2.0.2 All All All

Application Adobe Adobe Air 2.0.2.12610 All All All

Application Adobe Adobe Air 2.0.3 All All All

Application Adobe Adobe Air 2.0.3.13070 All All All

Application Adobe Adobe Air 2.0.4 All All All

Application Adobe Adobe Air 2.5.0.16600 All All All

Application Adobe Adobe Air 2.5.1.17730 All All All

Application Adobe Adobe Air 2.6 All All All

Application Adobe Adobe Air 2.6.0.19120 All All All

Application Adobe Adobe Air 2.6.0.19140 All All All

Application Adobe Adobe Air 2.7 All All All

Application Adobe Adobe Air 2.7.0.1948 All All All

Application Adobe Adobe Air 2.7.0.19480 All All All

Application Adobe Adobe Air 2.7.0.1953 All All All

Application Adobe Adobe Air 2.7.0.19530 All All All

Application Adobe Adobe Air 2.7.1 All All All

Application Adobe Adobe Air 2.7.1.19610 All All All

Application Adobe Adobe Air 3.0.0.408 All All All

Application Adobe Adobe Air 3.0.0.4080 All All All

Application Adobe Adobe Air 3.1.0.485 All All All

Application Adobe Adobe Air 3.1.0.488 All All All

Application Adobe Adobe Air 3.1.0.4880 All All All

Application Adobe Adobe Air 3.2.0.207 All All All

Application Adobe Adobe Air 3.2.0.2070 All All All

Application Adobe Adobe Air 3.3.0.3670 All All All

Application Adobe Adobe Air 3.4.0.2540 All All All

Application Adobe Adobe Air 3.4.0.2710 All All All
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Application Adobe Adobe Air 3.4.0.2710 All All All

Application Adobe Adobe Air 3.5.0.1060 All All All

Application Adobe Adobe Air 3.5.0.600 All All All

Application Adobe Adobe Air 3.5.0.880 All All All

Application Adobe Adobe Air 3.5.0.890 All All All

Application Adobe Adobe Air All All All All

Application Adobe Adobe Air Sdk 3.0.0.4080 All All All

Application Adobe Adobe Air Sdk 3.1.0.488 All All All

Application Adobe Adobe Air Sdk 3.2.0.2070 All All All

Application Adobe Adobe Air Sdk 3.3.0.3650 All All All

Application Adobe Adobe Air Sdk 3.3.0.3690 All All All

Application Adobe Adobe Air Sdk 3.4.0.2540 All All All

Application Adobe Adobe Air Sdk 3.4.0.2710 All All All

Application Adobe Adobe Air Sdk 3.5.0.1060 All All All

Application Adobe Adobe Air Sdk 3.5.0.600 All All All

Application Adobe Adobe Air Sdk 3.5.0.880 All All All

Application Adobe Adobe Air Sdk 3.5.0.890 All All All

Application Adobe Adobe Air Sdk 3.0.0.4080 All All All

Application Adobe Adobe Air Sdk 3.1.0.488 All All All

Application Adobe Adobe Air Sdk 3.2.0.2070 All All All

Application Adobe Adobe Air Sdk 3.3.0.3650 All All All

Application Adobe Adobe Air Sdk 3.3.0.3690 All All All

Application Adobe Adobe Air Sdk 3.4.0.2540 All All All

Application Adobe Adobe Air Sdk 3.4.0.2710 All All All

Application Adobe Adobe Air Sdk 3.5.0.1060 All All All

Application Adobe Adobe Air Sdk 3.5.0.600 All All All

Application Adobe Adobe Air Sdk 3.5.0.880 All All All

Application Adobe Adobe Air Sdk 3.5.0.890 All All All

Application Adobe Adobe Air Sdk All All All All

Application Adobe Adobe Air Sdk And Compiler All All All All

Application Adobe Flash Player 11.0 All All All

Application Adobe Flash Player 11.0.1.152 All All All

Application Adobe Flash Player 11.0.1.152 All All All

Application Adobe Flash Player 11.0.1.153 All All All

Application Adobe Flash Player 11.1 All All All

Application Adobe Flash Player 11.1.102.55 All All All
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Application Adobe Flash Player 11.1.102.55 All All All

Application Adobe Flash Player 11.1.102.59 All All All

Application Adobe Flash Player 11.1.102.62 All All All

Application Adobe Flash Player 11.1.102.63 All All All

Application Adobe Flash Player 11.1.111.5 All All All

Application Adobe Flash Player 11.1.111.6 All All All

Application Adobe Flash Player 11.1.111.7 All All All

Application Adobe Flash Player 11.1.111.8 All All All

Application Adobe Flash Player 11.1.115.34 All All All

Application Adobe Flash Player 11.1.115.36 All All All

Application Adobe Flash Player 11.1.115.7 All All All

Application Adobe Flash Player 11.2.202.223 All All All

Application Adobe Flash Player 11.2.202.228 All All All

Application Adobe Flash Player 11.2.202.233 All All All

Application Adobe Flash Player 11.2.202.235 All All All

Application Adobe Flash Player 11.2.202.236 All All All

Application Adobe Flash Player 11.2.202.238 All All All

Application Adobe Flash Player 11.2.202.243 All All All

Application Adobe Flash Player 11.2.202.251 All All All

Application Adobe Flash Player 11.2.202.258 All All All

Application Adobe Flash Player 11.2.202.261 All All All

Application Adobe Flash Player 11.2.202.262 All All All

Application Adobe Flash Player 11.2.202.270 All All All

Application Adobe Flash Player 11.2.202.273 All All All

Application Adobe Flash Player 11.3.300.257 All All All

Application Adobe Flash Player 11.3.300.262 All All All

Application Adobe Flash Player 11.3.300.265 All All All

Application Adobe Flash Player 11.3.300.268 All All All

Application Adobe Flash Player 11.3.300.270 All All All

Application Adobe Flash Player 11.3.300.271 All All All

Application Adobe Flash Player 11.3.300.273 All All All

Application Adobe Flash Player 11.4.402.265 All All All

Application Adobe Flash Player 11.4.402.278 All All All

Application Adobe Flash Player 11.4.402.287 All All All

Application Adobe Flash Player 11.5.502.110 All All All
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Application Adobe Flash Player 11.5.502.135 All All All

Application Adobe Flash Player 11.5.502.136 All All All

Application Adobe Flash Player 11.5.502.146 All All All

Application Adobe Flash Player 11.5.502.149 All All All

Application Adobe Flash Player 11.6.602.167 All All All

Application Adobe Flash Player 11.6.602.168 All All All

Application Adobe Flash Player 11.0 All All All

Application Adobe Flash Player 11.0.1.152 All All All

Application Adobe Flash Player 11.0.1.152 All All All

Application Adobe Flash Player 11.0.1.153 All All All

Application Adobe Flash Player 11.1 All All All

Application Adobe Flash Player 11.1.102.55 All All All

Application Adobe Flash Player 11.1.102.55 All All All

Application Adobe Flash Player 11.1.102.59 All All All

Application Adobe Flash Player 11.1.102.62 All All All

Application Adobe Flash Player 11.1.102.63 All All All

Application Adobe Flash Player 11.1.111.5 All All All

Application Adobe Flash Player 11.1.111.6 All All All

Application Adobe Flash Player 11.1.111.7 All All All

Application Adobe Flash Player 11.1.111.8 All All All

Application Adobe Flash Player 11.1.115.34 All All All

Application Adobe Flash Player 11.1.115.36 All All All

Application Adobe Flash Player 11.1.115.7 All All All

Application Adobe Flash Player 11.2.202.223 All All All

Application Adobe Flash Player 11.2.202.228 All All All

Application Adobe Flash Player 11.2.202.233 All All All

Application Adobe Flash Player 11.2.202.235 All All All

Application Adobe Flash Player 11.2.202.236 All All All

Application Adobe Flash Player 11.2.202.238 All All All

Application Adobe Flash Player 11.2.202.243 All All All

Application Adobe Flash Player 11.2.202.251 All All All

Application Adobe Flash Player 11.2.202.258 All All All

Application Adobe Flash Player 11.2.202.261 All All All

Application Adobe Flash Player 11.2.202.262 All All All
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Application Adobe Flash Player 11.2.202.273 All All All
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Application Adobe Flash Player 11.2.202.273 All All All

Application Adobe Flash Player 11.3.300.257 All All All

Application Adobe Flash Player 11.3.300.262 All All All

Application Adobe Flash Player 11.3.300.265 All All All

Application Adobe Flash Player 11.3.300.268 All All All

Application Adobe Flash Player 11.3.300.270 All All All

Application Adobe Flash Player 11.3.300.271 All All All

Application Adobe Flash Player 11.3.300.273 All All All

Application Adobe Flash Player 11.4.402.265 All All All

Application Adobe Flash Player 11.4.402.278 All All All

Application Adobe Flash Player 11.4.402.287 All All All

Application Adobe Flash Player 11.5.502.110 All All All

Application Adobe Flash Player 11.5.502.135 All All All

Application Adobe Flash Player 11.5.502.136 All All All

Application Adobe Flash Player 11.5.502.146 All All All

Application Adobe Flash Player 11.5.502.149 All All All

Application Adobe Flash Player 11.6.602.167 All All All

Application Adobe Flash Player 11.6.602.168 All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player For Android 10.1.106.17 All All All

Application Adobe Flash Player For Android 10.2.157.51 All All All

Application Adobe Flash Player For Android 10.3.186.7 All All All

Application Adobe Flash Player For Android 11.0.1.153 All All All

Application Adobe Flash Player For Android 11.1.102.59 All All All

Application Adobe Flash Player For Android 11.1.111.10 All All All

Application Adobe Flash Player For Android 11.1.111.16 All All All

Application Adobe Flash Player For Android 11.1.111.19 All All All

Application Adobe Flash Player For Android 11.1.111.24 All All All

Application Adobe Flash Player For Android 11.1.111.29 All All All

Application Adobe Flash Player For Android 11.1.111.31 All All All

Application Adobe Flash Player For Android 11.1.111.32 All All All

Application Adobe Flash Player For Android 11.1.111.5 All All All

Application Adobe Flash Player For Android 11.1.111.6 All All All

Application Adobe Flash Player For Android 11.1.111.7 All All All

Application Adobe Flash Player For Android 11.1.111.8 All All All
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Application Adobe Flash Player For Android 11.1.111.9 All All All

Application Adobe Flash Player For Android 10.1.106.17 All All All

Application Adobe Flash Player For Android 10.2.157.51 All All All

Application Adobe Flash Player For Android 10.3.186.7 All All All

Application Adobe Flash Player For Android 11.0.1.153 All All All

Application Adobe Flash Player For Android 11.1.102.59 All All All

Application Adobe Flash Player For Android 11.1.111.10 All All All

Application Adobe Flash Player For Android 11.1.111.16 All All All

Application Adobe Flash Player For Android 11.1.111.19 All All All

Application Adobe Flash Player For Android 11.1.111.24 All All All

Application Adobe Flash Player For Android 11.1.111.29 All All All

Application Adobe Flash Player For Android 11.1.111.31 All All All

Application Adobe Flash Player For Android 11.1.111.32 All All All

Application Adobe Flash Player For Android 11.1.111.5 All All All

Application Adobe Flash Player For Android 11.1.111.6 All All All

Application Adobe Flash Player For Android 11.1.111.7 All All All

Application Adobe Flash Player For Android 11.1.111.8 All All All

Application Adobe Flash Player For Android 11.1.111.9 All All All

Application Adobe Flash Player For Android All All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Google Android 2.0 All All All

Operating System Google Android 2.0.1 All All All

Operating System Google Android 2.1 All All All

Operating System Google Android 2.2 All All All

Operating System Google Android 2.2 rev1 All All

Operating System Google Android 2.2.1 All All All
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Operating System Google Android 2.2.3 All All All

Operating System Google Android 2.3 All All All

Operating System Google Android 2.3 rev1 All All

Operating System Google Android 2.3.1 All All All
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Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All
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Operating System Google Android 2.3.5 All All All

Operating System Google Android 2.3.6 All All All

Operating System Google Android 2.3.7 All All All

Operating System Google Android 3.0 All All All

Operating System Google Android 3.1 All All All

Operating System Google Android 3.2 All All All

Operating System Google Android 3.2.1 All All All

Operating System Google Android 3.2.2 All All All

Operating System Google Android 3.2.4 All All All

Operating System Google Android 3.2.6 All All All

Operating System Google Android 4.0 All All All

Operating System Google Android 4.0.1 All All All
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Operating System Google Android 4.1 All All All
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Operating System Google Android 2.0 All All All
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Operating System Google Android 2.3.5 All All All

Operating System Google Android 2.3.6 All All All

Operating System Google Android 2.3.7 All All All
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Operating System Google Android 3.1 All All All
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Operating System Google Android 3.1 All All All

Operating System Google Android 3.2 All All All

Operating System Google Android 3.2.1 All All All

Operating System Google Android 3.2.2 All All All

Operating System Google Android 3.2.4 All All All

Operating System Google Android 3.2.6 All All All

Operating System Google Android 4.0 All All All

Operating System Google Android 4.0.1 All All All

Operating System Google Android 4.0.2 All All All

Operating System Google Android 4.0.3 All All All

Operating System Google Android 4.0.4 All All All

Operating System Google Android 4.1 All All All

Operating System Google Android 4.2 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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