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Summary

CVE CVE-2013-0662

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-01 06:17:00 UTC

Updated 2022-02-03 13:57:00 UTC

Description Multiple stack-based buffer overflows in ModbusDrv.exe in Schneider Electric Modbus Serial Driver 1.10 through 3.2 allow remote attackers to execute arbitrary code via a large buffer-size value in a Modbus Application Header.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Concept All sr7 All All

Application Schneider-electric Modbuscommdtm Sl All All All All

Application Schneider-electric Modbus Serial Driver 1.10 All All All

Application Schneider-electric Modbus Serial Driver 2.2 All All All

Application Schneider-electric Modbus Serial Driver 3.2 All All All

Application Schneider-electric Modbus Serial Driver 1.10 All All All

Application Schneider-electric Modbus Serial Driver 2.2 All All All

Application Schneider-electric Modbus Serial Driver 3.2 All All All

Application Schneider-electric Opc Factory Server 3.34 All All All

Application Schneider-electric Opc Factory Server 3.35 All All All

Application Schneider-electric Opc Factory Server 3.34 All All All

Application Schneider-electric Opc Factory Server 3.35 All All All

Application Schneider-electric Opc Factory Server All All All All

Application Schneider-electric Pl7 All sp7 All All

Application Schneider-electric Powersuite All All All All

Application Schneider-electric Sft2841 13.1 All All All

Application Schneider-electric Sft2841 13.1 All All All
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Application Schneider-electric Sft2841 13.1 All All All

Application Schneider-electric Sft2841 All All All All

Application Schneider-electric Somachine 2.0 All All All

Application Schneider-electric Somachine 3.0 All All All

Application Schneider-electric Somachine 3.0 - All All

Application Schneider-electric Somachine 2.0 All All All

Application Schneider-electric Somachine 3.0 All All All

Application Schneider-electric Somachine 3.0 - All All

Application Schneider-electric Somachine All All All All

Application Schneider-electric Somove All All All All

Application Schneider-electric Twidosuite All All All All

Application Schneider-electric Unityloader All All All All

Application Schneider-electric Unity Pro 6.0 All All All

Application Schneider-electric Unity Pro 6.0 All All All

Application Schneider-electric Unity Pro All All All All

Application Schneider Electric Somachine 3.0 All All All

Application Se Somachine 2.0 All All All

Application Se Somachine 3.0 All All All

Application Se Somachine 3.0 - All All

Application Se Somachine All All All All

References

Reference Source Link Tags

SEIG Modbus 3.4 - Remote Code Execution - Windows_x86 remote Exploit EXPLOIT-DB www.exploit-db.com

SEIG Modbus 3.4 - Denial of Service (PoC) - Windows_x86 dos Exploit EXPLOIT-DB www.exploit-db.com

Multiple Schneider Electric Products Stack Buffer Overflow Vulnerability BID www.securityfocus.com

download.schneider-electric.com/files CONFIRM download.schneider-electric.com Vendor Advisory

Schneider Electric Serial Modbus Driver Buffer Overflow | ICS-CERT MISC ics-cert.us-cert.gov US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590643 Schneider Electric Serial Modbus Driver Buffer Overflow Vulnerability (ICSA-14-086-01)
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