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Summary

CVE CVE-2013-0682

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-05 21:55:00 UTC

Updated 2013-04-09 04:00:00 UTC

Description Cogent Real-Time Systems Cogent DataHub before 7.3.0, OPC DataHub before 6.4.22, Cascade DataHub before 6.4.22 on Windows, and DataHub QuickTrend before 7.3.0 do not properly handle exceptions, which allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via malformed data in a formatted text command, leading to out-of-bounds access to (1) heap or (2) stack memory.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cogentdatahub Cascade Datahub 6.4.20 All All All

Application Cogentdatahub Cascade Datahub 6.4.20 All All All

Application Cogentdatahub Cascade Datahub All All All All

Application Cogentdatahub Cogent Datahub 7.0 All All All

Application Cogentdatahub Cogent Datahub 7.0.2 All All All

Application Cogentdatahub Cogent Datahub 7.1.0 All All All

Application Cogentdatahub Cogent Datahub 7.1.1 All All All

Application Cogentdatahub Cogent Datahub 7.1.1.63 All All All

Application Cogentdatahub Cogent Datahub 7.1.2 All All All

Application Cogentdatahub Cogent Datahub 7.0 All All All

Application Cogentdatahub Cogent Datahub 7.0.2 All All All

Application Cogentdatahub Cogent Datahub 7.1.0 All All All

Application Cogentdatahub Cogent Datahub 7.1.1 All All All

Application Cogentdatahub Cogent Datahub 7.1.1.63 All All All

Application Cogentdatahub Cogent Datahub 7.1.2 All All All

Application Cogentdatahub Cogent Datahub All All All All

Application Cogentdatahub Datahub Quicktrend All All All All
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Application Cogentdatahub Datahub Quicktrend All All All All

Application Cogentdatahub Opc Datahub 6.4.20 All All All

Application Cogentdatahub Opc Datahub 6.4.20 All All All

Application Cogentdatahub Opc Datahub All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

References

Reference Source Link Tags

404 - File Not Found | CISA MISC ics-cert.us-cert.gov US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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