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Summary

CVE CVE-2013-0747

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-13 20:55:00 UTC

Updated 2020-08-10 20:58:00 UTC

Description The gPluginHandler.handleEvent function in the plugin handler in Mozilla Firefox before 18.0, Firefox ESR 17.x before 17.0.2, Thunderbird before 17.0.2, Thunderbird ESR 17.x before 17.0.2, and SeaMonkey before 2.15 does not properly enforce the Same Origin Policy, which allows remote attackers to conduct clickjacking attacks via crafted JavaScript code that listens for a mutation event.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird Esr All All All All
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Application Mozilla Thunderbird Esr All All All All

Application Mozilla Thunderbird Esr All All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp2 All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp2 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp2 All All

References

Reference Source Link Tags

[security-announce] SUSE-SU-2013:0048-1: important: Security update for SUSE lists.opensuse.org Mailing List, Third Party Advisory

Repository / Oval Repository OVAL oval.cisecurity.org Third Party Advisory

USN-1681-1: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

[security-announce] openSUSE-SU-2013:0131-1: important: Mozilla Januarys SUSE lists.opensuse.org Mailing List, Third Party Advisory

MFSA 2013-10: Event manipulation in plugin handler to bypass same-origin policy CONFIRM www.mozilla.org Vendor Advisory

USN-1681-4: Firefox regression | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

USN-1681-2: Thunderbird vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

733305 – (CVE-2013-0747) I can confuse gPluginHandler.handleEvent by listening for mutation events CONFIRM bugzilla.mozilla.org Exploit, Issue Tracking, Patch, Vendor Advisory

[security-announce] openSUSE-SU-2013:0149-1: important: Mozilla Januarys SUSE lists.opensuse.org Mailing List, Third Party Advisory

[security-announce] SUSE-SU-2013:0049-1: important: Security update for SUSE lists.opensuse.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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690332 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (a4ed6632-5aa9-11e2-8fcb-c8600054b392)
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