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Summary

CVE CVE-2013-0749

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-13 20:55:00 UTC

Updated 2020-08-07 17:49:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 18.0, Firefox ESR 17.x before 17.0.1, Thunderbird before 17.0.2, Thunderbird ESR 17.x before 17.0.1, and SeaMonkey before 2.15 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird Esr All All All All
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Application Mozilla Thunderbird Esr All All All All

Application Mozilla Thunderbird Esr All All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp2 All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp2 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp2 All All

References

Reference Source

[security-announce] SUSE-SU-2013:0048-1: important: Security update for SUSE

808481 – "Assertion failure: lifetime->entry == uint32_t(entryTarget - outerScript->code)," CONFIRM

814407 – Use after free in Mesa 8.0 after calling texImage2D on texture already attached to FBO in texture-attachment-formats.html test CONFIRM

785358 – Assertion failure: fe->isType(type), at methodjit/Compiler.cpp:7623 CONFIRM

USN-1681-1: Firefox vulnerabilities | Ubuntu UBUNTU

814839 – WebGL crash [@mozilla::WebGLContext::Clear] during conformance test CONFIRM

Repository / Oval Repository OVAL

[security-announce] openSUSE-SU-2013:0131-1: important: Mozilla Januarys SUSE

USN-1681-4: Firefox regression | Ubuntu UBUNTU

794426 – Simultaneous calls to nsBuiltinDecoderStateMachine::StopAudioThread() cause problems CONFIRM

812847 – Opus heap-buffer-overflow crash [@opus_multistream_decoder_init] CONFIRM

Pale Moon - CONFIRM
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Pale Moon - CONFIRM

USN-1681-2: Thunderbird vulnerabilities | Ubuntu UBUNTU

816994 – Opus crash due to race [@opus_multistream_decode_native] CONFIRM

MFSA 2013-01: Miscellaneous memory safety hazards (rv:18.0/ rv:10.0.12 / rv:17.0.2) CONFIRM

805814 – Mesa heap buffer overflow, exposed by WebGL, mirroring Chrome issue 145525 CONFIRM

805745 – crash in nsWindow::OnPaint CONFIRM

[security-announce] openSUSE-SU-2013:0149-1: important: Mozilla Januarys SUSE

[security-announce] SUSE-SU-2013:0049-1: important: Security update for SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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690332 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (a4ed6632-5aa9-11e2-8fcb-c8600054b392)
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