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CVE CVE-2013-0749
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-13 20:55:00 UTC
Updated 2020-08-07 17:49:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 18.0, Firefox ESR 17.x before 17.0.1, Tht

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr All All All All
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Application Mozilla Thunderbird Esr All
Operating System Opensuse Opensuse 11.4
Operating System Opensuse Opensuse 12.1
Operating System Opensuse Opensuse 12.2
Operating System Opensuse Opensuse 11.4
Operating System Opensuse Opensuse 121
Operating System Opensuse Opensuse 12.2
Operating System Suse Linux Enterprise Desktop 10
Operating System Suse Linux Enterprise Desktop 11
Operating System Suse Linux Enterprise Desktop 10
Operating System Suse Linux Enterprise Desktop 11
Operating System Suse Linux Enterprise Server 10
Operating System Suse Linux Enterprise Server 11
Operating System Suse Linux Enterprise Server 11
Operating System Suse Linux Enterprise Server 10
Operating System Suse Linux Enterprise Server 11
Operating System Suse Linux Enterprise Server 11
Operating System Suse Linux Enterprise Software Development Kit 10
Operating System Suse Linux Enterprise Software Development Kit 11
Operating System Suse Linux Enterprise Software Development Kit 10
Operating System Suse Linux Enterprise Software Development Kit 11
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References

Reference
[security-announce] SUSE-SU-2013:0048-1: important: Security update for

808481 — "Assertion failure: lifetime->entry == uint32_t(entryTarget - outerScript->code),"

785358 — Assertion failure: fe->isType(type), at methodjit’Compiler.cpp:7623

USN-1681-1: Firefox vulnerabilities | Ubuntu

814839 — WebGL crash [@mozilla::WebGLContext::Clear] during conformance test

Repository / Oval Repository

[security-announce] openSUSE-SU-2013:0131-1: important: Mozilla Januarys

USN-1681-4: Firefox regression | Ubuntu

794426 — Simultaneous calls to nsBuiltinDecoderStateMachine::StopAudioThread() cause problems

812847 — Opus heap-buffer-overflow crash [@opus_multistream_decoder_init]

814407 — Use after free in Mesa 8.0 after calling teximage2D on texture already attached to FBO in texture-attachment-formats.html test
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Fale Moon - Gt
USN-1681-2: Thunderbird vulnerabilities | Ubuntu Ul
816994 — Opus crash due to race [@opus_multistream_decode_native] C(
MFSA 2013-01: Miscellaneous memory safety hazards (rv:18.0/ rv:10.0.12 / rv:17.0.2) C(
805814 — Mesa heap buffer overflow, exposed by WebGL, mirroring Chrome issue 145525 C(
805745 — crash in nsWindow::OnPaint C(
[security-announce] openSUSE-SU-2013:0149-1: important: Mozilla Januarys Sl
[security-announce] SUSE-SU-2013:0049-1: important: Security update for Sl
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690332 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (a4ed6632-5aa9-11e2-8fcb-c8600054b392)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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