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CVE CVE-2013-0755
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-13 20:55:00 UTC
Updated 2020-08-10 21:05:00 UTC
Description Use-after-free vulnerability in the mozVibrate implementation in the Vibrate library in Mozilla Firefox before 18.0, Firefox ES
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr All All All All
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References

Reference
[security-announce] SUSE-SU-2013:0048-1: important: Security update for

USN-1681-1: Firefox vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2013:0131-1: important: Mozilla Januarys
USN-1681-4: Firefox regression | Ubuntu

Repository / Oval Repository

MFSA 2013-18: Use-after-free in Vibrate

USN-1681-2: Thunderbird vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2013:0149-1: important: Mozilla Januarys
[security-announce] SUSE-SU-2013:0049-1: important: Security update for
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814027 — (CVE-2013-0755) [FIX] mozVibrate Use-After-Free Remote Code Execution Vulnerability (ZDI-CAN-1589)
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690332 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (a4ed6632-5aa9-11e2-8fcb-c8600054b392)
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