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CVE CVE-2013-0769
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-13 20:55:00 UTC
Updated 2020-08-11 13:09:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 18.0, Firefox ESR 10.x before 10.0.12 an

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr All All All All
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Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp2 All All

Reference Source Link Tags
[security-announce] SUSE-SU-2013:0048-1: important: Security update for SUSE lists.opensuse.org  Mailing
USN-1681-1: Firefox vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com Third P:
768243 — Assertion failure: i < Length() (invalid array index), at ../../../dist/include/nsTArray.h:535 CONFIRM bugzilla.mozilla.org Issue T
Red Hat Customer Portal REDHAT  rhn.redhat.com Third P:
Access Denied CONFIRM  bugzilla.mozilla.org  Exploit,
801195 — Opt-only crash with invalid read [@ js::gc::MarkInternal<JSScript>] CONFIRM  bugzilla.mozilla.org  Exploit,
[security-announce] openSUSE-SU-2013:0131-1: important: Mozilla Januarys SUSE lists.opensuse.org  Mailing
806483 — Heap-use-after-free (read) nsIFrame::GetStyleContext CONFIRM  bugzilla.mozilla.org  Exploit,
USN-1681-4: Firefox regression | Ubuntu UBUNTU  www.ubuntu.com Third P:
Red Hat Customer Portal REDHAT  rhn.redhat.com Third P
Pale Moon - CONFIRM  www.palemoon.org Broken
Repository / Oval Repository OVAL oval.cisecurity.org  Third P:
USN-1681-2: Thunderbird vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com Third P:
811382 — Update OTS to r95 CONFIRM  bugzilla.mozilla.org Issue T
MFSA 2013-01: Miscellaneous memory safety hazards (rv:18.0/ rv:10.0.12 / rv:17.0.2) CONFIRM  www.mozilla.org Vendor
[security-announce] openSUSE-SU-2013:0149-1: important: Mozilla Januarys SUSE lists.opensuse.org  Mailing
[security-announce] SUSE-SU-2013:0049-1: important: Security update for SUSE lists.opensuse.org  Mailing
CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
‘

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690332 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (a4ed6632-5aa9-11e2-8fcb-c8600054b392)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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