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Summary

CVE CVE-2013-0783

State PUBLISHED

Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-19 23:55:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 19.0, Firefox ESR 17.x before 17.0.3, Thunderbird before 17.0.3, Thunderbird ESR 17.x before 17.0.3, and SeaMonkey before 2.16 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

USN-1729-1: Firefox vulnerabilities | Ubuntu

Red Hat Customer Portal

830975 – [FIX] nsDocument::FlushPendingNotifications looks suspicious

832162 – JAR/ZIP crash [@nsZipArchive::BuildSynthetics/HashName]

USN-1729-2: Firefox regression | Ubuntu

761448 – [FIX] "ASSERTION: We should never be reusing a shared inner window" with pagehide event

830399 – compartment mismatch in nsXMLHttpRequest::GetInterface (with addon?)

Red Hat Customer Portal

USN-1748-1: Thunderbird vulnerabilities | Ubuntu

Repository / Oval Repository

openSUSE-SU-2013:0324-1: moderate: Mozilla Februarys

780549 – crash access violation mozjs!js::types::AutoEnterCompilation::~AutoEnterCompilation

822858 – Crash [@ js::EncapsulatedPtr] or [@ js::types::TypeObject::print] or "Assertion failure: [infer failure] Missing type in object [0x10172f070] lastIndex: int,"

MFSA 2013-21: Miscellaneous memory safety hazards (rv:19.0 / rv:17.0.3)

690970 – cycle collector can be made to Unlink live objects (by using weak maps or watchpoints)

[security-announce] openSUSE-SU-2013:0323-1: important: Mozilla: Februar

Debian -- Security Information -- DSA-2699-1 iceweasel

812380 – Possible use-after-CC-Unlink due to incorrect cycle collector WeakMap optimizations

826471 – compartment mismatch in nsWindowSH::NewResolve for _content with Xrays

818241 - Conditional jump/move depends on uninitialized data in Quartz backend

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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