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Summary

CVE CVE-2013-0784

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-19 23:55:00 UTC

Updated 2020-08-06 17:29:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 19.0, Thunderbird before 17.0.3, and SeaMonkey before 2.16 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird Esr All All All All
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Application Mozilla Thunderbird Esr All All All All

Application Mozilla Thunderbird Esr All All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

References

Reference

830943 – Incorrect behavior on emscripten "bullet" test

799907 – IonMonkey: Assertion failure: mir->type() == MIRType_Value, at ../ion/shared/Lowering-shared-inl.h:413 or Crash [@ js::ion::LinearScanAllocator::populateSafepoints]

Repository / Oval Repository

USN-1748-1: Thunderbird vulnerabilities | Ubuntu

790373 – plugin scroll position listener callback may destroy listener list (crash of bug 788436)

827687 – Out of bounds read [@ ElementAnimations::EnsureStyleRuleFor] with CSS animation

805294 – RegExpCompartment::sweep should mark the atom if the entry isn't removed

USN-1729-1: Firefox vulnerabilities | Ubuntu

MFSA 2013-21: Miscellaneous memory safety hazards (rv:19.0 / rv:17.0.3)

801114 - JSDebugErrorHook could trigger GC out of OOM handler

USN-1729-2: Firefox regression | Ubuntu

766452 – Crash [@ OpenTypeReorderingOutput::getStringIndex] with measureText, Kannada script, ZWJ

797977 - IonMonkey: Enable StackIter::fp() assertion.

[security-announce] openSUSE-SU-2013:0323-1: important: Mozilla: Februar

openSUSE-SU-2013:0324-1: moderate: Mozilla Februarys

Access Denied

819635 – IonMonkey: "Assertion failure: [barrier verifier] Unmarked edge: <unknown>,"

799803 – IonMonkey: Crash [@ JSString::isAtom] with invalid read

810169 - JSCompartment::global_ needs a read barrier

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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