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CVE CVE-2013-0787
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-11 10:55:00 UTC
Updated 2017-09-19 01:35:00 UTC
Description Use-after-free vulnerability in the nsEditor::IsPreformatted function in editor/libeditor/base/nsEditor.cpp in Mozilla Firefox be

/ ]
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 17.0 All All All
Application Mozilla Firefox Esr 17.0.1 All All All
Application Mozilla Firefox Esr 17.0.2 All All All
Application Mozilla Firefox Esr 17.0.3 All All All
Application Mozilla Firefox Esr 17.0 All All All
Application Mozilla Firefox Esr 17.0.1 All All All
Application Mozilla Firefox Esr 17.0.2 All All All
Application Mozilla Firefox Esr 17.0.3 All All All
Application Mozilla Seamonkey 2.16 betal All All
Application Mozilla Seamonkey 2.16 beta2 All All
Application Mozilla Seamonkey 2.16 beta3 All All
Application Mozilla Seamonkey 2.16 betad All All
Application Mozilla Seamonkey 2.16 betab All All
Application Mozilla Seamonkey 2.16 betal All All
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Application Mozilla Seamonkey 2.16 beta2 All All
Application Mozilla Seamonkey 2.16 beta3 All All
Application Mozilla Seamonkey 2.16 beta4 All All
Application Mozilla Seamonkey 2.16 betab All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird 17.0 All All All
Application Mozilla Thunderbird 17.0.1 All All All
Application Mozilla Thunderbird 17.0.2 All All All
Application Mozilla Thunderbird 17.0 All All All
Application Mozilla Thunderbird 17.0.1 All All All
Application Mozilla Thunderbird 17.0.2 All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr 17.0 All All All
Application Mozilla Thunderbird Esr 17.0.1 All All All
Application Mozilla Thunderbird Esr 17.0.2 All All All
Application Mozilla Thunderbird Esr 17.0.3 All All All
Application Mozilla Thunderbird Esr 17.0 All All All
Application Mozilla Thunderbird Esr 17.0.1 All All All
Application Mozilla Thunderbird Esr 17.0.2 All All All
Application Mozilla Thunderbird Esr 17.0.3 All All All
Reference

Zero Day Initiative na Twitterze: "@VUPEN pwned Mozilla Firefox using a UaF plus a new Windows 7 ASLR/DEP bypass technique then pwn
[security-announce] openSUSE-SU-2013:0468-1: important: seamonkey: updat
Repository / Oval Repository

[security-announce] openSUSE-SU-2013:0431-1: important: Mozilla updates
Red Hat Customer Portal

Debian -- Security Information -- DSA-2699-1 iceweasel

Access Denied

[security-announce] openSUSE-SU-2013:0467-1: important: MozillaFirefox:
Pwn20wn 2013 - HP Enterprise Business Community

JavaScript is not available.

[security-announce] SUSE-SU-2013:0470-1: important: Security update for

[security-announce] openSUSE-SU-2013:0465-1: important: MozillaThunderbi
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MESA 2013-29: Use-after-ree In H1 ML kEditor

USN-1758-1: Firefox vulnerability | Ubuntu

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2013-0787 Remote Code Execution Vulnerability
Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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