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The CERT_DecodeCertPackage function in Mozilla Network Security Services (NSS), as used in Mozilla Firefox before 20.
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Application Mozilla Thunderbird 17.0.1 All All All
Application Mozilla Thunderbird 17.0.2 All All All
Application Mozilla Thunderbird 17.0.3 All All All
Application Mozilla Thunderbird 17.0.4 All All All
Application Mozilla Thunderbird Esr All All All All
Application Mozilla Thunderbird Esr 17.0 All All All
Application Mozilla Thunderbird Esr 17.0.1 All All All
Application Mozilla Thunderbird Esr 17.0.2 All All All
Application Mozilla Thunderbird Esr 17.0.3 All All All
Application Mozilla Thunderbird Esr 17.0.4 All All All
Application Mozilla Thunderbird Esr 17.0 All All All
Application Mozilla Thunderbird Esr 17.0.1 All All All
Application Mozilla Thunderbird Esr 17.0.2 All All All
Application Mozilla Thunderbird Esr 17.0.3 All All All
Application Mozilla Thunderbird Esr 17.0.4 All All All
Application Oracle Vm Server 3.2 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Eus 5.9 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server Aus 5.9 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Reference Source Link
629816 — (CVE-2013-0791) CERT_DecodeCertPackage reads bytes outside the input buffer CONFIRM  bugzilla.mozilla.org
[security-announce] SUSE-SU-2013:0645-1: important: Security update for SUSE lists.opensuse.org
Oracle VM Server for x86 Bulletin - July 2016 CONFIRM  www.oracle.com
[security-announce] SUSE-SU-2013:0850-1: important: Security update for SUSE lists.opensuse.org
Red Hat Customer Portal REDHAT  rhn.redhat.com
Repository / Oval Repository OVAL oval.cisecurity.org
2016-10 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks CONFIRM  Kkb.juniper.net
Red Hat Customer Portal REDHAT  rhn.redhat.com
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https://bugzilla.mozilla.org/show_bug.cgi?id=629816
http://lists.opensuse.org/opensuse-security-announce/2013-04/msg00013.html
http://www.oracle.com/technetwork/topics/security/ovmbulletinjul2016-3090546.html
http://lists.opensuse.org/opensuse-security-announce/2013-05/msg00019.html
http://rhn.redhat.com/errata/RHSA-2013-1135.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A17150
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10761
http://rhn.redhat.com/errata/RHSA-2013-1144.html

[security-announce] openSUSE-SU-2013:0630-1: important: Mozilla Firefox SUSE lists.opensuse.org

USN-1791-1: Thunderbird vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
MFSA 2013-40: Out-of-bounds array read in CERT_DecodeCertPackage CONFIRM  www.mozilla.org
[security-announce] openSUSE-SU-2013:0631-1: important: Mozilla Firefox SUSE lists.opensuse.org
Mozilla Firefox/Thunderbird/SeaMonkey CVE-2013-0791 Out of Bounds Memory Corruption Vulnerability BID www.securityfocus.cc
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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