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Summary

CVE CVE-2013-0797

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-03 11:56:00 UTC

Updated 2017-09-19 01:35:00 UTC

Description Untrusted search path vulnerability in the Mozilla Updater in Mozilla Firefox before 20.0, Firefox ESR 17.x before 17.0.5, Thunderbird before 17.0.5, Thunderbird ESR 17.x before 17.0.5, and SeaMonkey before 2.17 allows local users to gain privileges via a Trojan horse DLL file in an unspecified directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 19.0 All All All

Application Mozilla Firefox 19.0.1 All All All

Application Mozilla Firefox 19.0 All All All

Application Mozilla Firefox 19.0.1 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 17.0 All All All

Application Mozilla Firefox Esr 17.0.1 All All All

Application Mozilla Firefox Esr 17.0.2 All All All

Application Mozilla Firefox Esr 17.0.3 All All All

Application Mozilla Firefox Esr 17.0.4 All All All

Application Mozilla Firefox Esr 17.0 All All All

Application Mozilla Firefox Esr 17.0.1 All All All

Application Mozilla Firefox Esr 17.0.2 All All All

Application Mozilla Firefox Esr 17.0.3 All All All

Application Mozilla Firefox Esr 17.0.4 All All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All
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Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.10 All All All

Application Mozilla Seamonkey 2.10 beta1 All All

Application Mozilla Seamonkey 2.10 beta2 All All

Application Mozilla Seamonkey 2.10 beta3 All All

Application Mozilla Seamonkey 2.10.1 All All All

Application Mozilla Seamonkey 2.11 All All All
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Application Mozilla Seamonkey 2.11 beta1 All All

Application Mozilla Seamonkey 2.11 beta2 All All

Application Mozilla Seamonkey 2.11 beta3 All All

Application Mozilla Seamonkey 2.11 beta4 All All

Application Mozilla Seamonkey 2.11 beta5 All All

Application Mozilla Seamonkey 2.11 beta6 All All

Application Mozilla Seamonkey 2.12 All All All

Application Mozilla Seamonkey 2.12 beta1 All All

Application Mozilla Seamonkey 2.12 beta2 All All

Application Mozilla Seamonkey 2.12 beta3 All All

Application Mozilla Seamonkey 2.12 beta4 All All

Application Mozilla Seamonkey 2.12 beta5 All All

Application Mozilla Seamonkey 2.12 beta6 All All

Application Mozilla Seamonkey 2.12.1 All All All

Application Mozilla Seamonkey 2.13 All All All

Application Mozilla Seamonkey 2.13 beta1 All All

Application Mozilla Seamonkey 2.13 beta2 All All

Application Mozilla Seamonkey 2.13 beta3 All All

Application Mozilla Seamonkey 2.13 beta4 All All

Application Mozilla Seamonkey 2.13 beta5 All All

Application Mozilla Seamonkey 2.13 beta6 All All

Application Mozilla Seamonkey 2.13.1 All All All

Application Mozilla Seamonkey 2.13.2 All All All

Application Mozilla Seamonkey 2.14 All All All

Application Mozilla Seamonkey 2.14 beta1 All All

Application Mozilla Seamonkey 2.14 beta2 All All

Application Mozilla Seamonkey 2.14 beta3 All All

Application Mozilla Seamonkey 2.14 beta4 All All

Application Mozilla Seamonkey 2.14 beta5 All All

Application Mozilla Seamonkey 2.15 All All All

Application Mozilla Seamonkey 2.15 beta1 All All

Application Mozilla Seamonkey 2.15 beta2 All All

Application Mozilla Seamonkey 2.15 beta3 All All

Application Mozilla Seamonkey 2.15 beta4 All All

Application Mozilla Seamonkey 2.15 beta5 All All

Application Mozilla Seamonkey 2.15 beta6 All All
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Application Mozilla Seamonkey 2.15 beta6 All All

Application Mozilla Seamonkey 2.15.1 All All All

Application Mozilla Seamonkey 2.15.2 All All All

Application Mozilla Seamonkey 2.16 All All All

Application Mozilla Seamonkey 2.16 beta1 All All

Application Mozilla Seamonkey 2.16 beta2 All All

Application Mozilla Seamonkey 2.16 beta3 All All

Application Mozilla Seamonkey 2.16 beta4 All All

Application Mozilla Seamonkey 2.16 beta5 All All

Application Mozilla Seamonkey 2.16.1 All All All

Application Mozilla Seamonkey 2.16.2 All All All

Application Mozilla Seamonkey 2.17 beta1 All All

Application Mozilla Seamonkey 2.17 beta2 All All

Application Mozilla Seamonkey 2.17 beta3 All All

Application Mozilla Seamonkey 2.2 All All All

Application Mozilla Seamonkey 2.2 beta1 All All

Application Mozilla Seamonkey 2.2 beta2 All All

Application Mozilla Seamonkey 2.2 beta3 All All

Application Mozilla Seamonkey 2.3 All All All

Application Mozilla Seamonkey 2.3 beta1 All All

Application Mozilla Seamonkey 2.3 beta2 All All

Application Mozilla Seamonkey 2.3 beta3 All All

Application Mozilla Seamonkey 2.3.1 All All All

Application Mozilla Seamonkey 2.3.2 All All All

Application Mozilla Seamonkey 2.3.3 All All All

Application Mozilla Seamonkey 2.4 All All All

Application Mozilla Seamonkey 2.4 beta1 All All

Application Mozilla Seamonkey 2.4 beta2 All All

Application Mozilla Seamonkey 2.4 beta3 All All

Application Mozilla Seamonkey 2.4.1 All All All

Application Mozilla Seamonkey 2.5 All All All

Application Mozilla Seamonkey 2.5 beta1 All All

Application Mozilla Seamonkey 2.5 beta2 All All

Application Mozilla Seamonkey 2.5 beta3 All All

Application Mozilla Seamonkey 2.5 beta4 All All

Application Mozilla Seamonkey 2.6 All All All
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Application Mozilla Seamonkey 2.6 beta1 All All

Application Mozilla Seamonkey 2.6 beta2 All All

Application Mozilla Seamonkey 2.6 beta3 All All

Application Mozilla Seamonkey 2.6 beta4 All All

Application Mozilla Seamonkey 2.6.1 All All All

Application Mozilla Seamonkey 2.7 All All All

Application Mozilla Seamonkey 2.7 beta1 All All

Application Mozilla Seamonkey 2.7 beta2 All All

Application Mozilla Seamonkey 2.7 beta3 All All

Application Mozilla Seamonkey 2.7 beta4 All All

Application Mozilla Seamonkey 2.7 beta5 All All

Application Mozilla Seamonkey 2.7.1 All All All

Application Mozilla Seamonkey 2.7.2 All All All

Application Mozilla Seamonkey 2.8 All All All

Application Mozilla Seamonkey 2.8 beta1 All All

Application Mozilla Seamonkey 2.8 beta2 All All

Application Mozilla Seamonkey 2.8 beta3 All All

Application Mozilla Seamonkey 2.8 beta4 All All

Application Mozilla Seamonkey 2.8 beta5 All All

Application Mozilla Seamonkey 2.8 beta6 All All

Application Mozilla Seamonkey 2.9 All All All

Application Mozilla Seamonkey 2.9 beta1 All All

Application Mozilla Seamonkey 2.9 beta2 All All

Application Mozilla Seamonkey 2.9 beta3 All All

Application Mozilla Seamonkey 2.9 beta4 All All

Application Mozilla Seamonkey 2.9.1 All All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All
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Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.10 All All All

Application Mozilla Seamonkey 2.10 beta1 All All

Application Mozilla Seamonkey 2.10 beta2 All All

Application Mozilla Seamonkey 2.10 beta3 All All

Application Mozilla Seamonkey 2.10.1 All All All

Application Mozilla Seamonkey 2.11 All All All

Application Mozilla Seamonkey 2.11 beta1 All All

Application Mozilla Seamonkey 2.11 beta2 All All

Application Mozilla Seamonkey 2.11 beta3 All All

Application Mozilla Seamonkey 2.11 beta4 All All

Application Mozilla Seamonkey 2.11 beta5 All All

Application Mozilla Seamonkey 2.11 beta6 All All

Application Mozilla Seamonkey 2.12 All All All

Application Mozilla Seamonkey 2.12 beta1 All All
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Application Mozilla Seamonkey 2.12 beta1 All All

Application Mozilla Seamonkey 2.12 beta2 All All

Application Mozilla Seamonkey 2.12 beta3 All All

Application Mozilla Seamonkey 2.12 beta4 All All

Application Mozilla Seamonkey 2.12 beta5 All All

Application Mozilla Seamonkey 2.12 beta6 All All

Application Mozilla Seamonkey 2.12.1 All All All

Application Mozilla Seamonkey 2.13 All All All

Application Mozilla Seamonkey 2.13 beta1 All All

Application Mozilla Seamonkey 2.13 beta2 All All

Application Mozilla Seamonkey 2.13 beta3 All All

Application Mozilla Seamonkey 2.13 beta4 All All

Application Mozilla Seamonkey 2.13 beta5 All All

Application Mozilla Seamonkey 2.13 beta6 All All

Application Mozilla Seamonkey 2.13.1 All All All

Application Mozilla Seamonkey 2.13.2 All All All

Application Mozilla Seamonkey 2.14 All All All

Application Mozilla Seamonkey 2.14 beta1 All All

Application Mozilla Seamonkey 2.14 beta2 All All

Application Mozilla Seamonkey 2.14 beta3 All All

Application Mozilla Seamonkey 2.14 beta4 All All

Application Mozilla Seamonkey 2.14 beta5 All All

Application Mozilla Seamonkey 2.15 All All All

Application Mozilla Seamonkey 2.15 beta1 All All

Application Mozilla Seamonkey 2.15 beta2 All All

Application Mozilla Seamonkey 2.15 beta3 All All

Application Mozilla Seamonkey 2.15 beta4 All All

Application Mozilla Seamonkey 2.15 beta5 All All

Application Mozilla Seamonkey 2.15 beta6 All All

Application Mozilla Seamonkey 2.15.1 All All All

Application Mozilla Seamonkey 2.15.2 All All All

Application Mozilla Seamonkey 2.16 All All All

Application Mozilla Seamonkey 2.16 beta1 All All

Application Mozilla Seamonkey 2.16 beta2 All All

Application Mozilla Seamonkey 2.16 beta3 All All

Application Mozilla Seamonkey 2.16 beta4 All All
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Application Mozilla Seamonkey 2.16 beta5 All All

Application Mozilla Seamonkey 2.16.1 All All All

Application Mozilla Seamonkey 2.16.2 All All All

Application Mozilla Seamonkey 2.17 beta1 All All

Application Mozilla Seamonkey 2.17 beta2 All All

Application Mozilla Seamonkey 2.17 beta3 All All

Application Mozilla Seamonkey 2.2 All All All

Application Mozilla Seamonkey 2.2 beta1 All All

Application Mozilla Seamonkey 2.2 beta2 All All

Application Mozilla Seamonkey 2.2 beta3 All All

Application Mozilla Seamonkey 2.3 All All All

Application Mozilla Seamonkey 2.3 beta1 All All

Application Mozilla Seamonkey 2.3 beta2 All All

Application Mozilla Seamonkey 2.3 beta3 All All

Application Mozilla Seamonkey 2.3.1 All All All

Application Mozilla Seamonkey 2.3.2 All All All

Application Mozilla Seamonkey 2.3.3 All All All

Application Mozilla Seamonkey 2.4 All All All

Application Mozilla Seamonkey 2.4 beta1 All All

Application Mozilla Seamonkey 2.4 beta2 All All

Application Mozilla Seamonkey 2.4 beta3 All All

Application Mozilla Seamonkey 2.4.1 All All All

Application Mozilla Seamonkey 2.5 All All All

Application Mozilla Seamonkey 2.5 beta1 All All

Application Mozilla Seamonkey 2.5 beta2 All All

Application Mozilla Seamonkey 2.5 beta3 All All

Application Mozilla Seamonkey 2.5 beta4 All All

Application Mozilla Seamonkey 2.6 All All All

Application Mozilla Seamonkey 2.6 beta1 All All

Application Mozilla Seamonkey 2.6 beta2 All All

Application Mozilla Seamonkey 2.6 beta3 All All

Application Mozilla Seamonkey 2.6 beta4 All All

Application Mozilla Seamonkey 2.6.1 All All All

Application Mozilla Seamonkey 2.7 All All All

Application Mozilla Seamonkey 2.7 beta1 All All
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Application Mozilla Seamonkey 2.7 beta2 All All

Application Mozilla Seamonkey 2.7 beta3 All All

Application Mozilla Seamonkey 2.7 beta4 All All

Application Mozilla Seamonkey 2.7 beta5 All All

Application Mozilla Seamonkey 2.7.1 All All All

Application Mozilla Seamonkey 2.7.2 All All All

Application Mozilla Seamonkey 2.8 All All All

Application Mozilla Seamonkey 2.8 beta1 All All

Application Mozilla Seamonkey 2.8 beta2 All All

Application Mozilla Seamonkey 2.8 beta3 All All

Application Mozilla Seamonkey 2.8 beta4 All All

Application Mozilla Seamonkey 2.8 beta5 All All

Application Mozilla Seamonkey 2.8 beta6 All All

Application Mozilla Seamonkey 2.9 All All All

Application Mozilla Seamonkey 2.9 beta1 All All

Application Mozilla Seamonkey 2.9 beta2 All All

Application Mozilla Seamonkey 2.9 beta3 All All

Application Mozilla Seamonkey 2.9 beta4 All All

Application Mozilla Seamonkey 2.9.1 All All All

Application Mozilla Seamonkey All beta4 All All

Application Mozilla Thunderbird 17.0 All All All

Application Mozilla Thunderbird 17.0.1 All All All

Application Mozilla Thunderbird 17.0.2 All All All

Application Mozilla Thunderbird 17.0.3 All All All

Application Mozilla Thunderbird 17.0.4 All All All

Application Mozilla Thunderbird 17.0 All All All

Application Mozilla Thunderbird 17.0.1 All All All

Application Mozilla Thunderbird 17.0.2 All All All

Application Mozilla Thunderbird 17.0.3 All All All

Application Mozilla Thunderbird 17.0.4 All All All

Application Mozilla Thunderbird Esr 17.0 All All All

Application Mozilla Thunderbird Esr 17.0.1 All All All

Application Mozilla Thunderbird Esr 17.0.2 All All All

Application Mozilla Thunderbird Esr 17.0.3 All All All

Application Mozilla Thunderbird Esr 17.0.4 All All All

Application Mozilla Thunderbird Esr 17.0 All All All
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Application Mozilla Thunderbird Esr 17.0 All All All

Application Mozilla Thunderbird Esr 17.0.1 All All All

Application Mozilla Thunderbird Esr 17.0.2 All All All

Application Mozilla Thunderbird Esr 17.0.3 All All All

Application Mozilla Thunderbird Esr 17.0.4 All All All

References

Reference Source Link

[security-announce] SUSE-SU-2013:0645-1: important: Security update for SUSE lists.opensuse.org

[security-announce] SUSE-SU-2013:0850-1: important: Security update for SUSE lists.opensuse.org

MFSA 2013-34: Privilege escalation through Mozilla Updater CONFIRM www.mozilla.org

830134 – (CVE-2013-0797) The updater.exe loads the cryptsp.dll from the update directory while perfoming an update. CONFIRM bugzilla.mozilla.org

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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