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Summary

CVE CVE-2013-0830

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-15 21:55:00 UTC

Updated 2023-11-07 02:13:00 UTC

Description The IPC layer in Google Chrome before 24.0.1312.52 on Windows omits a NUL character required for termination of an unspecified data structure, which has unknown impact and attack vectors.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 24.0.1272.0 All All All

Application Google Chrome 24.0.1272.1 All All All

Application Google Chrome 24.0.1273.0 All All All

Application Google Chrome 24.0.1274.0 All All All

Application Google Chrome 24.0.1275.0 All All All

Application Google Chrome 24.0.1276.0 All All All

Application Google Chrome 24.0.1276.1 All All All

Application Google Chrome 24.0.1277.0 All All All

Application Google Chrome 24.0.1278.0 All All All

Application Google Chrome 24.0.1279.0 All All All

Application Google Chrome 24.0.1280.0 All All All

Application Google Chrome 24.0.1281.0 All All All

Application Google Chrome 24.0.1281.1 All All All

Application Google Chrome 24.0.1281.2 All All All

Application Google Chrome 24.0.1281.3 All All All

Application Google Chrome 24.0.1282.0 All All All

Application Google Chrome 24.0.1283.0 All All All
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Application Google Chrome 24.0.1283.0 All All All

Application Google Chrome 24.0.1284.0 All All All

Application Google Chrome 24.0.1284.1 All All All

Application Google Chrome 24.0.1284.2 All All All

Application Google Chrome 24.0.1285.0 All All All

Application Google Chrome 24.0.1285.1 All All All

Application Google Chrome 24.0.1285.2 All All All

Application Google Chrome 24.0.1286.0 All All All

Application Google Chrome 24.0.1286.1 All All All

Application Google Chrome 24.0.1287.0 All All All

Application Google Chrome 24.0.1287.1 All All All

Application Google Chrome 24.0.1288.0 All All All

Application Google Chrome 24.0.1288.1 All All All

Application Google Chrome 24.0.1289.0 All All All

Application Google Chrome 24.0.1289.1 All All All

Application Google Chrome 24.0.1290.0 All All All

Application Google Chrome 24.0.1290.1 All All All

Application Google Chrome 24.0.1290.2 All All All

Application Google Chrome 24.0.1291.0 All All All

Application Google Chrome 24.0.1291.1 All All All

Application Google Chrome 24.0.1292.0 All All All

Application Google Chrome 24.0.1292.1 All All All

Application Google Chrome 24.0.1293.0 All All All

Application Google Chrome 24.0.1294.0 All All All

Application Google Chrome 24.0.1295.0 All All All

Application Google Chrome 24.0.1296.0 All All All

Application Google Chrome 24.0.1296.1 All All All

Application Google Chrome 24.0.1297.0 All All All

Application Google Chrome 24.0.1298.0 All All All

Application Google Chrome 24.0.1298.1 All All All

Application Google Chrome 24.0.1299.0 All All All

Application Google Chrome 24.0.1300.0 All All All

Application Google Chrome 24.0.1301.0 All All All

Application Google Chrome 24.0.1301.1 All All All

Application Google Chrome 24.0.1301.2 All All All

Application Google Chrome 24.0.1302.0 All All All
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Application Google Chrome 24.0.1303.0 All All All

Application Google Chrome 24.0.1304.0 All All All

Application Google Chrome 24.0.1304.1 All All All

Application Google Chrome 24.0.1305.0 All All All

Application Google Chrome 24.0.1305.1 All All All

Application Google Chrome 24.0.1305.2 All All All

Application Google Chrome 24.0.1305.3 All All All

Application Google Chrome 24.0.1305.4 All All All

Application Google Chrome 24.0.1306.0 All All All

Application Google Chrome 24.0.1306.1 All All All

Application Google Chrome 24.0.1307.0 All All All

Application Google Chrome 24.0.1307.1 All All All

Application Google Chrome 24.0.1308.0 All All All

Application Google Chrome 24.0.1309.0 All All All

Application Google Chrome 24.0.1310.0 All All All

Application Google Chrome 24.0.1311.0 All All All

Application Google Chrome 24.0.1311.1 All All All

Application Google Chrome 24.0.1312.0 All All All

Application Google Chrome 24.0.1312.1 All All All

Application Google Chrome 24.0.1312.10 All All All

Application Google Chrome 24.0.1312.11 All All All

Application Google Chrome 24.0.1312.12 All All All

Application Google Chrome 24.0.1312.13 All All All

Application Google Chrome 24.0.1312.14 All All All

Application Google Chrome 24.0.1312.15 All All All

Application Google Chrome 24.0.1312.16 All All All

Application Google Chrome 24.0.1312.17 All All All

Application Google Chrome 24.0.1312.18 All All All

Application Google Chrome 24.0.1312.19 All All All

Application Google Chrome 24.0.1312.2 All All All

Application Google Chrome 24.0.1312.20 All All All

Application Google Chrome 24.0.1312.21 All All All

Application Google Chrome 24.0.1312.22 All All All

Application Google Chrome 24.0.1312.23 All All All

Application Google Chrome 24.0.1312.24 All All All

Application Google Chrome 24.0.1312.25 All All All
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Application Google Chrome 24.0.1312.25 All All All

Application Google Chrome 24.0.1312.26 All All All

Application Google Chrome 24.0.1312.27 All All All

Application Google Chrome 24.0.1312.28 All All All

Application Google Chrome 24.0.1312.29 All All All

Application Google Chrome 24.0.1312.3 All All All

Application Google Chrome 24.0.1312.30 All All All

Application Google Chrome 24.0.1312.31 All All All

Application Google Chrome 24.0.1312.32 All All All

Application Google Chrome 24.0.1312.33 All All All

Application Google Chrome 24.0.1312.34 All All All

Application Google Chrome 24.0.1312.35 All All All

Application Google Chrome 24.0.1312.36 All All All

Application Google Chrome 24.0.1312.37 All All All

Application Google Chrome 24.0.1312.38 All All All

Application Google Chrome 24.0.1312.39 All All All

Application Google Chrome 24.0.1312.4 All All All

Application Google Chrome 24.0.1312.40 All All All

Application Google Chrome 24.0.1312.41 All All All

Application Google Chrome 24.0.1312.42 All All All

Application Google Chrome 24.0.1312.43 All All All

Application Google Chrome 24.0.1312.44 All All All

Application Google Chrome 24.0.1312.45 All All All

Application Google Chrome 24.0.1312.46 All All All

Application Google Chrome 24.0.1312.47 All All All

Application Google Chrome 24.0.1312.48 All All All

Application Google Chrome 24.0.1312.49 All All All

Application Google Chrome 24.0.1312.5 All All All

Application Google Chrome 24.0.1312.50 All All All

Application Google Chrome 24.0.1312.6 All All All

Application Google Chrome 24.0.1312.7 All All All

Application Google Chrome 24.0.1312.8 All All All

Application Google Chrome 24.0.1312.9 All All All

Application Google Chrome 24.0.1272.0 All All All

Application Google Chrome 24.0.1272.1 All All All

Application Google Chrome 24.0.1273.0 All All All
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Application Google Chrome 24.0.1274.0 All All All

Application Google Chrome 24.0.1275.0 All All All

Application Google Chrome 24.0.1276.0 All All All

Application Google Chrome 24.0.1276.1 All All All

Application Google Chrome 24.0.1277.0 All All All

Application Google Chrome 24.0.1278.0 All All All

Application Google Chrome 24.0.1279.0 All All All

Application Google Chrome 24.0.1280.0 All All All

Application Google Chrome 24.0.1281.0 All All All

Application Google Chrome 24.0.1281.1 All All All

Application Google Chrome 24.0.1281.2 All All All

Application Google Chrome 24.0.1281.3 All All All

Application Google Chrome 24.0.1282.0 All All All

Application Google Chrome 24.0.1283.0 All All All

Application Google Chrome 24.0.1284.0 All All All

Application Google Chrome 24.0.1284.1 All All All

Application Google Chrome 24.0.1284.2 All All All

Application Google Chrome 24.0.1285.0 All All All

Application Google Chrome 24.0.1285.1 All All All

Application Google Chrome 24.0.1285.2 All All All

Application Google Chrome 24.0.1286.0 All All All

Application Google Chrome 24.0.1286.1 All All All

Application Google Chrome 24.0.1287.0 All All All

Application Google Chrome 24.0.1287.1 All All All

Application Google Chrome 24.0.1288.0 All All All

Application Google Chrome 24.0.1288.1 All All All

Application Google Chrome 24.0.1289.0 All All All

Application Google Chrome 24.0.1289.1 All All All

Application Google Chrome 24.0.1290.0 All All All

Application Google Chrome 24.0.1290.1 All All All

Application Google Chrome 24.0.1290.2 All All All

Application Google Chrome 24.0.1291.0 All All All

Application Google Chrome 24.0.1291.1 All All All

Application Google Chrome 24.0.1292.0 All All All

Application Google Chrome 24.0.1292.1 All All All
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Application Google Chrome 24.0.1293.0 All All All

Application Google Chrome 24.0.1294.0 All All All

Application Google Chrome 24.0.1295.0 All All All

Application Google Chrome 24.0.1296.0 All All All

Application Google Chrome 24.0.1296.1 All All All

Application Google Chrome 24.0.1297.0 All All All

Application Google Chrome 24.0.1298.0 All All All

Application Google Chrome 24.0.1298.1 All All All

Application Google Chrome 24.0.1299.0 All All All

Application Google Chrome 24.0.1300.0 All All All

Application Google Chrome 24.0.1301.0 All All All

Application Google Chrome 24.0.1301.1 All All All

Application Google Chrome 24.0.1301.2 All All All

Application Google Chrome 24.0.1302.0 All All All

Application Google Chrome 24.0.1303.0 All All All

Application Google Chrome 24.0.1304.0 All All All

Application Google Chrome 24.0.1304.1 All All All

Application Google Chrome 24.0.1305.0 All All All

Application Google Chrome 24.0.1305.1 All All All

Application Google Chrome 24.0.1305.2 All All All

Application Google Chrome 24.0.1305.3 All All All

Application Google Chrome 24.0.1305.4 All All All

Application Google Chrome 24.0.1306.0 All All All

Application Google Chrome 24.0.1306.1 All All All

Application Google Chrome 24.0.1307.0 All All All

Application Google Chrome 24.0.1307.1 All All All

Application Google Chrome 24.0.1308.0 All All All

Application Google Chrome 24.0.1309.0 All All All

Application Google Chrome 24.0.1310.0 All All All

Application Google Chrome 24.0.1311.0 All All All

Application Google Chrome 24.0.1311.1 All All All

Application Google Chrome 24.0.1312.0 All All All

Application Google Chrome 24.0.1312.1 All All All

Application Google Chrome 24.0.1312.10 All All All

Application Google Chrome 24.0.1312.11 All All All

Application Google Chrome 24.0.1312.12 All All All
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Application Google Chrome 24.0.1312.12 All All All

Application Google Chrome 24.0.1312.13 All All All

Application Google Chrome 24.0.1312.14 All All All

Application Google Chrome 24.0.1312.15 All All All

Application Google Chrome 24.0.1312.16 All All All

Application Google Chrome 24.0.1312.17 All All All

Application Google Chrome 24.0.1312.18 All All All

Application Google Chrome 24.0.1312.19 All All All

Application Google Chrome 24.0.1312.2 All All All

Application Google Chrome 24.0.1312.20 All All All

Application Google Chrome 24.0.1312.21 All All All

Application Google Chrome 24.0.1312.22 All All All

Application Google Chrome 24.0.1312.23 All All All

Application Google Chrome 24.0.1312.24 All All All

Application Google Chrome 24.0.1312.25 All All All

Application Google Chrome 24.0.1312.26 All All All

Application Google Chrome 24.0.1312.27 All All All

Application Google Chrome 24.0.1312.28 All All All

Application Google Chrome 24.0.1312.29 All All All

Application Google Chrome 24.0.1312.3 All All All

Application Google Chrome 24.0.1312.30 All All All

Application Google Chrome 24.0.1312.31 All All All

Application Google Chrome 24.0.1312.32 All All All

Application Google Chrome 24.0.1312.33 All All All

Application Google Chrome 24.0.1312.34 All All All

Application Google Chrome 24.0.1312.35 All All All

Application Google Chrome 24.0.1312.36 All All All

Application Google Chrome 24.0.1312.37 All All All

Application Google Chrome 24.0.1312.38 All All All

Application Google Chrome 24.0.1312.39 All All All

Application Google Chrome 24.0.1312.4 All All All

Application Google Chrome 24.0.1312.40 All All All

Application Google Chrome 24.0.1312.41 All All All

Application Google Chrome 24.0.1312.42 All All All

Application Google Chrome 24.0.1312.43 All All All

Application Google Chrome 24.0.1312.44 All All All
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Application Google Chrome 24.0.1312.45 All All All

Application Google Chrome 24.0.1312.46 All All All

Application Google Chrome 24.0.1312.47 All All All

Application Google Chrome 24.0.1312.48 All All All

Application Google Chrome 24.0.1312.49 All All All

Application Google Chrome 24.0.1312.5 All All All

Application Google Chrome 24.0.1312.50 All All All

Application Google Chrome 24.0.1312.6 All All All

Application Google Chrome 24.0.1312.7 All All All

Application Google Chrome 24.0.1312.8 All All All

Application Google Chrome 24.0.1312.9 All All All

Application Google Chrome All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 12.2 All All All
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Issue 162066 - chromium - LOGFONT IPC deserializer doesn't require NULL terminated lfFaceName - An open-source project to help move the web forward. - Google Project Hosting

Repository / Oval Repository

openSUSE-SU-2013:0236-1: moderate: update for chromium

Chrome Releases: Stable Channel Update

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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