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Summary

CVE CVE-2013-0875

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-23 17:55:00 UTC

Updated 2023-11-07 02:14:00 UTC

Description The ff_add_png_paeth_prediction function in libavcodec/pngdec.c in FFmpeg before 1.1.3 allows remote attackers to have an unspecified impact via a crafted PNG image, related to an out-of-bounds array access.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ffmpeg Ffmpeg 0.10 All All All

Application Ffmpeg Ffmpeg 0.10.3 All All All

Application Ffmpeg Ffmpeg 0.10.4 All All All

Application Ffmpeg Ffmpeg 0.11 All All All

Application Ffmpeg Ffmpeg 0.3 All All All

Application Ffmpeg Ffmpeg 0.3.1 All All All

Application Ffmpeg Ffmpeg 0.3.2 All All All

Application Ffmpeg Ffmpeg 0.3.3 All All All

Application Ffmpeg Ffmpeg 0.3.4 All All All

Application Ffmpeg Ffmpeg 0.4.0 All All All

Application Ffmpeg Ffmpeg 0.4.2 All All All

Application Ffmpeg Ffmpeg 0.4.3 All All All

Application Ffmpeg Ffmpeg 0.4.4 All All All

Application Ffmpeg Ffmpeg 0.4.5 All All All

Application Ffmpeg Ffmpeg 0.4.6 All All All

Application Ffmpeg Ffmpeg 0.4.7 All All All

Application Ffmpeg Ffmpeg 0.4.8 All All All
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Application Ffmpeg Ffmpeg 0.4.8 All All All

Application Ffmpeg Ffmpeg 0.5 All All All

Application Ffmpeg Ffmpeg 0.5.1 All All All

Application Ffmpeg Ffmpeg 0.5.2 All All All

Application Ffmpeg Ffmpeg 0.5.3 All All All

Application Ffmpeg Ffmpeg 0.5.4 All All All

Application Ffmpeg Ffmpeg 0.5.4.5 All All All

Application Ffmpeg Ffmpeg 0.5.4.6 All All All

Application Ffmpeg Ffmpeg 0.6 All All All

Application Ffmpeg Ffmpeg 0.6.1 All All All

Application Ffmpeg Ffmpeg 0.6.2 All All All

Application Ffmpeg Ffmpeg 0.6.3 All All All

Application Ffmpeg Ffmpeg 0.7 All All All

Application Ffmpeg Ffmpeg 0.7.1 All All All

Application Ffmpeg Ffmpeg 0.7.11 All All All

Application Ffmpeg Ffmpeg 0.7.12 All All All

Application Ffmpeg Ffmpeg 0.7.2 All All All

Application Ffmpeg Ffmpeg 0.7.3 All All All

Application Ffmpeg Ffmpeg 0.7.4 All All All

Application Ffmpeg Ffmpeg 0.7.5 All All All

Application Ffmpeg Ffmpeg 0.7.6 All All All

Application Ffmpeg Ffmpeg 0.7.7 All All All

Application Ffmpeg Ffmpeg 0.7.8 All All All

Application Ffmpeg Ffmpeg 0.7.9 All All All

Application Ffmpeg Ffmpeg 0.8.0 All All All

Application Ffmpeg Ffmpeg 0.8.1 All All All

Application Ffmpeg Ffmpeg 0.8.10 All All All

Application Ffmpeg Ffmpeg 0.8.11 All All All

Application Ffmpeg Ffmpeg 0.8.2 All All All

Application Ffmpeg Ffmpeg 0.8.5 All All All

Application Ffmpeg Ffmpeg 0.8.5.3 All All All

Application Ffmpeg Ffmpeg 0.8.5.4 All All All

Application Ffmpeg Ffmpeg 0.8.6 All All All

Application Ffmpeg Ffmpeg 0.8.7 All All All

Application Ffmpeg Ffmpeg 0.8.8 All All All

Application Ffmpeg Ffmpeg 0.9 All All All
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Application Ffmpeg Ffmpeg 0.9.1 All All All

Application Ffmpeg Ffmpeg 1.0 All All All

Application Ffmpeg Ffmpeg 1.1 All All All

Application Ffmpeg Ffmpeg 1.1.1 All All All

Application Ffmpeg Ffmpeg 0.10 All All All

Application Ffmpeg Ffmpeg 0.10.3 All All All

Application Ffmpeg Ffmpeg 0.10.4 All All All

Application Ffmpeg Ffmpeg 0.11 All All All

Application Ffmpeg Ffmpeg 0.3 All All All

Application Ffmpeg Ffmpeg 0.3.1 All All All

Application Ffmpeg Ffmpeg 0.3.2 All All All

Application Ffmpeg Ffmpeg 0.3.3 All All All

Application Ffmpeg Ffmpeg 0.3.4 All All All

Application Ffmpeg Ffmpeg 0.4.0 All All All

Application Ffmpeg Ffmpeg 0.4.2 All All All

Application Ffmpeg Ffmpeg 0.4.3 All All All

Application Ffmpeg Ffmpeg 0.4.4 All All All

Application Ffmpeg Ffmpeg 0.4.5 All All All

Application Ffmpeg Ffmpeg 0.4.6 All All All

Application Ffmpeg Ffmpeg 0.4.7 All All All

Application Ffmpeg Ffmpeg 0.4.8 All All All

Application Ffmpeg Ffmpeg 0.5 All All All

Application Ffmpeg Ffmpeg 0.5.1 All All All

Application Ffmpeg Ffmpeg 0.5.2 All All All

Application Ffmpeg Ffmpeg 0.5.3 All All All

Application Ffmpeg Ffmpeg 0.5.4 All All All

Application Ffmpeg Ffmpeg 0.5.4.5 All All All

Application Ffmpeg Ffmpeg 0.5.4.6 All All All

Application Ffmpeg Ffmpeg 0.6 All All All

Application Ffmpeg Ffmpeg 0.6.1 All All All

Application Ffmpeg Ffmpeg 0.6.2 All All All

Application Ffmpeg Ffmpeg 0.6.3 All All All

Application Ffmpeg Ffmpeg 0.7 All All All

Application Ffmpeg Ffmpeg 0.7.1 All All All

Application Ffmpeg Ffmpeg 0.7.11 All All All

Application Ffmpeg Ffmpeg 0.7.12 All All All
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Application Ffmpeg Ffmpeg 0.7.12 All All All

Application Ffmpeg Ffmpeg 0.7.2 All All All

Application Ffmpeg Ffmpeg 0.7.3 All All All

Application Ffmpeg Ffmpeg 0.7.4 All All All

Application Ffmpeg Ffmpeg 0.7.5 All All All

Application Ffmpeg Ffmpeg 0.7.6 All All All

Application Ffmpeg Ffmpeg 0.7.7 All All All

Application Ffmpeg Ffmpeg 0.7.8 All All All

Application Ffmpeg Ffmpeg 0.7.9 All All All

Application Ffmpeg Ffmpeg 0.8.0 All All All

Application Ffmpeg Ffmpeg 0.8.1 All All All

Application Ffmpeg Ffmpeg 0.8.10 All All All

Application Ffmpeg Ffmpeg 0.8.11 All All All

Application Ffmpeg Ffmpeg 0.8.2 All All All

Application Ffmpeg Ffmpeg 0.8.5 All All All

Application Ffmpeg Ffmpeg 0.8.5.3 All All All

Application Ffmpeg Ffmpeg 0.8.5.4 All All All

Application Ffmpeg Ffmpeg 0.8.6 All All All

Application Ffmpeg Ffmpeg 0.8.7 All All All

Application Ffmpeg Ffmpeg 0.8.8 All All All

Application Ffmpeg Ffmpeg 0.9 All All All

Application Ffmpeg Ffmpeg 0.9.1 All All All

Application Ffmpeg Ffmpeg 1.0 All All All

Application Ffmpeg Ffmpeg 1.1 All All All

Application Ffmpeg Ffmpeg 1.1.1 All All All

Application Ffmpeg Ffmpeg All All All All

References

Reference Source Link Tags

FFmpeg: Multiple vulnerabilities (GLSA 201603-06) — Gentoo Security security.gentoo.org

git.videolan.org Git - ffmpeg.git/commitdiff git.videolan.org

git.videolan.org Git - ffmpeg.git/commitdiff CONFIRM git.videolan.org Exploit, Patch

FFmpeg Security www.ffmpeg.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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