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Summary

CVE CVE-2013-0910

State PUBLISHED

Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-05 21:55:23 UTC

Updated 2026-04-29 01:13:23 UTC

Description Google Chrome before 25.0.1364.152 does not properly manage the interaction between the browser process and renderer processes during authorization of the loading of a plug-in, which makes it easier for remote attackers to bypass intended access restrictions via vectors involving a blocked plug-in.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 25.0.1364.0 All All All

Application Google Chrome 25.0.1364.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2013-0910/mitre
https://cve.report/CVE-2013-0910/nist
https://cve.report/CVE-2013-0910/cve_org
https://cve.report/api/cve/CVE-2013-0910.json
https://cve.report/CVE-2013-0910.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome


Application Google Chrome 25.0.1364.1 All All All

Application Google Chrome 25.0.1364.10 All All All

Application Google Chrome 25.0.1364.108 All All All

Application Google Chrome 25.0.1364.11 All All All

Application Google Chrome 25.0.1364.110 All All All

Application Google Chrome 25.0.1364.112 All All All

Application Google Chrome 25.0.1364.113 All All All

Application Google Chrome 25.0.1364.114 All All All

Application Google Chrome 25.0.1364.115 All All All

Application Google Chrome 25.0.1364.116 All All All

Application Google Chrome 25.0.1364.117 All All All

Application Google Chrome 25.0.1364.118 All All All

Application Google Chrome 25.0.1364.119 All All All

Application Google Chrome 25.0.1364.12 All All All

Application Google Chrome 25.0.1364.120 All All All

Application Google Chrome 25.0.1364.121 All All All

Application Google Chrome 25.0.1364.122 All All All

Application Google Chrome 25.0.1364.123 All All All

Application Google Chrome 25.0.1364.124 All All All

Application Google Chrome 25.0.1364.125 All All All

Application Google Chrome 25.0.1364.13 All All All

Application Google Chrome 25.0.1364.14 All All All

Application Google Chrome 25.0.1364.15 All All All

Application Google Chrome 25.0.1364.16 All All All

Application Google Chrome 25.0.1364.17 All All All

Application Google Chrome 25.0.1364.18 All All All

Application Google Chrome 25.0.1364.19 All All All

Application Google Chrome 25.0.1364.2 All All All

Application Google Chrome 25.0.1364.20 All All All

Application Google Chrome 25.0.1364.21 All All All

Application Google Chrome 25.0.1364.22 All All All

Application Google Chrome 25.0.1364.23 All All All

Application Google Chrome 25.0.1364.24 All All All

Application Google Chrome 25.0.1364.25 All All All

Application Google Chrome 25.0.1364.26 All All All

Application Google Chrome 25.0.1364.27 All All All
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Application Google Chrome 25.0.1364.27 All All All

Application Google Chrome 25.0.1364.28 All All All

Application Google Chrome 25.0.1364.29 All All All

Application Google Chrome 25.0.1364.3 All All All

Application Google Chrome 25.0.1364.30 All All All

Application Google Chrome 25.0.1364.31 All All All

Application Google Chrome 25.0.1364.32 All All All

Application Google Chrome 25.0.1364.33 All All All

Application Google Chrome 25.0.1364.34 All All All

Application Google Chrome 25.0.1364.35 All All All

Application Google Chrome 25.0.1364.36 All All All

Application Google Chrome 25.0.1364.37 All All All

Application Google Chrome 25.0.1364.38 All All All

Application Google Chrome 25.0.1364.39 All All All

Application Google Chrome 25.0.1364.40 All All All

Application Google Chrome 25.0.1364.41 All All All

Application Google Chrome 25.0.1364.42 All All All

Application Google Chrome 25.0.1364.43 All All All

Application Google Chrome 25.0.1364.44 All All All

Application Google Chrome 25.0.1364.45 All All All

Application Google Chrome 25.0.1364.46 All All All

Application Google Chrome 25.0.1364.47 All All All

Application Google Chrome 25.0.1364.48 All All All

Application Google Chrome 25.0.1364.49 All All All

Application Google Chrome 25.0.1364.5 All All All

Application Google Chrome 25.0.1364.50 All All All

Application Google Chrome 25.0.1364.51 All All All

Application Google Chrome 25.0.1364.52 All All All

Application Google Chrome 25.0.1364.53 All All All

Application Google Chrome 25.0.1364.54 All All All

Application Google Chrome 25.0.1364.55 All All All

Application Google Chrome 25.0.1364.56 All All All

Application Google Chrome 25.0.1364.57 All All All

Application Google Chrome 25.0.1364.58 All All All

Application Google Chrome 25.0.1364.61 All All All

Application Google Chrome 25.0.1364.62 All All All
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Application Google Chrome 25.0.1364.63 All All All

Application Google Chrome 25.0.1364.65 All All All

Application Google Chrome 25.0.1364.66 All All All

Application Google Chrome 25.0.1364.67 All All All

Application Google Chrome 25.0.1364.68 All All All

Application Google Chrome 25.0.1364.7 All All All

Application Google Chrome 25.0.1364.70 All All All

Application Google Chrome 25.0.1364.72 All All All

Application Google Chrome 25.0.1364.73 All All All

Application Google Chrome 25.0.1364.74 All All All

Application Google Chrome 25.0.1364.75 All All All

Application Google Chrome 25.0.1364.76 All All All

Application Google Chrome 25.0.1364.77 All All All

Application Google Chrome 25.0.1364.78 All All All

Application Google Chrome 25.0.1364.79 All All All

Application Google Chrome 25.0.1364.8 All All All

Application Google Chrome 25.0.1364.80 All All All

Application Google Chrome 25.0.1364.81 All All All

Application Google Chrome 25.0.1364.82 All All All

Application Google Chrome 25.0.1364.84 All All All

Application Google Chrome 25.0.1364.85 All All All

Application Google Chrome 25.0.1364.86 All All All

Application Google Chrome 25.0.1364.87 All All All

Application Google Chrome 25.0.1364.88 All All All

Application Google Chrome 25.0.1364.89 All All All

Application Google Chrome 25.0.1364.9 All All All

Application Google Chrome 25.0.1364.90 All All All

Application Google Chrome 25.0.1364.91 All All All

Application Google Chrome 25.0.1364.92 All All All

Application Google Chrome 25.0.1364.93 All All All

Application Google Chrome 25.0.1364.95 All All All

Application Google Chrome 25.0.1364.98 All All All

Application Google Chrome 25.0.1364.99 All All All

Application Google Chrome All All All All

Vendor Declared Affected Products
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Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Issue 12086077: Only permit plug-in loads in the browser if the plug-in isn't blocked or the - Code Review

[chrome] Revision 180103

Repository / Oval Repository

Chrome Releases: Stable Channel Update

Issue 172573 - chromium - Compromised renderer can load banned plug-in - An open-source project to help move the web forward. - Google Project Hosting

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://codereview.chromium.org/12086077
https://src.chromium.org/viewvc/chrome?view=rev&revision=180103
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16574
http://googlechromereleases.blogspot.com/2013/03/stable-channel-update_4.html
https://code.google.com/p/chromium/issues/detail?id=172573
https://www.cve.org/CVERecord?id=CVE-2013-0910
https://nvd.nist.gov/vuln/detail/CVE-2013-0910
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2013-0910
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


