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AVUACLAUNC CILC/AC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Integer overflow in drivers/gpu/drm/i915/i915_gem_execbuffer.c in the
i915 driver in the Direct Rendering Manager (DRM) subsystem in the
Linux kernel through 3.8.3, as used in Google Chrome OS before
25.0.1364.173 and other products, allows local users to cause a denial
of service (heap-based buffer overflow) or possibly have unspecified
other impact via a crafted application that triggers many relocation copies, and potentially
leads to a race condition.

CVE-2013-0913 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (NONE
Confidentiality Integrity Availability
Impact Impact Impact
CVE References

Description Tags Link

(7) CONFIRM gerrit.chromium.org/gerrit/45118
USN-1814-1: Linux [ www.ubuntu.com | ® UBUNTU USN-1814-1
kernel (OMAP4) text/html
vulnerabilities |
Ubuntu
[security-announce] 9 SUSE openSUSE-SU-2013:0925
openSUSE-SU-
2013:0925-1:
important: kernel:



https://cve.report/
https://cve.report/CVE-2013-0913/mitre
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https://cve.report/CVE-2013-0913/cve_org
https://cve.report/CVE-2013-913.pdf
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http://www.ubuntu.com/usn/USN-1814-1
http://lists.opensuse.org/opensuse-security-announce/2013-06/msg00005.html

security

USN-1811-1: Linux
kernel (OMAP4)
vulnerabilities |
Ubuntu

oss-security - CVE-
2013-0913 Linux
kernel i915 integer
overflow

Red Hat Customer
Portal

USN-1809-1: Linux
kernel vulnerabilities |
Ubuntu

920471 — (CVE-2013-
0913) CVE-2013-0913
Kernel: drm/i915:
heap writing overflow

USN-1812-1: Linux
kernel (Quantal HWE)
vulnerabilities |
Ubuntu

oss-security - Re:
CVE-2013-0913 Linux
kernel i915 integer
overflow

LKML: Kees Cook:
[PATCH] drm/i915:
bounds check
execbuffer relocations

Google Code Archive
- Long-term storage
for Google Code
Project Hosting.

chromium Git
repositories - Git at
Google

oss-security - Re:
CVE-2013-0913 Linux
kernel i915 integer
overflow

[security-announce]
openSUSE-SU-
2013:0847-1:
important: kernel:
security

USN-1813-1: Linux
kernel vulnerabilities |
Ubuntu

Chrome Releases:
Stable Channel
Update for Chrome

nNo

text/html

text/html

text/html
Inactive Link™ Not Archived

text/html

bugzilla.redhat.com
text/html

text/html

text/html

[lentors.

code.google.com
text/html

git.chromium.org
text/html

text/html

lists.opensuse.org
text/html

text/html

googlechromereleases.blogspot.com
text/html

® UBUNTU USN-1811-1

¢ > MLIST [oss-security] 20130311 CVE-2013-0913 Linux kernel i915 integer ove

& REDHAT RHSA-2013:0744

® UBUNTU USN-1809-1

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=920471

® UBUNTU USN-1812-1

¢ > MLIST [oss-security] 20130314 Re: CVE-2013-0913 Linux kernel i915 integel

L& MLIST [linux-kernel] 20130311 [PATCH] drm/i915: bounds check execbuffer |

() CONFIRM code.google.com/p/chromium-os/issues/detail ?id=39733

() CONFIRM git.chromium.org/gitweb/?
p=chromiumos/third_party/kernel.git;a=commit;h=c79efdf2b7f68f985922a8272d¢t

¢ > MLIST [oss-security] 20130313 Re: CVE-2013-0913 Linux kernel i915 integel

9 SUSE openSUSE-SU-2013:0847

® UBUNTU USN-1813-1

& CONFIRM googlechromereleases.blogspot.com/2013/03/stable-channel-upd:
os_15.html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

“‘ Wﬁ
RIS |

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 3.0 rci All All
System

Operating Linux Linux Kernel 3.0 rc2 All All
System

Operating Linux Linux Kernel 3.0 rc3 All All
System

Operating Linux Linux Kernel 3.0 rc4 All All
System

Operating Linux Linux Kernel 3.0 rcd All All
System

Operating Linux Linux Kernel 3.0 rcé All All
System

Operating Linux Linux Kernel 3.0 rc7 All All
System

Operating Linux Linux Kernel 3.0.1 All All All
System

Operating Linux Linux Kernel 3.0.10 All All All
System

Operating Linux Linux Kernel 3.0.11 All All All
System

Operating Linux Linux Kernel 3.0.12 All All All
System

Operating Linux Linux Kernel 3.0.13 All All All
System

Operating Linux Linux Kernel 3.0.14 All All All
System

Operating Linux Linux Kernel 3.0.15 All All All
System

Operating Linux Linux Kernel 3.0.16 All All All
System

Operating Linux Linux Kernel 3.0.17 All All All
System

Operating Linux Linux Kernel 3.0.18 All All All

System
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System

akukkokukak.

cpe:2.3:0:linux:linux_kernel:3.0:rc5: "

dkk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.0.1:*:*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.10:*: "

Ak kK kL kKK,

cpe:2.3:0:linux:linux_kernel:3.0.11:*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.13:*:*:*:*:**:*:

akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0. 14 :**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.17: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.18::*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.19:* "™

cpe:2.3:0:linux:linux_kernel:3.0.2:%:*:**:**::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.20: " :*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*:***:*:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*:* """
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cpe:2.3:0:linux:linux_kernel:3.0.3:*:*: " ":*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*: """

akLk LKLk kLK LK,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: """

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.35:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.37:*:*:* "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.4:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.40:*:*:*:*:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.42:* " "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.44:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.47:*:*:***:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.49:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.5:*:*: %" *:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:*:*:*:*:*:

AnmaN DA liminslimning Laviaal.D N C4 ckokokokokokok,



akLK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.57:*: """

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.58:*: % *:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6::*:*:**:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.61:*: "

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:*:*:*:*:*:

akak kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.68:™:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:* " ::

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:**::

Lk Lk ak kR akak,

cpe:2.3:0:linux:linux_kernel:3.1:*:**:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc1 ™

Rk kR akak,

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.1. 1% ":%*:



cpe:2.3:0:linux:linux_kernel:3.1.2:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* """

cpe:2.3:0:linux:linux_kernel:3.1.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5:% 7 *:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.7:%:* """

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.9:* 7 :*:*:

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:3.2:%:*:*:

dkak kR akuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

dkakLkokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc4: "

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:**:*::

ARk kR kuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:*:*

cpe:2.3:0:linux:linux_kernel:3.2.1:* % :*:*:

Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.11: "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.12:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.14: " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.15: " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.17:*:***:**:

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.18:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.19:* %" "1™

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*: % *:*:*:



Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.29:*:*: """

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.6::*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9::*:***:*:*:

dkak kR ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:***:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc1:**:***:*:

KRk ok akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

Rk kR Rk,

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*: " *:

R I

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

Kk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:***:**:



cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

B

cpe:2.3:0:linux:linux_kernel:3.4:rc1: "

akLk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc2:*:*:*:*:*::

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4: "

dkLk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc5: "

dkakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1:*:****:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.10:*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.12:* %

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.13:*:*:**:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.15: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.16:™:*: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.17: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.19:** " "™

cpe:2.3:0:linux:linux_kernel:3.4.2:%:*:**:**::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.21 %" *:**:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.22:*:*:* """

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:* "%



cpe:2.3:0:linux:linux_kernel:3.4.3: """

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.30:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.32:*: """

cpe:2.3:0:linux:linux_kernel:3.4.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.5::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3:

cpe:2.3:0:linux:linux_kernel:3.5.4:

cpe:2.3:0:linux:linux_kernel:3.5.5:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.5.6:%:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.7:

cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:**:*:*::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.6.10:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.6.11:*: """

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.6.4::*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*: "

cpe:2.3:0:linux:linux_kernel:3.7. 1 * "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.7.10: "

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.5:****:**:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*****:**:

cpe:2.3:0:linux:linux_kernel:3.7.8:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.9:*****:**:

cpe:2.3:0:linux:linux_kernel:3.8.0: "

cpe:2.3:0:linux:linux_kernel:3.8.1: :***:

cpe:2.3:0:linux:linux_kernel:3.8.2:*:***:**::

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rct 7 :*:

kakukakakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*:*:

KRk akakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*:*:*:*:*:

KKk ok akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc4:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc5:*:*:**:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1 " ":*:*:



Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.0.15: """

ARk LKLk LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*:*:*:*:*:*:

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.17:* """

ARk kKKK LK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.19:*: """

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.20:*:*:**:*:*:*:

akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.21: "™

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*:*:*:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.25:**:**:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.27::*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:**:*:*::

Kk ok Kk oKk,

cpe:2.3:0:linux:linux_kernel:3.0.30: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.31: " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:* """

rna 2 BAclinniviliniiy karnal-? N QAR-*-* ok kkkk



akLK KKKk LK,

cpe:2.3:0:linux:linux_kernel:3.0.41:* "

akLK LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:3.0.42:*:*:* """

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.45:*: "%

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:*:*:*:*:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.47:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.5:**:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.51 :*:***:*

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.52:*:*:***:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.54 ™ "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.55: " :*:*:

Kk kKoK kK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:***:*:*:

Kk ok Kk kLK,

cpe:2.3:0:linux:linux_kernel:3.0.57:*:***:*:*:

Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.59:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:



Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*:

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc1: "

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:*
cpe:2.3:0:linux:linux_kernel:3.1:rc4:*:*:**
cpe:2.3:0:linux:linux_kernel:3.1.1: % "
cpe:2.3:0:linux:linux_kernel:3.1.10:* 7
cpe:2.3:0:linux:linux_kernel:3.1.2:**:***:**:
cpe:2.3:0:linux:linux_kernel:3.1.3:
cpe:2.3:0:linux:linux_kernel:3.1.4:
cpe:2.3:0:linux:linux_kernel:3.1.5:
cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:3.1.7:
cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.1.9:*:***:**::

dkakak kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:**:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:": "



akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.2.12:*: """

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.2.13:*: """

Ak kLK kLK Lk Lk,

cpe:2.3:0:linux:linux_kernel:3.2.14:* """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.15:* """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.17:*** "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.19:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:***:*:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.21 *:**

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.22:*:*:***:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.23:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.25:** "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.26:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.28:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.2.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*:*: """

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*: "

akLkukokakuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*::

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*: "

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc4: " "

dkakkokukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*::

Rk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc7: "

cpe:2.3:0:linux:linux_kernel:3.3.1:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.3.4:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.3.5: "

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:* " ::

cpe:2.3:0:linux:linux_kernel:3.3.7:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.4:*:**:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc1 "

kKR ok akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc2:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.4:rcd:*:*:**:*:*:

Kk ok akakak.

cpe:2.3:0:linux:linux_kernel:3.4:rc5:*: "



Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.13:*: """

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.14:* = """

ARk LKLk kLK LK,

cpe:2.3:0:linux:linux_kernel:3.4.15:* "%

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4. 17

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.18:*: """

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.20:*:*:**:**:*:

akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.271 %

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:**:*

Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.24 x>

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.26:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.27:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.28:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.4.29:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:**:*

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.30: " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.32:*:*:* "%

cpe:2.3:0:linux:linux_kernel:3.4.4: > *:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.5:*:*: % *:*:*:



cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.7:*:****:*:*:

dk Lk ak Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.6:*: "

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.6.10:*:*:*:*:*:*:*:

akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.6.11:**:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:**:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4: "

cpe:2.3:0:linux:linux_kernel:3.6.5: "

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7: " :*:*::

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.7:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.1 %

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3:* " *:*:



cpe:2.3:0:linux:linux_kernel:3.7.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.5:* %" *:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.7:% """

cpe:2.3:0:linux:linux_kernel:3.7.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.8.0:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.8.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:***:*:*:

No vendor comments have been submitted for this CVE
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