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Summary

CVE CVE-2013-0914

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-22 11:59:00 UTC

Updated 2023-11-07 02:14:00 UTC

Description The flush_signal_handlers function in kernel/signal.c in the Linux kernel before 3.8.4 preserves the value of the sa_restorer field across an exec operation, which makes it easier for local users to bypass the ASLR protection mechanism via a crafted application containing a sigaction system call.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.8.0 All All All

Operating System Linux Linux Kernel 3.8.1 All All All

Operating System Linux Linux Kernel 3.8.2 All All All

Operating System Linux Linux Kernel 3.8.0 All All All

Operating System Linux Linux Kernel 3.8.1 All All All

Operating System Linux Linux Kernel 3.8.2 All All All

Operating System Linux Linux Kernel All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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