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Summary

CVE CVE-2013-0926

State PUBLISHED

Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-28 12:18:52 UTC

Updated 2026-04-29 01:13:23 UTC

Description Google Chrome before 26.0.1410.43 does not properly handle active content in an EMBED element during a copy-and-paste operation, which allows user-assisted remote attackers to have an unspecified impact via a crafted web site.

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 26.0.1410.0 All All All

Application Google Chrome 26.0.1410.1 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Application Google Chrome 26.0.1410.1 All All All

Application Google Chrome 26.0.1410.10 All All All

Application Google Chrome 26.0.1410.11 All All All

Application Google Chrome 26.0.1410.12 All All All

Application Google Chrome 26.0.1410.14 All All All

Application Google Chrome 26.0.1410.15 All All All

Application Google Chrome 26.0.1410.16 All All All

Application Google Chrome 26.0.1410.17 All All All

Application Google Chrome 26.0.1410.18 All All All

Application Google Chrome 26.0.1410.19 All All All

Application Google Chrome 26.0.1410.2 All All All

Application Google Chrome 26.0.1410.20 All All All

Application Google Chrome 26.0.1410.21 All All All

Application Google Chrome 26.0.1410.22 All All All

Application Google Chrome 26.0.1410.23 All All All

Application Google Chrome 26.0.1410.24 All All All

Application Google Chrome 26.0.1410.25 All All All

Application Google Chrome 26.0.1410.26 All All All

Application Google Chrome 26.0.1410.27 All All All

Application Google Chrome 26.0.1410.28 All All All

Application Google Chrome 26.0.1410.29 All All All

Application Google Chrome 26.0.1410.3 All All All

Application Google Chrome 26.0.1410.30 All All All

Application Google Chrome 26.0.1410.31 All All All

Application Google Chrome 26.0.1410.32 All All All

Application Google Chrome 26.0.1410.33 All All All

Application Google Chrome 26.0.1410.34 All All All

Application Google Chrome 26.0.1410.35 All All All

Application Google Chrome 26.0.1410.36 All All All

Application Google Chrome 26.0.1410.37 All All All

Application Google Chrome 26.0.1410.38 All All All

Application Google Chrome 26.0.1410.39 All All All

Application Google Chrome 26.0.1410.4 All All All

Application Google Chrome 26.0.1410.40 All All All

Application Google Chrome 26.0.1410.41 All All All

Application Google Chrome 26.0.1410.5 All All All
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Application Google Chrome 26.0.1410.5 All All All

Application Google Chrome 26.0.1410.6 All All All

Application Google Chrome 26.0.1410.7 All All All

Application Google Chrome 26.0.1410.8 All All All

Application Google Chrome 26.0.1410.9 All All All

Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

chromium Git repositories - Git at Google

Issue 11884025: Copy-paste preserves <embed> tags containing active content. - Code Review

Security Advisory SA54886 - Apple iOS Multiple Vulnerabilities - Secunia

Repository / Oval Repository

APPLE-SA-2013-06-04-2 Safari 6.0.5

[chrome] Revision 176856

About the security content of iOS 7

About the security content of Safari 6.0.5

Chrome Releases: Stable Channel Update

APPLE-SA-2013-09-18-2 iOS 7

Issue 112325 - chromium - Security: Copy-paste preserves <embed> tags containing active content - An open-source project to help move the web forward. - Google Project Hosting

chromium Git repositories - Git at Google

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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