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AEUACLAUNIC CIGAC Certain versions of Gnome Screensaver from Gnome contain the
’ following vulnerability:

The default configuration in gnome-screensaver 3.5.4 through 3.6.0
sets the AutostartCondition line to fallback mode in the .desktop file,
which prevents the program from starting automatically after login and
allows physically proximate attackers to bypass screen locking and
access an unattended workstation.

CVE-2013-1050 has been assigned by @) security@ubuntu.com to track the vulnerability

CVSS2 Score: 7.2-HIGH
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Low NN |
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Impact Impact Impact
CVE References
Description Tags Link
gnome-screensaver - GNOME Screensaver B MISC git.gnome.org/browse/gnome-
screensaver/commit/?

id=1940dc6bc8ad5ee2c029714efb1276c05ca80bd4

Bug 683060 — Impossible to unlock screen if not using GDM B MISC bugzilla.gnome.org/show_bug.cgi?
id=683060
USN-1716-1: gnome-screensaver vulnerability | Ubuntu [ www.ubuntu.com | ® UBUNTU USN-1716-1
tsxttml |
Bug #1120126 “Screen locking broken because of MISC
AutostartConditio...” : Bugs : gnome-screensaver package : bugs.launchpad.net/ubuntu/+source/gnome-
Ubuntu screensaver/+bug/1120126

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Gnome Screensaver 354 All All All
Application Gnome Gnome Screensaver 3.55 All All All
Application Gnome Gnome Screensaver 3.6.0 All All All
Application Gnome Gnome Screensaver 3.54 All All All
Application Gnome Gnome Screensaver 355 All All All
Application Gnome Gnome Screensaver 3.6.0 All All All

cpe:2.3:a:gnome:gnome_screensaver:3.5.4:% 0

cpe:2.3:a:gnome:gnome_screensaver:3.5.5:% %

cpe:2.3:a:gnome:gnome_screensaver:3.6.0:*:

cpe:2.3:a:gnome:gnome_screensaver:3.5.4:%

cpe:2.3:a:gnome:gnome_screensaver:3.5.5:% %

cpe:2.3:a:gnome:gnome_screensaver:3.6.0:*:*:

No vendor comments have been submitted for this CVE
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