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Summary

CVE CVE-2013-1051

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-21 17:55:00 UTC

Updated 2020-01-08 15:13:00 UTC

Description apt 0.8.16, 0.9.7, and possibly other versions does not properly handle InRelease files, which allows man-in-the-middle attackers to modify packages before installation via unknown vectors, possibly related to integrity checking and the use of third-party repositories.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Application Debian Advanced Package Tool 0.8.16 All All All

Application Debian Advanced Package Tool 0.8.16 All All All

Application Debian Apt 0.9.7 All All All

Application Debian Apt 0.9.7 All All All

References

Reference Source Link Tags

91428 OSVDB osvdb.org

Security Advisory SA52633 - Ubuntu update for apt - Secunia SECUNIA secunia.com Vendor Advisory

USN-1762-1: APT vulnerability | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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