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AVNACMAUNCNIPAP Certain versions of Maas from Canonical contain the following
’ vulnerability:

maas-import-pxe-files in MAAS before 13.10 does not verify the
integrity of downloaded files, which allows remote attackers to modify
these files via a man-in-the-middle (MITM) attack.

CVE-2013-1058 has been assigned by @) security@ubuntu.com to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
13.10 "saucy” : MAAS CONFIRM
launchpad.net/maas/+milestone/13.10
Security Advisory SA55567 - Ubuntu update for maas - Secunia { SECUNIA 55567
Bug #1039513 “maas-import-pxe-files doesn't cryptographically ve...” : CONFIRM
Bugs : MAAS bugs.launchpad.net/maas/%2Bbug/1039513
USN-2013-1: MAAS vulnerabilities | Ubuntu W @ UBUNTU USN-2013-1
text/html
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Canonical Maas 12.04.1 All All All
Application Canonical Maas 12.04.2 All All All
Application Canonical Maas 12.04.3 All All All
Application Canonical Maas 12.04.1 All All All
Application Canonical Maas 12.04.2 All All All
Application Canonical Maas 12.04.3 All All All
Application Canonical Maas All All All All
Operating Canonical Ubuntu Linux 12.04 - Its All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Operating Canonical Ubuntu Linux 13.04 All All All
System

Operating Canonical Ubuntu Linux 12.04 - Its All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Operating Canonical Ubuntu Linux 13.04 All All All
System
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cpe:2.3:a:canonical:maas:12.04.2:%:* "
cpe:2.3:a:canonical:maas:12.04.3:%:*:* "™
cpe:2.3:a:canonical:maas:*:*:*:* """
cpe:2.3:0:canonical:ubuntu_linux:12.04:-:Its:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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