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CVE-2013-1079

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCRIPAP Certain versions of Zenworks Configuration Management from Novell
’ contain the following vulnerability:

Directory traversal vulnerability in the ISCreateObject method in an
ActiveX control in InstallShield\ISProxy.dll in AdminStudio in Novell
ZENworks Configuration Management (ZCM) 10.3 through 11.2 allows
remote attackers to execute arbitrary local DLL files via a crafted web
page that also calls the Initialize method.

CVE-2013-1079 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Zero Day Initiative @@ MISC
www.zerodayinitiative.com/advisories/ZDI-13-048/

Support | AdminStudio ISProxy Remote Code Execution ot CONFIRM

Vulnerability www.novell.com/support/kb/doc.php?id=7011811

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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http://cve.report/glossary/common-cve-tag-descriptions/
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http://www.novell.com/support/kb/doc.php?id=7011811
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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