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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2013-1100
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-13 23:55:00 UTC
Updated 2013-02-14 05:00:00 UTC
Description The HTTP server in Cisco 10S on Catalyst switches does not properly handle TCP socket events, which allows remote atta

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Catalyst 2820 All All All All
Hardware Cisco Catalyst 2820 9.0_0.07 All All All
Hardware Cisco Catalyst 2820 All All All All
Hardware Cisco Catalyst 2820 9.0_0.07 All All All
Hardware Cisco Catalyst 2900 All All All All
Hardware Cisco Catalyst 2900 Ire_xI All All All
Hardware Cisco Catalyst 2900 x| All All All
Hardware Cisco Catalyst 2900 All All All All
Hardware Cisco Catalyst 2900 Ire_xI All All All
Hardware Cisco Catalyst 2900 x| All All All
Hardware Cisco Catalyst 2900xI All All All All
Hardware Cisco Catalyst 2900xI All All All All
Hardware Cisco Catalyst 2900 Vlan All All All All
Hardware Cisco Catalyst 2900 Vlan All All All All
Hardware Cisco Catalyst 2901 All All All All
Hardware Cisco Catalyst 2901 All All All All
Hardware Cisco Catalyst 2902 All All All All
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Haraware uisco Laralyst /buu Ws-Xxb3su-nam 2. 1\(2)) Al Al Al
Hardware Cisco Catalyst 7600 Ws-x6380-nam 3.1(1a) All All All
Hardware Cisco Catalyst 7600 Ws-x6380-nam 3.1\(1a\) All All All
Hardware Cisco Catalyst 7600 Ws-x6380-nam 2.1\(2) All All All
Hardware Cisco Catalyst 7600 Ws-x6380-nam 3.1\(1a\) All All All
Hardware Cisco Catalyst 8500 All All All All
Hardware Cisco Catalyst 8500 All All All All
Hardware Cisco Catalyst 8510csr All All All All
Hardware Cisco Catalyst 8510csr All All All All
Hardware Cisco Catalyst 8510msr All All All All
Hardware Cisco Catalyst 8510msr All All All All
Hardware Cisco Catalyst 8540csr All All All All
Hardware Cisco Catalyst 8540csr All All All All
Hardware Cisco Catalyst 8540msr All All All All
Hardware Cisco Catalyst 8540msr All All All All
Hardware Cisco Catalyst Ws-c2924-x| All All All All
Hardware Cisco Catalyst Ws-c2924-xI All All All All
Operating System Cisco los - All All All
Operating System Cisco los - All All All
Reference Source Link Tags
Cisco Security Notice: Cisco IOS Software HTTP Server Denial of Service Vulnerability ~CISCO tools.cisco.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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