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Summary

CVE CVE-2013-1100

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-13 23:55:00 UTC

Updated 2013-02-14 05:00:00 UTC

Description The HTTP server in Cisco IOS on Catalyst switches does not properly handle TCP socket events, which allows remote attackers to cause a denial of service (device crash) via crafted packets on TCP port (1) 80 or (2) 443, aka Bug ID CSCuc53853.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Catalyst 2820 All All All All

Hardware Cisco Catalyst 2820 9.0_0.07 All All All

Hardware Cisco Catalyst 2820 All All All All

Hardware Cisco Catalyst 2820 9.0_0.07 All All All

Hardware Cisco Catalyst 2900 All All All All

Hardware Cisco Catalyst 2900 lre_xl All All All

Hardware Cisco Catalyst 2900 xl All All All

Hardware Cisco Catalyst 2900 All All All All

Hardware Cisco Catalyst 2900 lre_xl All All All

Hardware Cisco Catalyst 2900 xl All All All

Hardware Cisco Catalyst 2900xl All All All All

Hardware Cisco Catalyst 2900xl All All All All

Hardware Cisco Catalyst 2900 Vlan All All All All

Hardware Cisco Catalyst 2900 Vlan All All All All

Hardware Cisco Catalyst 2901 All All All All

Hardware Cisco Catalyst 2901 All All All All

Hardware Cisco Catalyst 2902 All All All All
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Hardware Cisco Catalyst 2902 All All All All

Hardware Cisco Catalyst 2902 All All All All

Hardware Cisco Catalyst 2920 All All All All

Hardware Cisco Catalyst 2920 All All All All

Hardware Cisco Catalyst 2926 All All All All

Hardware Cisco Catalyst 2926 All All All All

Hardware Cisco Catalyst 2926f All All All All

Hardware Cisco Catalyst 2926f All All All All

Hardware Cisco Catalyst 2926gl All All All All

Hardware Cisco Catalyst 2926gl All All All All

Hardware Cisco Catalyst 2926gs All All All All

Hardware Cisco Catalyst 2926gs All All All All

Hardware Cisco Catalyst 2926t All All All All

Hardware Cisco Catalyst 2926t All All All All

Hardware Cisco Catalyst 2940 All All All All

Hardware Cisco Catalyst 2940 All All All All

Hardware Cisco Catalyst 2948 All All All All

Hardware Cisco Catalyst 2948 All All All All

Hardware Cisco Catalyst 2948-ge-tx All All All All

Hardware Cisco Catalyst 2948-ge-tx All All All All

Hardware Cisco Catalyst 2948g All All All All

Hardware Cisco Catalyst 2948g All All All All

Hardware Cisco Catalyst 2948g-l3 All All All All

Hardware Cisco Catalyst 2948g-l3 All All All All

Hardware Cisco Catalyst 2950 All All All All

Hardware Cisco Catalyst 2950 All All All All

Hardware Cisco Catalyst 2950 Lre All All All All

Hardware Cisco Catalyst 2950 Lre All All All All

Hardware Cisco Catalyst 2955 All All All All

Hardware Cisco Catalyst 2955 All All All All

Hardware Cisco Catalyst 2970 All All All All

Hardware Cisco Catalyst 2970 All All All All

Hardware Cisco Catalyst 2980g All All All All

Hardware Cisco Catalyst 2980g All All All All

Hardware Cisco Catalyst 2980g-a All All All All

Hardware Cisco Catalyst 2980g-a All All All All
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Hardware Cisco Catalyst 3000 All All All All

Hardware Cisco Catalyst 3000 All All All All

Hardware Cisco Catalyst 3200 All All All All

Hardware Cisco Catalyst 3200 All All All All

Hardware Cisco Catalyst 3500 All All All All

Hardware Cisco Catalyst 3500 All All All All

Hardware Cisco Catalyst 3500xl All All All All

Hardware Cisco Catalyst 3500xl All All All All

Hardware Cisco Catalyst 3500 Xl All All All All

Hardware Cisco Catalyst 3500 Xl All All All All

Hardware Cisco Catalyst 3550 All All All All

Hardware Cisco Catalyst 3550 All All All All

Hardware Cisco Catalyst 3560 All All All All

Hardware Cisco Catalyst 3560 All All All All

Hardware Cisco Catalyst 3560-e All All All All

Hardware Cisco Catalyst 3560-e All All All All

Hardware Cisco Catalyst 3560-x All All All All

Hardware Cisco Catalyst 3560-x All All All All

Hardware Cisco Catalyst 3750 All All All All

Hardware Cisco Catalyst 3750 All All All All

Hardware Cisco Catalyst 3750-e All All All All

Hardware Cisco Catalyst 3750-e All All All All

Hardware Cisco Catalyst 3750-x All All All All

Hardware Cisco Catalyst 3750-x All All All All

Hardware Cisco Catalyst 3750g All All All All

Hardware Cisco Catalyst 3750g All All All All

Hardware Cisco Catalyst 3750 Metro All All All All

Hardware Cisco Catalyst 3750 Metro All All All All

Hardware Cisco Catalyst 3900 All All All All

Hardware Cisco Catalyst 3900 All All All All

Hardware Cisco Catalyst 4000 All All All All

Hardware Cisco Catalyst 4000 All All All All

Hardware Cisco Catalyst 4200 All All All All

Hardware Cisco Catalyst 4200 All All All All

Hardware Cisco Catalyst 4224 All All All All

Hardware Cisco Catalyst 4224 All All All All
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Hardware Cisco Catalyst 4224 All All All All

Hardware Cisco Catalyst 4232 All All All All

Hardware Cisco Catalyst 4232 All All All All

Hardware Cisco Catalyst 4232-13 All All All All

Hardware Cisco Catalyst 4232-13 All All All All

Hardware Cisco Catalyst 4500 All All All All

Hardware Cisco Catalyst 4500 All All All All

Hardware Cisco Catalyst 4503 All All All All

Hardware Cisco Catalyst 4503 All All All All

Hardware Cisco Catalyst 4506 All All All All

Hardware Cisco Catalyst 4506 All All All All

Hardware Cisco Catalyst 4507r All All All All

Hardware Cisco Catalyst 4507r All All All All

Hardware Cisco Catalyst 4510r All All All All

Hardware Cisco Catalyst 4510r All All All All

Hardware Cisco Catalyst 4840g All All All All

Hardware Cisco Catalyst 4840g All All All All

Hardware Cisco Catalyst 4908g-l3 All All All All

Hardware Cisco Catalyst 4908g-l3 All All All All

Hardware Cisco Catalyst 4912g All All All All

Hardware Cisco Catalyst 4912g All All All All

Hardware Cisco Catalyst 4948 All All All All

Hardware Cisco Catalyst 4948 All All All All

Hardware Cisco Catalyst 5000 All All All All

Hardware Cisco Catalyst 5000 All All All All

Hardware Cisco Catalyst 5500 All All All All

Hardware Cisco Catalyst 5500 All All All All

Hardware Cisco Catalyst 5505 All All All All

Hardware Cisco Catalyst 5505 All All All All

Hardware Cisco Catalyst 5509 All All All All

Hardware Cisco Catalyst 5509 All All All All

Hardware Cisco Catalyst 6000 All All All All

Hardware Cisco Catalyst 6000 All All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 2.2(1a) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 3.1(1a) All All All
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Hardware Cisco Catalyst 6000 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 3.1\(1a\) All All All
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Hardware Cisco Catalyst 6000 Ws-svc-nam-2 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 2.1(2) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 3.1(1a) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 3.1\(1a\) All All All

Hardware Cisco Catalyst 6500 All All All All

Hardware Cisco Catalyst 6500 All All All All
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Hardware Cisco Catalyst 6500 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 6500 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 6500 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 6500 Ws-svc-nam-2 2.2(1a) All All All
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Hardware Cisco Catalyst 6500 Ws-x6380-nam 2.1(2) All All All

Hardware Cisco Catalyst 6500 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 6500 Ws-x6380-nam 3.1(1a) All All All

Hardware Cisco Catalyst 6500 Ws-x6380-nam 3.1\(1a\) All All All

Hardware Cisco Catalyst 6500 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 6500 Ws-x6380-nam 3.1\(1a\) All All All
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Hardware Cisco Catalyst 6503-e - All All All

Hardware Cisco Catalyst 6503-e - All All All

Hardware Cisco Catalyst 6504-e - All All All

Hardware Cisco Catalyst 6504-e - All All All

Hardware Cisco Catalyst 6506-e - All All All

Hardware Cisco Catalyst 6506-e - All All All

Hardware Cisco Catalyst 6509-e - All All All

Hardware Cisco Catalyst 6509-e - All All All

Hardware Cisco Catalyst 6509-neb-a - All All All

Hardware Cisco Catalyst 6509-neb-a - All All All

Hardware Cisco Catalyst 6509-v-e - All All All

Hardware Cisco Catalyst 6509-v-e - All All All

Hardware Cisco Catalyst 6513 - All All All

Hardware Cisco Catalyst 6513 - All All All

Hardware Cisco Catalyst 6513-e - All All All

Hardware Cisco Catalyst 6513-e - All All All

Hardware Cisco Catalyst 6608 All All All All

Hardware Cisco Catalyst 6608 All All All All

Hardware Cisco Catalyst 6624 All All All All

Hardware Cisco Catalyst 6624 All All All All

Hardware Cisco Catalyst 7600 All All All All

Hardware Cisco Catalyst 7600 All All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-1 2.2(1a) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-1 3.1(1a) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-2 2.2(1a) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-2 2.2\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-2 3.1(1a) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-2 3.1\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-2 2.2\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-svc-nam-2 3.1\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-x6380-nam 2.1(2) All All All

Hardware Cisco Catalyst 7600 Ws-x6380-nam 2.1\(2\) All All All
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Hardware Cisco Catalyst 7600 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 7600 Ws-x6380-nam 3.1(1a) All All All

Hardware Cisco Catalyst 7600 Ws-x6380-nam 3.1\(1a\) All All All

Hardware Cisco Catalyst 7600 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 7600 Ws-x6380-nam 3.1\(1a\) All All All

Hardware Cisco Catalyst 8500 All All All All

Hardware Cisco Catalyst 8500 All All All All

Hardware Cisco Catalyst 8510csr All All All All

Hardware Cisco Catalyst 8510csr All All All All

Hardware Cisco Catalyst 8510msr All All All All

Hardware Cisco Catalyst 8510msr All All All All

Hardware Cisco Catalyst 8540csr All All All All

Hardware Cisco Catalyst 8540csr All All All All

Hardware Cisco Catalyst 8540msr All All All All

Hardware Cisco Catalyst 8540msr All All All All

Hardware Cisco Catalyst Ws-c2924-xl All All All All

Hardware Cisco Catalyst Ws-c2924-xl All All All All

Operating System Cisco Ios - All All All

Operating System Cisco Ios - All All All

References

Reference Source Link Tags

Cisco Security Notice: Cisco IOS Software HTTP Server Denial of Service Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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