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AVAACUAUNCNINAC Certain versions of Wireless Lan Controller from Cisco contain the
following vulnerability:

The mDNS snooping functionality on Cisco Wireless LAN Controller
(WLC) devices with software 7.4.1.54 and earlier does not properly
manage buffers, which allows remote authenticated users to cause a
denial of service (device reload) via crafted mDNS packets, aka Bug ID
CSCue04153.
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CVE-2013-1141 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: ~6.1-MEDIUM

Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NONE |
CVE References
Description Tags Link
Cisco Wireless LAN Controller Denial of Service (@ CISCO 20130227 Cisco Wireless LAN Controller Denial of
Vulnerability Service Vulnerability
Cisco Wireless LAN Controller Denial of Service () CONFIRM tools.cisco.com/security/center/viewAlert.x?
Vulnerability alertld=28417

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.



https://cve.report/
https://cve.report/CVE-2013-1141/mitre
https://cve.report/CVE-2013-1141/nist
https://cve.report/CVE-2013-1141/cve_org
https://cve.report/CVE-2013-1141.pdf
http://cve.report/software/cisco/wireless_lan_controller
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2013-1141
http://tools.cisco.com/security/center/viewAlert.x?alertId=28417
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE
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Operating Cisco
System
Operating Cisco
System

Wireless Lan Controller Software

Wireless Lan Controller Software

kKKK kKKK,

cpe:2.3:h:cisco:wireless_lan_controller:*:*:**:*:*:*:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:3.0:*:*:***:*:*:

Kk koK KRk,

cpe:2.3:0:cisco:wireless_lan_controller_software:3.2:*:*:**:*:*:*:

ak kR kR Rk,

cpe:2.3:0:cisco:wireless_lan_controller_software:3.2.116.21:*:*:*:**:*:*:

Kk koK kR k.

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0:*:*:***:*:*:

Kk koK kKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.108:*:*:*:**:*:*:

Kk ok ok kKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.155.0:* "% **:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.155.5:* "% **:*:

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless_lan_

cpe:2.3:0:cisco:wireless lan

controller_software:4.0.206.0:*:*:*:*:*:*:*:

controller_software:4.0.217.0:*:*:**:*:*:*:

controller_software:4.0.219.0:*:*:*:*:*:*:*:

controller_software:4.1:*:*:*:*:*:*:*:

controller_software:4.1.171.0:*:*:%:*:*:*:":

controller_software:4.1.181.0:*:*:*:*:*:*:*:

Ak kLKL LK LKLk,

controller_software:4.1.185.0:*:*:*:*:*:*:*:

controller_software:4.2:*:*:*:*:*:*:*:

controller_software:4.2.112.0:*:*:*:*:*:*:*:
controller_software:4.2.117.0:*:*:*:*:*:*:*:
controller_software:4.2.130.0:*:*:*:*:*:*:*:

controller_software:4.2.173.0:*:*:*:*:*:*:*:

controller software:4.2.174.0:*:*:*:*:*:*:*:

7.3.101.0

All

All

All

All

All

All

All
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kKoK kKKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.176.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.182.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.61.0:*: " :*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.99.0:*:*: " :*:

Kk kKK kLK,

cpe:2.3:0:cisco:wireless_lan_controller_software:4.2m:**:*:**:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.0:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.0.148.0:* " " *:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.0.148.2:*:**:*:**:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1:*:*:***:**:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1.151.0:* %"
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1.152.0:*:*****:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1.160.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.2:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.2.157.0:*:*:*:*:*:":*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.2.169.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.182.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.188.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.196.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.199.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.199.4:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.0.220.0:*:*:*:*:*:*:*:

ARk LKLk LKLk Lk,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.0.235.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:7.0.98.0:*:":*:*:*:*:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:7.1:*:*:*:*:*:*:*:
akakakakakakak,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.1.91.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:7.2:*:*:*:*:*:*:*:



Ak kKK kKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.2.103.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.2.110.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.3:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.3.101.0:*
cpe:2.3:0:cisco:wireless_lan_controller_software:3.0:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:3.2:*:*:***:*:*:

dkak kR Rk k.

cpe:2.3:0:cisco:wireless_lan_controller_software:3.2.116.21:***:**:*:*:

Kk koK kKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0:*:*:***:*:*:

Kk koK kKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.108:*:*:*:**:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.155.0:*:*****:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.155.5:* %" *:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.179.11: 7 7 :*:

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.179.8:*:***:**:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.206.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.217.0:*:*:*:*:*:":*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.0.219.0:*:*:*:*:*:":*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.1:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.1.171.0:*:*:***:":*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.1.181.0:%:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.1.185.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.1m:*:*:**:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.112.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.117.0:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.130.0:*:*:*:*:*:*:*:
ko k ok kL

cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.173.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.174.0:*:*:***:*:*:

AnnD iacnicnnaadiralace lan Aanntrallar enfhininraA D A 70 NFokdokokakk,
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cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.182.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.61.0:*:*: " :*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2.99.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:4.2m:*:*:*:**:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.0:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.0.148.0:* " *:**:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.0.148.2:*:**:*:**:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1.151.0:* " ***:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1.152.0:*:***:**:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.1.160.0:*:*:*:*:**:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.2:*:*:***:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.2.157.0:*:*:*:*:*:":*:
cpe:2.3:0:cisco:wireless_lan_controller_software:5.2.169.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.182.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.188.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.196.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.199.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:6.0.199.4:*:*:*:*:*:*:*:

aKLk kKK kK,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.0:*:*:*:*:*:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.0.220.0:*:*:*:*:*:*:*:

ARk LKLk LKLk LK,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.0.235.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.0.98.0:*:":*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.1:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.1.91.0:%:*:*:**:*::
cpe:2.3:0:cisco:wireless_lan_controller_software:7.2:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:cisco:wireless_lan_controller_software:7.2.103.0:*:*:*:*:*:*:*:



cpe:2.3:0:cisco:wireless_lan_controller_software:7.2.110.0:*:*:*:*:*:*:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.3:*:*:*:*:**:*:
cpe:2.3:0:cisco:wireless_lan_controller_software:7.3.101.0:*:

cpe:2.3:0:cisco:wireless_lan_controller_software: :*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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