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Summary

CVE CVE-2013-1178

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-25 10:55:00 UTC

Updated 2013-04-25 16:06:00 UTC

Description Multiple buffer overflows in the Cisco Discovery Protocol (CDP) implementation in Cisco NX-OS on Nexus 7000 devices 4.x and 5.x before 5.2(4) and 6.x before 6.1(1), Nexus 5000 and 5500 devices 4.x and 5.x before 5.1(3)N1(1), Nexus 4000 devices before 4.1(2)E1(1h), Nexus 3000 devices 5.x before 5.0(3)U3(1), Nexus 1000V devices 4.x before 4.2(1)SV1(5.1), MDS 9000 devices 4.x and 5.x before 5.2(4), Unified Computing System (UCS) 6100 and 6200 devices before 2.0(2m), and Connected Grid Router (CGR) 1000 devices before CG4(1) allow remote attackers to execute arbitrary code via malformed CDP packets, aka Bug IDs CSCtu10630, CSCtu10551, CSCtu10550, CSCtw56581, CSCtu10548, CSCtu10544, and CSCuf61275.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Cisco Cg-os cg1 All

Operating System Cisco Cg-os cg2 All

Operating System Cisco Cg-os cg3 All

Operating System Cisco Cg-os cg1 All

Operating System Cisco Cg-os cg2 All

Operating System Cisco Cg-os cg3 All

Operating System Cisco Cg-os All All

Hardware Cisco Connected Grid Router 1000 - All

Hardware Cisco Connected Grid Router 1000 - All

Hardware Cisco Mds 9000 All All

Hardware Cisco Mds 9000 All All

Hardware Cisco Nexus 1000v - All

Hardware Cisco Nexus 1000v - All

Hardware Cisco Nexus 3000 All All

Hardware Cisco Nexus 3000 All All

Hardware Cisco Nexus 3016q - All

Hardware Cisco Nexus 3016q - All
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Hardware Cisco Nexus 3016q - All

Hardware Cisco Nexus 3048 - All

Hardware Cisco Nexus 3048 - All

Hardware Cisco Nexus 3064t - All

Hardware Cisco Nexus 3064t - All

Hardware Cisco Nexus 3064x - All

Hardware Cisco Nexus 3064x - All

Hardware Cisco Nexus 3548 - All

Hardware Cisco Nexus 3548 - All

Hardware Cisco Nexus 4001i - All

Hardware Cisco Nexus 4001i - All

Hardware Cisco Nexus 5000 - All

Hardware Cisco Nexus 5000 - All

Hardware Cisco Nexus 5010 - All

Hardware Cisco Nexus 5010 - All

Hardware Cisco Nexus 5020 - All

Hardware Cisco Nexus 5020 - All

Hardware Cisco Nexus 5548p - All

Hardware Cisco Nexus 5548p - All

Hardware Cisco Nexus 5548up - All

Hardware Cisco Nexus 5548up - All

Hardware Cisco Nexus 5596up - All

Hardware Cisco Nexus 5596up - All

Hardware Cisco Nexus 7000 - All

Hardware Cisco Nexus 7000 - All

Hardware Cisco Nexus 7000 10-slot - All

Hardware Cisco Nexus 7000 10-slot - All

Hardware Cisco Nexus 7000 18-slot - All

Hardware Cisco Nexus 7000 18-slot - All

Hardware Cisco Nexus 7000 9-slot - All

Hardware Cisco Nexus 7000 9-slot - All

Operating System Cisco Nx-os 4.0 All

Operating System Cisco Nx-os 4.0(0)n1(1a) All

Operating System Cisco Nx-os 4.0(0)n1(2) All

Operating System Cisco Nx-os 4.0(0)n1(2a) All

Operating System Cisco Nx-os 4.0(1a)n1(1) All
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Operating System Cisco Nx-os 4.0(1a)n1(1a) All

Operating System Cisco Nx-os 4.0(1a)n2(1) All

Operating System Cisco Nx-os 4.0(1a)n2(1a) All

Operating System Cisco Nx-os 4.0(4)sv1(1) All

Operating System Cisco Nx-os 4.0(4)sv1(2) All

Operating System Cisco Nx-os 4.0(4)sv1(3) All

Operating System Cisco Nx-os 4.0(4)sv1(3a) All

Operating System Cisco Nx-os 4.0(4)sv1(3b) All

Operating System Cisco Nx-os 4.0(4)sv1(3c) All

Operating System Cisco Nx-os 4.0(4)sv1(3d) All

Operating System Cisco Nx-os 4.0\(0\)n1\(1a\) All

Operating System Cisco Nx-os 4.0\(0\)n1\(2a\) All

Operating System Cisco Nx-os 4.0\(0\)n1\(2\) All

Operating System Cisco Nx-os 4.0\(1a\)n1\(1a\) All

Operating System Cisco Nx-os 4.0\(1a\)n1\(1\) All

Operating System Cisco Nx-os 4.0\(1a\)n2\(1a\) All

Operating System Cisco Nx-os 4.0\(1a\)n2\(1\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(1\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(2\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3a\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3b\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3c\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3d\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3\) All

Operating System Cisco Nx-os 4.1(3)n1(1) All

Operating System Cisco Nx-os 4.1(3)n1(1a) All

Operating System Cisco Nx-os 4.1(3)n2(1) All

Operating System Cisco Nx-os 4.1(3)n2(1a) All

Operating System Cisco Nx-os 4.1.(2) All

Operating System Cisco Nx-os 4.1.(3) All

Operating System Cisco Nx-os 4.1.(4) All

Operating System Cisco Nx-os 4.1.(5) All

Operating System Cisco Nx-os 4.1.\(2\) All

Operating System Cisco Nx-os 4.1.\(3\) All

Operating System Cisco Nx-os 4.1.\(4\) All

Operating System Cisco Nx-os 4.1.\(5\) All
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Operating System Cisco Nx-os 4.1.\(5\) All

Operating System Cisco Nx-os 4.1\(3\)n1\(1a\) All

Operating System Cisco Nx-os 4.1\(3\)n1\(1\) All

Operating System Cisco Nx-os 4.1\(3\)n2\(1a\) All

Operating System Cisco Nx-os 4.1\(3\)n2\(1\) All

Operating System Cisco Nx-os 4.2 All

Operating System Cisco Nx-os 4.2(1) All

Operating System Cisco Nx-os 4.2(1)n1(1) All

Operating System Cisco Nx-os 4.2(1)n2(1) All

Operating System Cisco Nx-os 4.2(1)n2(1a) All

Operating System Cisco Nx-os 4.2(1)sv1(4) All

Operating System Cisco Nx-os 4.2(1)sv1(4a) All

Operating System Cisco Nx-os 4.2(1)sv1(5.1) All

Operating System Cisco Nx-os 4.2(2) All

Operating System Cisco Nx-os 4.2(3) All

Operating System Cisco Nx-os 4.2(4) All

Operating System Cisco Nx-os 4.2(6) All

Operating System Cisco Nx-os 4.2(8) All

Operating System Cisco Nx-os 4.2.(2a) All

Operating System Cisco Nx-os 4.2.\(2a\) All

Operating System Cisco Nx-os 4.2\(1\) All

Operating System Cisco Nx-os 4.2\(1\)n1\(1\) All

Operating System Cisco Nx-os 4.2\(1\)n2\(1a\) All

Operating System Cisco Nx-os 4.2\(1\)n2\(1\) All

Operating System Cisco Nx-os 4.2\(1\)sv1\(4a\) All

Operating System Cisco Nx-os 4.2\(1\)sv1\(4\) All

Operating System Cisco Nx-os 4.2\(1\)sv1\(5.1\) All

Operating System Cisco Nx-os 4.2\(2\) All

Operating System Cisco Nx-os 4.2\(3\) All

Operating System Cisco Nx-os 4.2\(4\) All

Operating System Cisco Nx-os 4.2\(6\) All

Operating System Cisco Nx-os 4.2\(8\) All

Operating System Cisco Nx-os 5.0 All

Operating System Cisco Nx-os 5.0(2) All

Operating System Cisco Nx-os 5.0(2)n1(1) All

Operating System Cisco Nx-os 5.0(2)n2(1) All
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Operating System Cisco Nx-os 5.0(2)n2(1a) All

Operating System Cisco Nx-os 5.0(2a) All

Operating System Cisco Nx-os 5.0(3) All

Operating System Cisco Nx-os 5.0(3)n1(1) All

Operating System Cisco Nx-os 5.0(3)n1(1a) All

Operating System Cisco Nx-os 5.0(3)n1(1b) All

Operating System Cisco Nx-os 5.0(3)n1(1c) All

Operating System Cisco Nx-os 5.0(3)n2(1) All

Operating System Cisco Nx-os 5.0(3)n2(2) All

Operating System Cisco Nx-os 5.0(3)n2(2a) All

Operating System Cisco Nx-os 5.0(3)n2(2b) All

Operating System Cisco Nx-os 5.0(5) All

Operating System Cisco Nx-os 5.0\(2a\) All

Operating System Cisco Nx-os 5.0\(2\) All

Operating System Cisco Nx-os 5.0\(2\)n1\(1\) All

Operating System Cisco Nx-os 5.0\(2\)n2\(1a\) All

Operating System Cisco Nx-os 5.0\(2\)n2\(1\) All

Operating System Cisco Nx-os 5.0\(3\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1a\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1b\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1c\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(1\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(2a\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(2b\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(2\) All

Operating System Cisco Nx-os 5.0\(5\) All

Operating System Cisco Nx-os 5.1 All

Operating System Cisco Nx-os 5.1(1) All

Operating System Cisco Nx-os 5.1(1a) All

Operating System Cisco Nx-os 5.1(2) All

Operating System Cisco Nx-os 5.1(3) All

Operating System Cisco Nx-os 5.1(3)n1(1) All

Operating System Cisco Nx-os 5.1(3)n1(1a) All

Operating System Cisco Nx-os 5.1(4) All
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Operating System Cisco Nx-os 5.1(5) All

Operating System Cisco Nx-os 5.1(6) All

Operating System Cisco Nx-os 5.1\(1a\) All

Operating System Cisco Nx-os 5.1\(1\) All

Operating System Cisco Nx-os 5.1\(2\) All

Operating System Cisco Nx-os 5.1\(3\) All

Operating System Cisco Nx-os 5.1\(3\)n1\(1a\) All

Operating System Cisco Nx-os 5.1\(3\)n1\(1\) All

Operating System Cisco Nx-os 5.1\(4\) All

Operating System Cisco Nx-os 5.1\(5\) All

Operating System Cisco Nx-os 5.1\(6\) All

Operating System Cisco Nx-os 5.2 All

Operating System Cisco Nx-os 5.2(1) All

Operating System Cisco Nx-os 5.2(3) All

Operating System Cisco Nx-os 5.2(3a) All

Operating System Cisco Nx-os 5.2\(1\) All

Operating System Cisco Nx-os 5.2\(3a\) All

Operating System Cisco Nx-os 5.2\(3\) All

Operating System Cisco Nx-os 6.0(1) All

Operating System Cisco Nx-os 6.0(2) All

Operating System Cisco Nx-os 6.0\(1\) All

Operating System Cisco Nx-os 6.0\(2\) All

Operating System Cisco Nx-os 6.1 All

Operating System Cisco Nx-os 4.0 All

Operating System Cisco Nx-os 4.0\(0\)n1\(1a\) All

Operating System Cisco Nx-os 4.0\(0\)n1\(2a\) All

Operating System Cisco Nx-os 4.0\(0\)n1\(2\) All

Operating System Cisco Nx-os 4.0\(1a\)n1\(1a\) All

Operating System Cisco Nx-os 4.0\(1a\)n1\(1\) All

Operating System Cisco Nx-os 4.0\(1a\)n2\(1a\) All

Operating System Cisco Nx-os 4.0\(1a\)n2\(1\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(1\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(2\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3a\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3b\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3c\) All
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Operating System Cisco Nx-os 4.0\(4\)sv1\(3c\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3d\) All

Operating System Cisco Nx-os 4.0\(4\)sv1\(3\) All

Operating System Cisco Nx-os 4.1.\(2\) All

Operating System Cisco Nx-os 4.1.\(3\) All

Operating System Cisco Nx-os 4.1.\(4\) All

Operating System Cisco Nx-os 4.1.\(5\) All

Operating System Cisco Nx-os 4.1\(3\)n1\(1a\) All

Operating System Cisco Nx-os 4.1\(3\)n1\(1\) All

Operating System Cisco Nx-os 4.1\(3\)n2\(1a\) All

Operating System Cisco Nx-os 4.1\(3\)n2\(1\) All

Operating System Cisco Nx-os 4.2 All

Operating System Cisco Nx-os 4.2.\(2a\) All

Operating System Cisco Nx-os 4.2\(1\) All

Operating System Cisco Nx-os 4.2\(1\)n1\(1\) All

Operating System Cisco Nx-os 4.2\(1\)n2\(1a\) All

Operating System Cisco Nx-os 4.2\(1\)n2\(1\) All

Operating System Cisco Nx-os 4.2\(1\)sv1\(4a\) All

Operating System Cisco Nx-os 4.2\(1\)sv1\(4\) All

Operating System Cisco Nx-os 4.2\(1\)sv1\(5.1\) All

Operating System Cisco Nx-os 4.2\(2\) All

Operating System Cisco Nx-os 4.2\(3\) All

Operating System Cisco Nx-os 4.2\(4\) All

Operating System Cisco Nx-os 4.2\(6\) All

Operating System Cisco Nx-os 4.2\(8\) All

Operating System Cisco Nx-os 5.0 All

Operating System Cisco Nx-os 5.0\(2a\) All

Operating System Cisco Nx-os 5.0\(2\) All

Operating System Cisco Nx-os 5.0\(2\)n1\(1\) All

Operating System Cisco Nx-os 5.0\(2\)n2\(1a\) All

Operating System Cisco Nx-os 5.0\(2\)n2\(1\) All

Operating System Cisco Nx-os 5.0\(3\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1a\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1b\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1c\) All

Operating System Cisco Nx-os 5.0\(3\)n1\(1\) All
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Operating System Cisco Nx-os 5.0\(3\)n2\(1\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(2a\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(2b\) All

Operating System Cisco Nx-os 5.0\(3\)n2\(2\) All

Operating System Cisco Nx-os 5.0\(5\) All

Operating System Cisco Nx-os 5.1 All

Operating System Cisco Nx-os 5.1\(1a\) All

Operating System Cisco Nx-os 5.1\(1\) All

Operating System Cisco Nx-os 5.1\(2\) All

Operating System Cisco Nx-os 5.1\(3\) All

Operating System Cisco Nx-os 5.1\(3\)n1\(1a\) All

Operating System Cisco Nx-os 5.1\(3\)n1\(1\) All

Operating System Cisco Nx-os 5.1\(4\) All

Operating System Cisco Nx-os 5.1\(5\) All

Operating System Cisco Nx-os 5.1\(6\) All

Operating System Cisco Nx-os 5.2 All

Operating System Cisco Nx-os 5.2\(1\) All

Operating System Cisco Nx-os 5.2\(3a\) All

Operating System Cisco Nx-os 5.2\(3\) All

Operating System Cisco Nx-os 6.0\(1\) All

Operating System Cisco Nx-os 6.0\(2\) All

Operating System Cisco Nx-os 6.1 All

Operating System Cisco Nx-os All All

Operating System Cisco Nx-os All All

Hardware Cisco Unified Computing System 6120xp Fabric Interconnect - All

Hardware Cisco Unified Computing System 6120xp Fabric Interconnect - All

Hardware Cisco Unified Computing System 6140xp Fabric Interconnect - All

Hardware Cisco Unified Computing System 6140xp Fabric Interconnect - All

Hardware Cisco Unified Computing System 6248up Fabric Interconnect - All

Hardware Cisco Unified Computing System 6248up Fabric Interconnect - All

Hardware Cisco Unified Computing System 6296up Fabric Interconnect - All

Hardware Cisco Unified Computing System 6296up Fabric Interconnect - All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.0 All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.0(2k) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.0\(2k\) All
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Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.1 All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.1(1m) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.1\(1m\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2 All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2(1) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2(1a) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2(1d) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2\(1a\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2\(1d\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.2\(1\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1c) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1m) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1n) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1o) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1p) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1q) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1t) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1w) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3(1y) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1c\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1m\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1n\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1o\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1p\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1q\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1t\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1w\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.3\(1y\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(1j) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(1m) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3i) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3l) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3m) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3q) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3s) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3u) All
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Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3u) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(3y) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(4f) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(4g) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(4i) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(4j) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4(4k) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(1j\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(1m\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3i\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3l\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3m\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3q\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3s\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3u\) All

Operating System Cisco Unified Computing System Infrastructure And Unified Computing System Software 1.4\(3y\) All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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