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Summary

CVE CVE-2013-1192

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-25 10:55:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The JAR files on Cisco Device Manager for Cisco MDS 9000 devices before 5.2.8, and Cisco Device Manager for Cisco Nexus 5000 devices, allow remote attackers to execute arbitrary commands on Windows client machines via a crafted element-manager.jnlp file, aka Bug IDs CSCty17417 and CSCty10802.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance Device Manager 5.0.1 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.2 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.4 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.5 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.6 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.7 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.8 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.9 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.1.1 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.1.2 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.1 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.2 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.3 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.4 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.1 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.2 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.4 All All All

https://cve.report/
https://cve.report/CVE-2013-1192/mitre
https://cve.report/CVE-2013-1192/nist
https://cve.report/CVE-2013-1192/cve_org
https://cve.report/CVE-2013-1192.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_device_manager


Application Cisco Adaptive Security Appliance Device Manager 5.0.4 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.5 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.6 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.7 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.8 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.0.9 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.1.1 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.1.2 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.1 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.2 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.3 All All All

Application Cisco Adaptive Security Appliance Device Manager 5.2.4 All All All

Application Cisco Adaptive Security Appliance Device Manager All All All All

Hardware Cisco Mds 9000 All All All All

Hardware Cisco Mds 9000 All All All All

Hardware Cisco Nexus 5000 - All All All

Hardware Cisco Nexus 5000 - All All All

Hardware Cisco Nexus 5010 - All All All

Hardware Cisco Nexus 5010 - All All All

Hardware Cisco Nexus 5010p Switch - All All All

Hardware Cisco Nexus 5010p Switch - All All All

Hardware Cisco Nexus 5020 - All All All

Hardware Cisco Nexus 5020 - All All All

Hardware Cisco Nexus 5020p Switch - All All All

Hardware Cisco Nexus 5020p Switch - All All All

Hardware Cisco Nexus 5548p - All All All

Hardware Cisco Nexus 5548p - All All All

Hardware Cisco Nexus 5548up - All All All

Hardware Cisco Nexus 5548up - All All All

Hardware Cisco Nexus 5596up - All All All

Hardware Cisco Nexus 5596up - All All All

References

Reference Source Link Tags

Cisco Security Advisory: Cisco Device Manager Command Execution Vulnerability CISCO tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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