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Summary

CVE CVE-2013-1391

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-30 21:15:00 UTC

Updated 2019-11-05 16:33:00 UTC

Description Authentication bypass vulnerability in the the web interface in Hunt CCTV, Capture CCTV, Hachi CCTV, NoVus CCTV, and Well-Vision Inc DVR systems allows a remote attacker to retrieve the device configuration.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Capturecctv Cdr 0410ve - All All All

Hardware Capturecctv Cdr 0410ve - All All All

Operating System Capturecctv Cdr 0410ve Firmware - All All All

Operating System Capturecctv Cdr 0410ve Firmware - All All All

Hardware Capturecctv Cdr 0820vde - All All All

Hardware Capturecctv Cdr 0820vde - All All All

Operating System Capturecctv Cdr 0820vde Firmware - All All All

Operating System Capturecctv Cdr 0820vde Firmware - All All All

Hardware Hachi Hv-04rd Pro - All All All

Hardware Hachi Hv-04rd Pro - All All All

Operating System Hachi Hv-04rd Pro Firmware - All All All

Operating System Hachi Hv-04rd Pro Firmware - All All All

Hardware Hachi Hv-08rd Pro - All All All

Hardware Hachi Hv-08rd Pro - All All All

Operating System Hachi Hv-08rd Pro Firmware - All All All

Operating System Hachi Hv-08rd Pro Firmware - All All All

Hardware Huntcctv Dr6-704a4h - All All All
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Hardware Huntcctv Dr6-704a4h - All All All

Hardware Huntcctv Dr6-704a4h - All All All

Operating System Huntcctv Dr6-704a4h Firmware - All All All

Operating System Huntcctv Dr6-704a4h Firmware - All All All

Hardware Huntcctv Dr6-708a4h - All All All

Hardware Huntcctv Dr6-708a4h - All All All

Operating System Huntcctv Dr6-708a4h Firmware - All All All

Operating System Huntcctv Dr6-708a4h Firmware - All All All

Hardware Huntcctv Dr6-7316a4h - All All All

Hardware Huntcctv Dr6-7316a4h - All All All

Hardware Huntcctv Dr6-7316a4hl - All All All

Hardware Huntcctv Dr6-7316a4hl - All All All

Operating System Huntcctv Dr6-7316a4hl Firmware - All All All

Operating System Huntcctv Dr6-7316a4hl Firmware - All All All

Operating System Huntcctv Dr6-7316a4h Firmware - All All All

Operating System Huntcctv Dr6-7316a4h Firmware - All All All

Hardware Huntcctv Dvr-04ch - All All All

Hardware Huntcctv Dvr-04ch - All All All

Operating System Huntcctv Dvr-04ch Firmware - All All All

Operating System Huntcctv Dvr-04ch Firmware - All All All

Hardware Huntcctv Dvr-04nc - All All All

Hardware Huntcctv Dvr-04nc - All All All

Operating System Huntcctv Dvr-04nc Firmware - All All All

Operating System Huntcctv Dvr-04nc Firmware - All All All

Hardware Huntcctv Dvr-08ch - All All All

Hardware Huntcctv Dvr-08ch - All All All

Operating System Huntcctv Dvr-08ch Firmware - All All All

Operating System Huntcctv Dvr-08ch Firmware - All All All

Hardware Huntcctv Dvr-08nc - All All All

Hardware Huntcctv Dvr-08nc - All All All

Operating System Huntcctv Dvr-08nc Firmware - All All All

Operating System Huntcctv Dvr-08nc Firmware - All All All

Hardware Huntcctv Dvr-16ch - All All All

Hardware Huntcctv Dvr-16ch - All All All

Operating System Huntcctv Dvr-16ch Firmware - All All All

Operating System Huntcctv Dvr-16ch Firmware - All All All
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Hardware Huntcctv Hdr-04kd - All All All

Hardware Huntcctv Hdr-04kd - All All All

Operating System Huntcctv Hdr-04kd Firmware - All All All

Operating System Huntcctv Hdr-04kd Firmware - All All All

Hardware Huntcctv Hdr-08kd - All All All

Hardware Huntcctv Hdr-08kd - All All All

Operating System Huntcctv Hdr-08kd Firmware - All All All

Operating System Huntcctv Hdr-08kd Firmware - All All All

Hardware Novuscctv Nv-dvr1204 - All All All

Hardware Novuscctv Nv-dvr1204 - All All All

Operating System Novuscctv Nv-dvr1204 Firmware - All All All

Operating System Novuscctv Nv-dvr1204 Firmware - All All All

Hardware Novuscctv Nv-dvr1208 - All All All

Hardware Novuscctv Nv-dvr1208 - All All All

Operating System Novuscctv Nv-dvr1208 Firmware - All All All

Operating System Novuscctv Nv-dvr1208 Firmware - All All All

Hardware Novuscctv Nv-dvr1216 - All All All

Hardware Novuscctv Nv-dvr1216 - All All All

Operating System Novuscctv Nv-dvr1216 Firmware - All All All

Operating System Novuscctv Nv-dvr1216 Firmware - All All All

Hardware Vsp Tw-dvr604 - All All All

Hardware Vsp Tw-dvr604 - All All All

Operating System Vsp Tw-dvr604 Firmware - All All All

Operating System Vsp Tw-dvr604 Firmware - All All All

Hardware Vsp Tw-dvr616 - All All All

Hardware Vsp Tw-dvr616 - All All All

Operating System Vsp Tw-dvr616 Firmware - All All All

Operating System Vsp Tw-dvr616 Firmware - All All All

References

Reference Source Link Tags

Multiple Hunt CCTV Information Disclosure Vulnerability BID www.securityfocus.com Exploit, Third Party Advisory, VDB Entry

Multiple DVR Manufacturers Configuration Disclosure MISC www.rapid7.com Third Party Advisory

12.000 grabadores de video expuestos en Internet ~ Security By Default MISC www.securitybydefault.com Exploit, Third Party Advisory

Multiple Hunt CCTV Information Disclosure Vulnerability MITRE www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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