VE-2013-1417

Published on: 11/20/2013 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:32 PM UTC

CVE-2013-1417

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUSCNINAP Certain versions of Kerberos 5 from Mit contain the following
’ vulnerability:

do_tgs_req.c in the Key Distribution Center (KDC) in MIT Kerberos 5
(aka krb5) 1.11 before 1.11.4, when a single-component realm name is
used, allows remote authenticated users to cause a denial of service
(daemon crash) via a TGS-REQ request that triggers an attempted
cross-realm referral for a host-based service principal.

CVE-2013-1417 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: (3555 LOW

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
KDC null deref due to referrals [CVE-  [EHIET ) CONFIRM
2013-1417] - krb5/krb5@4c023ba - [ Patch | github.com/krb5/krb5/commit/4c023ba43c16396f0d199e2df1cfa59b88b62acc
Gitrub
1030743 — (CVE-2013-1417) CVE- (7) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1030743
2013-1417 krb5: KDC null deref due to
referrals
openSUSE-SU-2013:1833-1: 9 SUSE openSUSE-SU-2013:1833
moderate: update for krb5
(@ CONFIRM web.mit.edu/kerberos/krb5-1.11/README-1.11.4.txt
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https://cve.report/CVE-2013-1417/mitre
https://cve.report/CVE-2013-1417/nist
https://cve.report/CVE-2013-1417/cve_org
https://cve.report/CVE-2013-1417.pdf
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/krb5/krb5/commit/4c023ba43c16396f0d199e2df1cfa59b88b62acc
https://bugzilla.redhat.com/show_bug.cgi?id=1030743
http://lists.opensuse.org/opensuse-updates/2013-12/msg00026.html
https://cve.report/CVE-2013-1417/f95f25cb

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 5 1.11 All All All
Application Mit Kerberos 5 1.11.1 All All All
Application Mit Kerberos 5 1.11.2 All All All
Application Mit Kerberos 5 1.11.3 All All All
Application Mit Kerberos 5 1.11 All All All
Application Mit Kerberos 5 1.11.1 All All All
Application Mit Kerberos 5 1.11.2 All All All
Application Mit Kerberos 5 1.11.3 All All All

cpe:2.3:a:mit:kerberos_5:1.11:*:* %%

cpe:2.3:a:mit:kerberos_5:1.11. 1% %%
cpe:2.3:a:mit:kerberos_5:1.11.2: %% %%
cpe:2.3:a:mit:kerberos_5:1.11.3: % :**:*:
cpe:2.3:a:mit:kerberos_5:1.11:** %

cpe:2.3:a:mit:kerberos_5:1.11.1
cpe:2.3:a:mit:kerberos_5:1.11.2: ™

cpe:2.3:a:mit:kerberos_5:1.11.3: "™

No vendor comments have been submitted for this CVE
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