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Summary

CVE CVE-2013-1423

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-14 03:13:00 UTC

Updated 2023-11-07 02:14:00 UTC

Description (1) contrib/gforge-3.0-cronjobs.patch, (2) cronjobs/homedirs.php, (3) deb-specific/fileforge.pl, (4) deb-specific/group_dump_update.pl, (5) deb-specific/ssh_dump_update.pl, (6) deb-specific/user_dump_update.pl, (7) plugins/scmbzr/common/BzrPlugin.class.php, (8) plugins/scmcvs/common/CVSPlugin.class.php, (9) plugins/scmcvs/cronjobs/cvs.php, (10) plugins/scmcvs/cronjobs/ssh_create.php, (11) plugins/scmgit/common/GitPlugin.class.php, (12) plugins/scmsvn/common/SVNPlugin.class.php, (13) plugins/wiki/cronjobs/create_groups.php, (14) utils/cvs1/cvscreate.sh, and (15) utils/include.pl in FusionForge 5.0, 5.1, and 5.2 allows local users to change arbitrary file permissions, obtain sensitive information, and have other unspecified impacts via a (1) symlink or (2) hard link attack on certain files.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fusionforge Fusionforge 5.0 All All All

Application Fusionforge Fusionforge 5.1 All All All

Application Fusionforge Fusionforge 5.2 All All All

Application Fusionforge Fusionforge 5.0 All All All

Application Fusionforge Fusionforge 5.1 All All All

Application Fusionforge Fusionforge 5.2 All All All

References

Reference Source Link Tags

90605 OSVDB osvdb.org

scm.fusionforge.org Git - fusionforge/fusionforge.git/commitdiff CONFIRM fusionforge.org

Security Advisory SA52371 - Debian update for fusionforge - Secunia SECUNIA secunia.com

FusionForge CVE-2013-1423 Multiple Local Privilege Escalation Vulnerabilities BID www.securityfocus.com

Security Advisory SA52318 - FusionForge Insecure File Permissions Security Issue - Secunia SECUNIA secunia.com

scm.fusionforge.org Git - fusionforge/fusionforge.git/commitdiff CONFIRM fusionforge.org

scm.fusionforge.org Git - fusionforge/fusionforge.git/commitdiff fusionforge.org

scm.fusionforge.org Git - fusionforge/fusionforge.git/commitdiff CONFIRM fusionforge.org
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oss-security - fusionforge CVE-2013-1423 multiple privilege escalations MLIST www.openwall.com

scm.fusionforge.org Git - fusionforge/fusionforge.git/commitdiff fusionforge.org

scm.fusionforge.org Git - fusionforge/fusionforge.git/commitdiff fusionforge.org

Debian -- Security Information -- DSA-2633-1 fusionforge DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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