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Summary

CVE CVE-2013-1430

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-16 09:59:00 UTC

Updated 2020-07-08 15:50:00 UTC

Description An issue was discovered in xrdp before 0.9.1. When successfully logging in using RDP into an xrdp session, the file ~/.vnc/sesman_${username}_passwd is created. Its content is the equivalent of the user's cleartext password, DES encrypted with a known key.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Neutrinolabs Xrdp All All All All

References

Reference Source Link Tags

xrdp CVE-2013-1430 Information Disclosure Vulnerability BID www.securityfocus.com

Vncpassfile by jsorg71 · Pull Request #497 · neutrinolabs/xrdp · GitHub CONFIRM github.com Issue Tracking, Patch

CVE-2013-1430 CONFIRM security-tracker.debian.org Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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