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Multiple SQL injection vulnerabilities in (1) api_poller.php and (2) utility.php in Cacti before 0.8.8b allow remote attackers to
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cacti Cacti 0.8.5 All All All
Cacti Cacti 0.8.5a All All All
Cacti Cacti 0.8.6 All All All
Cacti Cacti 0.8.6a All All All
Cacti Cacti 0.8.6b All All All
Cacti Cacti 0.8.6¢ All All All
Cacti Cacti 0.8.6d All All All
Cacti Cacti 0.8.6e All All All
Cacti Cacti 0.8.6f All All All
Cacti Cacti 0.8.69 All All All
Cacti Cacti 0.8.6h All All All
Cacti Cacti 0.8.6i All All All
Cacti Cacti 0.8.6j All All All
Cacti Cacti 0.8.6k All All All
Cacti Cacti 0.8.7 All All All
Cacti Cacti 0.8.7a All All All
Cacti Cacti 0.8.7b All All All
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Application Cacti Cacti 0.8.7d All All All
Application Cacti Cacti 0.8.7e All All All
Application Cacti Cacti 0.8.7g All All All
Application Cacti Cacti 0.8.7i All All All
Application Cacti Cacti 0.8.8 All All All
Application Cacti Cacti All All All All
Application Cacti Cacti 0.8.5 All All All
Application Cacti Cacti 0.8.5a All All All
Application Cacti Cacti 0.8.6 All All All
Application Cacti Cacti 0.8.6a All All All
Application Cacti Cacti 0.8.6b All All All
Application Cacti Cacti 0.8.6¢c All All All
Application Cacti Cacti 0.8.6d All All All
Application Cacti Cacti 0.8.6e All All All
Application Cacti Cacti 0.8.6f All All All
Application Cacti Cacti 0.8.69 All All All
Application Cacti Cacti 0.8.6h All All All
Application Cacti Cacti 0.8.6i All All All
Application Cacti Cacti 0.8.6j All All All
Application Cacti Cacti 0.8.6k All All All
Application Cacti Cacti 0.8.7 All All All
Application Cacti Cacti 0.8.7a All All All
Application Cacti Cacti 0.8.7b All All All
Application Cacti Cacti 0.8.7d All All All
Application Cacti Cacti 0.8.7e All All All
Application Cacti Cacti 0.8.7¢g All All All
Application Cacti Cacti 0.8.7i All All All
Application Cacti Cacti 0.8.8 All All All
Reference Source Link Tags
oss-security - Re: CVE request: SQL injection and shell escaping issues in Cacti < 0.8.8b  MLIST www.openwall.com
openSUSE-SU-2013:1377-1: moderate: cacti: security and bugfix update to SUSE lists.opensuse.org
Debian -- Page not found DEBIAN www.debian.org
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Cacti Input Validation Flaw Lets Remote Users Inject SQL Commands - Security Tracker
Cacti CVE-2013-1434 Multiple SQL Injection Vulnerabilities

About Secunia Research | Flexera

CVE Program record

NVD vulnerability detail

/]

CONFIRM

CONFIRM

SECTRACK

BID

SECUNIA

CVE.ORG

NVD

svn.cactl.net
forums.cacti.net
www.securitytracker.com
www.securityfocus.com
secunia.com
www.cve.org

nvd.nist.gov

ratch

Patch,

Vendot

canoni

canoni

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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