VE-2013-1557

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-1557
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-17 18:55:00 UTC
Updated 2022-05-13 14:52:00 UTC
Description Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Update 17 and earlier, 6

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Jdk 1.5.0 update36 All All
Application Oracle Jdk 1.5.0 update38 All All
Application Oracle Jdk 1.5.0 update40 All All
Application Oracle Jdk 1.5.0 update_36 All All
Application Oracle Jdk 1.5.0 update_38 All All
Application Oracle Jdk 1.5.0 update_40 All All
Application Oracle Jdk 1.6.0 update22 All All
Application Oracle Jdk 1.6.0 update23 All All
Application Oracle Jdk 1.6.0 update24 All All
Application Oracle Jak 1.6.0 update25 All All
Application Oracle Jdk 1.6.0 update26 All All
Application Oracle Jdk 1.6.0 update27 All All
Application Oracle Jdk 1.6.0 update29 All All
Application Oracle Jdk 1.6.0 update30 All All
Application Oracle Jdk 1.6.0 update31 All All
Application Oracle Jdk 1.6.0 update32 All All
Application Oracle Jdk 1.6.0 update33 All All
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openSUSE-SU-2013:0777-1: moderate: java-1_6_0-openjdk to Icedtea6-1.12.5
Oracle Java SE CVE-2013-1557 Remote Java Runtime Environment Vulnerability
Support / Security / Advisories / / MDVSA-2013:161 | Mandriva
Support/Advisories/MGASA-2013-0130 - Mageia wiki

USN-1806-1: OpendDK 7 vulnerabilities | Ubuntu



http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://cve.report/vendor/sun
http://cve.report/software/sun/jre
http://lists.opensuse.org/opensuse-updates/2013-05/msg00017.html
http://www.securityfocus.com/bid/59170
http://www.mandriva.com/security/advisories?name=MDVSA-2013:161
https://wiki.mageia.org/en/Support/Advisories/MGASA-2013-0130
http://www.ubuntu.com/usn/USN-1806-1

Red Hat Customer Portal

IBM IV40772: FIX SECURITY VULNERABILITY CVE-2013-1557 - United States

Repository / Oval Repository

[security-announce] SUSE-SU-2013:0835-1: important: Security update for

GNU/Andrew’s Blog » [SECURITY] IcedTea 2.3.9 for OpenJDK 7 Released!

Bug 952648 — CVE-2013-1557 OpenJDK: LogStream.setDefaultStream() missing security restrictions (RMI, 8001329)
Red Hat Customer Portal

[security-announce] SUSE-SU-2013:0814-1: important: Security update for

APPLE-SA-2013-04-16-2 Java for OS X 2013-003 and Mac OS X v10.6 Update 15

Repository / Oval Repository

Support / Security / Advisories / / MDVSA-2013:145 | Mandriva

[security-announce] SUSE-SU-2013:0871-1: important: Security update for

Support/Advisories/MGASA-2013-0124 - Mageia wiki

Repository / Oval Repository

openSUSE-SU-2013:0964-1: moderate: update for java-1_7_0-openjdk

[SECURITY] IcedTea 1.11.10 for OpenJDK 6 Released!

Oracle Java SE Critical Patch Update - April 2013

Red Hat Customer Portal

SSRT101305

Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities

GNU/Andrew’s Blog » [SECURITY] IcedTea 1.11.11 & 1.12.5 for OpenJDK 6 Released!

'[security bulletin] HPSBUX02889 SSRT101252 rev.1 - HP-UX Running Java, Remote Unauthorized Access, D' - MARC
Red Hat Customer Portal

IBM Multiple security exposures in IBM Cognos Bl Server (CVE-2013-2988, CVE-2013-2978, CVE-2013-1557, CVE-2013-0586, CVE-2013-1+
Oracle Has Released Multiple Updates for Java SE | US-CERT

jdk7u/jdk7u-dev/jdk: 76eb3fb80740

Red Hat Customer Portal

[security-announce] SUSE-SU-2013:0934-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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