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CVE-2013-1591

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Pale Moon from Palemoon contain the following
’ vulnerability:

Stack-based buffer overflow in libpixman, as used in Pale Moon before
15.4 and possibly other products, has unspecified impact and context-
dependent attack vectors. NOTE: this issue might be resultant from an
integer overflow in the fast_composite_scaled_bilinear function in
pixman-inlines.h, which triggers an infinite loop.

CVE-2013-1591 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low NN |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References
Description Tags Link
Red Hat Customer Portal & REDHAT RHSA-2013:0687
web.archive.org

® CONFIRM
support.f5.com/csp/article/K51392553

Support / Security / Advisories / / MDVSA-2013:116 | & MANDRIVA MDVSA-2013:116

Mandriva

Red Hat Customer Portal & REDHAT RHSA-2013:0746



https://cve.report/
https://cve.report/CVE-2013-1591/mitre
https://cve.report/CVE-2013-1591/nist
https://cve.report/CVE-2013-1591/cve_org
https://cve.report/CVE-2013-1591.pdf
http://cve.report/software/palemoon/pale_moon
http://cve.report/vendor/palemoon
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-0687.html
https://support.f5.com/csp/article/K51392553
http://www.mandriva.com/security/advisories?name=MDVSA-2013:116
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-0746.html

Pale Moon - (& CONFIRM www.palemoon.org/releasenotes-

ng.shtml
910149 — (CVE-2013-1591) CVE-2013-1591 pixman: | Exploit | 23 CONFIRM bugzilla.redhat.com/show_bug.cgi?
stack-based buffer overflow [ Patch | id=910149
pixman - Pixman: The pixel-manipulation library for Xand ~ JETIE G MISC cgit.freedesktop.org/pixman/commit/?
cairo. (mirrored from [ Patch | id=de60e2e0e3eb6084f8f14b63f25b3cbflb012943f
https:/gitlab.freedesktop.org/pixman/pixman)
Support/Advisories/MGASA-2013-0077 - Mageia wiki 2) CONFIRM
wiki.mageia.org/en/Support/Advisories/MGASA-

2013-0077

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Palemoon Pale Moon 11.0 All All All
Application Palemoon Pale Moon 11.0.1 All All All
Application Palemoon Pale Moon 12.0 All All All
Application Palemoon Pale Moon 121 All All All
Application Palemoon Pale Moon 12.2 All All All
Application Palemoon Pale Moon 12.2.1 All All All
Application Palemoon Pale Moon 12.3 All All All
Application Palemoon Pale Moon 12.3 r2 All All
Application Palemoon Pale Moon 15.0 All All All
Application Palemoon Pale Moon 15.1 All All All
Application Palemoon Pale Moon 15.1.1 All All All
Application Palemoon Pale Moon 15.2 All All All
Application Palemoon Pale Moon 15.2.1 All All All
Application Palemoon Pale Moon 15.3 All All All
Application Palemoon Pale Moon 15.3.1 All All All
Application Palemoon Pale Moon 4.0 All All All
Application Palemoon Pale Moon 4.0.3 All All All
Application Palemoon Pale Moon 4.05 All All All
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dkak ok k ok akak.

cpe:2.3:a:palemoon:pale_moon:11.0.1:*:** %%

cpe:2.3:a:palemoon:pale_moon:12.0

sk ok ak ok akakak.

cpe:2.3:a:palemoon:pale_moon:12.1: " *:*:*:

cpe:2.3:a:palemoon:pale_moon:12.2

Skakakakkakak.

cpe:2.3:a:palemoon:pale_moon:12.2.1:*:*:*:*:

cpe:2.3:a:palemoon:pale_moon:12.3:*:*:*:**:*:*:

cpe:2.3:a:palemoon:pale_moon:15.0::*:*:**:*:*:

cpe:2.3:a:palemoon:pale_moon:15.1

skakakakkakak.

cpe:2.3:a:palemoon:pale_moon:15.1.1:* %"

cpe:2.3:a:palemoon:pale_moon:15.2:*:*:*:*:**:*:

dkkakukakakak.

cpe:2.3:a:palemoon:pale_moon:15.2.1 %"

cpe:2.3:a:palemoon:pale_moon:15.3:":*:*: "

dkukakkakakak.

cpe:2.3:a:palemoon:pale_moon:15.3.1 %"

cpe:2.3:a:palemoon:pale_moon:4.0:*:*:*:*:*:*::

cpe:2.3:a:palemoon:pale_moon:4.0.3:*:*:**:*:*:*:

cpe:2.3:a:palemoon:pale_moon:4.0.5:*:*:***:*:*:

cpe:2.3:a:palemoon:pale_moon:4.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:palemoon:pale_moon:4.0.7:*:*:***:*:*:
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AKLakak kR Rk,

cpe:2.3:a:palemoon:pale_moon:5.0:*:*:**:*:*:*:
cpe:2.3:a:palemoon:pale_moon:6.0:*:*:**:*:*:*:
cpe:2.3:a:palemoon:pale_moon:6.0.2:*:*:***:*:*:
cpe:2.3:a:palemoon:pale_moon:7.0:*:***:**::
cpe:2.3:a:palemoon:pale_moon:7.0.1:**: ™
cpe:2.3:a:palemoon:pale_moon:9.0:*:**:*:*:*:*:
cpe:2.3:a:palemoon:pale_moon:9.0.1:**:***:*:*:

Kk kKR kK,

cpe:2.3:a:palemoon:pale_moon:9.1:*:***:**:*:
cpe:2.3:a:palemoon:pale_moon:9.2:*:***:**:*:
cpe:2.3:a:palemoon:pale_moon:11.0:*:*:*:**:*:*:
cpe:2.3:a:palemoon:pale_moon:11.0.1: %"
cpe:2.3:a:palemoon:pale_moon:12.0:*:*:*:**:*:*:
cpe:2.3:a:palemoon:pale_moon:12.1:*:*:*:* "
cpe:2.3:a:palemoon:pale_moon:12.2:*:*:*:*:*:*:*:

cpe:2.3:a:palemoon:pale_moon:12.2.1:*:*:*:*:*:

cpe:2.3:a:palemoon:pale_moon:12.3:*:*:*:**:*:*:

cpe:2.3:a:palemoon:pale_moon:15.0:*:*:*:***:*:

cpe:2.3:a:palemoon:pale_moon:15.1: " " *:*:

cpe:2.3:a:palemoon:pale_moon:15.1.1:**:* "

cpe:2.3:a:palemoon:pale_moon:15.2:*:*:*:***:*:

L

cpe:2.3:a:palemoon:pale_moon:15.2.1 %"
cpe:2.3:a:palemoon:pale_moon:15.3:*:*:*:* "
cpe:2.3:a:palemoon:pale_moon:15.3.1 %"
cpe:2.3:a:palemoon:pale_moon:4.0:*:*:*:*:**::
cpe:2.3:a:palemoon:pale_moon:4.0.3:*:*:***:*:*:

cpe:2.3:a:palemoon:pale_moon:4.0.5:*:*:***:*:*:

cpe:2.3:a:palemoon:pale_moon:4.0.6:*:*:*:*:*:*:*:



cpe:2.3:a:palemoon:pale_moon:4.0.7:*:*:***:*:*:

cpe:2.3:a:palemoon:pale_moon:5.0:*:*:**:*:*:*:

cpe:2.3:a:palemoon:pale_moon:6.0:*:*:**:*:*:*:

cpe:2.3:a:palemoon:pale_moon:6.0.2:*:*:***:*:*:

cpe:2.3:a:palemoon:pale_moon:7.0:*:***:**::

cpe:2.3:a:palemoon:pale_moon:7.0.1:**: "™

cpe:2.3:a:palemoon:pale_moon:9.0:*:***:*:*:*:

cpe:2.3:a:palemoon:pale_moon:9.0.1:**:***:*:*:

cpe:2.3:a:palemoon:pale_moon:9.1::*****:*:

cpe:2.3:a:palemoon:pale_moon:9.2:*:**:*:**:*:

cpe:2.3:0:redhat:enterprise_linux:6.0:":*:*:**:*:*:

cpe:2.3:0:redhat:enterprise_linux:6.0:":*:*:**:*:*:

cpe:2.3:a:redhat:enterprise_virtualization:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:redhat:enterprise_virtualization:3.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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