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CVE Program / NVD first with legacy fallback

2020-01-24 19:15:00 UTC

2020-01-27 19:57:00 UTC

A Directory Traversal vulnerability exists in Vivotek PT7135 IP Cameras 0300a and 0400a via a specially crafted GET requ:

Risk And Classification

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Vivotek Pt7135 - All All All
Hardware Vivotek Pt7135 - All All All
Operating System Vivotek Pt7135 Firmware 0300a All All All
Operating System Vivotek Pt7135 Firmware 0400a All All All
Operating System Vivotek Pt7135 Firmware 0300a All All All
Operating System Vivotek Pt7135 Firmware 0400a All All All
References |
Reference Source Link Tags
CVE-2013-1597 ~ Packet Storm MISC packetstormsecurity.com Third Party Advisory, VD

1

IBM X-Force Exchange

Malformed Request
CVE Program record

NVD vulnerability detail

Vivotek IP Cameras Multiple Vulnerabilities | CORE Security

MISC

exploitdb/25139.txt at master - offensive-security/exploitdb - GitHub ~ MISC

MISC

MISC

CVE.ORG

NVD

exchange.xforce.ibmcloud.com

github.com
www.coresecurity.com
www.securityfocus.com
Www.cve.org

nvd.nist.gov

Third Party Advisory, VD
Exploit, Third Party Advig
Exploit, Third Party Advis
Third Party Advisory, VD
canonical

canonical, analysis
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https://cve.report/
https://cve.report/CVE-2013-1597/mitre
https://cve.report/CVE-2013-1597/nist
https://cve.report/CVE-2013-1597/cve_org
https://cve.report/CVE-2013-1597.pdf
http://cve.report/vendor/vivotek
http://cve.report/software/vivotek/pt7135
http://cve.report/vendor/vivotek
http://cve.report/software/vivotek/pt7135
http://cve.report/vendor/vivotek
http://cve.report/software/vivotek/pt7135_firmware
http://cve.report/vendor/vivotek
http://cve.report/software/vivotek/pt7135_firmware
http://cve.report/vendor/vivotek
http://cve.report/software/vivotek/pt7135_firmware
http://cve.report/vendor/vivotek
http://cve.report/software/vivotek/pt7135_firmware
https://packetstormsecurity.com/files/cve/CVE-2013-1597
https://exchange.xforce.ibmcloud.com/vulnerabilities/83947
https://github.com/offensive-security/exploitdb/blob/master/exploits/hardware/webapps/25139.txt
https://www.coresecurity.com/advisories/vivotek-ip-cameras-multiple-vulnerabilities
http://www.securityfocus.com/bid/59576
https://www.cve.org/CVERecord?id=CVE-2013-1597
https://nvd.nist.gov/vuln/detail/CVE-2013-1597

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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