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CVE-2013-1619

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACHAUNCRIP/AN Certain versions of Gnutls from Gnu contain the following vulnerability:

The TLS implementation in GnuTLS before 2.12.23, 3.0.x before
3.0.28, and 3.1.x before 3.1.7 does not properly consider timing side-
channel attacks on a noncompliant MAC check operation during the
processing of malformed CBC padding, which allows remote attackers
to conduct distinguishing attacks and plaintext-recovery attacks via
statistical analysis of timing data for crafted packets, a related issue to

CVE-2013-0169.

CVE-2013-1619 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: gEMEDIN] |

Access Access Authentication
Vector Complexity

NETWORK [HiGH [ NON |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

[security-announce] 9 SUSE SUSE-SU-2014:0320
SUSE-SU-2014:0320-1:

critical: Security update

for g

Security Advisory { SECUNIA 57274
SA57274 - SUSE update
for gnutls - Secunia

openSUSE-SU- 9 SUSE openSUSE-SU-2013:0807
2013:0807-1: moderate:
update for gnutls

118N-1759-1 GnuTl & M IR INTIISN-1759-1


https://cve.report/
https://cve.report/CVE-2013-1619/mitre
https://cve.report/CVE-2013-1619/nist
https://cve.report/CVE-2013-1619/cve_org
https://cve.report/CVE-2013-1619.pdf
http://cve.report/software/gnu/gnutls
http://cve.report/vendor/gnu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2014-03/msg00001.html
https://web.archive.org/web/2013/http://secunia.com/advisories/57274
http://lists.opensuse.org/opensuse-updates/2013-05/msg00023.html
http://www.ubuntu.com/usn/USN-1752-1

fo o e

vulnerability | Ubuntu

~ru e

nmav's Blog: Time is
money (in CBC
ciphersuites)

Red Hat Customer Portal

[security-announce]
SUSE-SU-2014:0322-1:
critical: Security update
for g

Security Advisory
SA57260 - SUSE update
for gnutls - Secunia

No Description Provided

Fixes to avoid a timing
attack in TLS CBC record
parsing. - Gitorious

[security-announce]
openSUSE-SU-
2014:0346-1: critical:
gnutls

oss-security - Re: CVE
request: TLS CBC
padding timing flaw in
various SSL/ TLS
implementations

GnuTLS

text/html

nmav.gnutis.org
text/html

web.archive.org
text/htm
Inactive Link  Not Archived

lists.opensuse.org
text/html

web.archive.org
text/html

gitorious.org

Inactive Link™ Not Archived

web.archive.org
text/html
Inactive Link™ Not Archived

lists.opensuse.org
text/htm

openwall.com
text/html

application/pdf

www.gnutls.org
text/html

N A AR

) CONFIRM nmav.gnutls.org/2013/02/time-is-money-for-cbc-ciphersuites.html

& REDHAT RHSA-2013:0588

9 SUSE SUSE-SU-2014:0322

> SECUNIA 57260

13 CONFIRM

gitorious.org/gnutls/gnutls/commit/b8391806cd79095fe566f2401d8c7ad85a64b198

13 CONFIRM
gitorious.org/gnutls/gnutls/commit/328ee22¢c1b3951e060c7124c7cb1cee592c59bcO

9 SUSE openSUSE-SU-2014:0346

{ > MLIST [oss-security] 20130205 Re: CVE request: TLS CBC padding timing flaw
in various SSL / TLS implementations

1 MISC www.isg.rhul.ac.uk/tls/TLStiming.pdf

fg CONFIRM www.gnutls.org/security. html#GNUTLS-SA-2013-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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cpe:2.3:a:gnu:gnutls:2.0.3:*

cpe:2.3:a:gnu:gnutls:2.0.4:*

cpe:2.3:a:gnu:gnutls:2.1.0:"

cpe:2.3:a:gnu:gnutls:2.1.1

cpe:2.3:a:gnu:gnutls:2.1.2:%

cpe:2.3:a:gnu:gnutls:2.1.3:

cpe:2.3:a:gnu:gnutls:2.1.4: >

cpe:2.3:a:gnu:gnutls:2.1.5: "
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cpe:2.3:a:gnu:gnutls:2.1.6: "

cpe:2.3:a:gnu:gnutls:2.1.7: %

cpe:2.3:a:gnu:gnutls:2.1.8: "

cpe:2.3:a:gnu:gnutls:2.10.0:*: "

cpe:2.3:a:gnu:gnutls:2.10.1: "

dkukakakakakak.

cpe:2.3:a:gnu:gnutls:2.10.2:%: %%

cpe:2.3:a:gnu:gnutls:2.10.3:*:%:%:

sk ukakakakakak.

cpe:2.3:a:gnu:gnutls:2.10.4:% "

cpe:2.3:a:gnu:gnutls:2.10.5:% %

dkukakukakakak.

cpe:2.3:a:gnu:gnutls:2.12.0:*: %

dkkakkkakak.

cpe:2.3:a:gnu:gnutls:2.12.1 %% %

akLk kKKK k.

cpe:2.3:a:gnu:gnutls:2.12.10:*:*:

akLkk kKKK,

cpe:2.3:a:gnu:gnutls:2.12.12:%:* %

AkLkk kKKK,

cpe:2.3:a:gnu:gnutls:2.12.13: "™

ARk kKKK k.

cpe:2.3:a:gnu:gnutls:2.12.14*:* %

akLkak kKKK,

cpe:2.3:a:gnu:gnutls:2.12.15:%:* %

ARk ak kR kK,

cpe:2.3:a:gnu:gnutls:2.12.17: e

aKakak kKR k.

cpe:2.3:a:gnu:gnutls:2.12.18: ™

KKk oKk kK,

cpe:2.3:a:gnu:gnutls:2.12.19: e

cpe:2.3:a:gnu:gnutls:2.12.2:%

KKk ok kR k.

cpe:2.3:a:gnu:gnutls:2.12.21 %
cpe:2.3:a:gnu:gnutls:2.12.22:**** %"
cpe:2.3:a:gnu:gnutls:2.12.3:*:****
cpe:2.3:a:gnu:gnutls:2.12.4:* "

cpe:2.3:a:gnu:gnutls:2.12.5:% %%

cpe:2.3:a:anu:anutls:2.12.6:*:*:***:*:*:



cpe:2.3:a:gnu:gnutls:2.12.6.1:

cpe:2.3:a:gnu:gnutls:2.12.7:% " "

cpe:2.3:a:gnu:gnutls:2.12.8:* """

cpe:2.3:a:gnu:gnutls:2.12.9:* " "

cpe:2.3:a:gnu:gnutls:2.2.0: "

cpe:2.3:a:gnu:gnutls:2.2.1:

cpe:2.3:a:gnu:gnutls:2.2.2: 7

cpe:2.3:a:gnu:gnutls:2.2.3:

cpe:2.3:a:gnu:gnutls:2.2.4:**xx

cpe:2.3:a:gnu:gnutls:2.2.5:* %

cpe:2.3:a:gnu:gnutls:2.3.0:*

cpe:2.3:a:gnu:gnutls:2.3. 1

dk Lk ak Lk akakak.

cpe:2.3:a:gnu:gnutls:2.3.11 %

cpe:2.3:a:gnu:gnutls:2.3.2:

cpe:2.3:a:gnu:gnutls:2.3.3:* % *

cpe:2.3:a:gnu:gnutls:2.3.4:

cpe:2.3:a:gnu:gnutls:2.3.5:

cpe:2.3:a:gnu:gnutls:2.3.6:

cpe:2.3:a:gnu:gnutls:2.3.7:

cpe:2.3:a:gnu:gnutls:2.3.8:"

cpe:2.3:a:gnu:gnutls:2.3.9:

cpe:2.3:a:gnu:gnutls:2.4.0:"

cpe:2.3:a:gnu:gnutls:2.4.1 e

cpe:2.3:a:gnu:gnutls:2.4.2:%

cpe:2.3:a:gnu:gnutls:2.4.3:*

cpe:2.3:a:gnu:gnutls:2.5.0:

cpe:2.3:a:gnu:gnutls:2.6.0: "



cpe:2.3:a:gnu:gnutls:2.6.1 "

cpe:2.3:a:gnu:gnutls:2.6.2:* %"

cpe:2.3:a:gnu:gnutls:2.6.3:

cpe:2.3:a:gnu:gnutls:2.6.4: %"k

cpe:2.3:a:gnu:gnutls:2.6.5: "

cpe:2.3:a:gnu:gnutls:2.6.6: %"

cpe:2.3:a:gnu:gnutls:2.7.4:**xx

cpe:2.3:a:gnu:gnutls:2.8.0: "

cpe:2.3:a:gnu:gnutls:2.8.1:

cpe:2.3:a:gnu:gnutls:2.8.2:***x

cpe:2.3:a:gnu:gnutls:2.8.3:

cpe:2.3:a:gnu:gnutls:2.8.4:**xx

cpe:2.3:a:gnu:gnutls:2.8.5:

cpe:2.3:a:gnu:gnutls:2.8.6:*

cpe:2.3:a:gnu:gnutls:3.0: "k

cpe:2.3:a:gnu:gnutls:3.0.0:* %

cpe:2.3:a:gnu:gnutls:3.0. 1

dkk ok kakakak.

cpe:2.3:a:gnu:gnutls:3.0.10:*: 7

Sk Lk k kR akak.

cpe:2.3:a:gnu:gnutls:3.0.12:

Sk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:3.0.13:

Sk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:3.0.17:*:

sk Kk kR akak.

cpe:2.3:a:gnu:gnutls:3.0.18:*:** " ™

cpe:2.3:a:gnu:gnutls:3.0.19: %"

cpe:2.3:a:gnu:gnutls:3.0.2: "k

AmAN) DiAacaniiranmiidlaD N NNLK Kk ok ok ok x .



cpe:2.3:a:gnu:gnutls:3.0.3:

cpe:2.3:a:gnu:gnutls:3.0.4:

cpe:2.3:a:gnu:gnutls:3.0.5:*

cpe:2.3:a:gnu:gnutls:3.0.6:*:

cpe:2.3:a:gnu:gnutls:3.0.7:*

cpe:2.3:a:gnu:gnutls:3.0.8:****

cpe:2.3:a:gnu:gnutls:3.0.9:* % *

cpe:2.3:a:gnu:gnutls:3.1.0:

cpe:2.3:a:gnu:gnutls:3.1. 1

cpe:2.3:a:gnu:gnutls:3.1.2:

cpe:2.3:a:gnu:gnutls:3.1.3:

cpe:2.3:a:gnu:gnutls:3.1.4: e

cpe:2.3:a:gnu:gnutls:3.1.5:

cpe:2.3:a:gnu:gnutls:3.1.6:"

cpe:2.3:a:gnu:gnutls:2.0.0:*

cpe:2.3:a:gnu:gnutls:2.0.1 % e

cpe:2.3:a:gnu:gnutls:2.0.2:*:*

cpe:2.3:a:gnu:gnutls:2.0.3:* %

cpe:2.3:a:gnu:gnutls:2.0.4: >

cpe:2.3:a:gnu:gnutls:2.1.0: "

cpe:2.3:a:gnu:gnutls:2.1. 1 "



cpe:2.3:a:gnu:gnutls:2.1.2: %"

cpe:2.3:a:gnu:gnutls:2.1.3: "

cpe:2.3:a:gnu:gnutls:2.1.4: %

cpe:2.3:a:gnu:gnutls:2.1.5: %

cpe:2.3:a:gnu:gnutls:2.1.6: "

cpe:2.3:a:gnu:gnutls:2.1.7: "

cpe:2.3:a:gnu:gnutls:2.1.8: "

dkakakakakakak.

cpe:2.3:a:gnu:gnutls:2.10.0:*: %

cpe:2.3:a:gnu:gnutls:2.10.1 % %

L 2

cpe:2.3:a:gnu:gnutls:2.10.2:% %

cpe:2.3:a:gnu:gnutls:2.10.3:*: "

cpe:2.3:a:gnu:gnutls:2.10.4:***:

dk Lk akkkakak.

cpe:2.3:a:gnu:gnutls:2.10.5:

cpe:2.3:a:gnu:gnutls:2.12.0: "

dk Lk akkakakak.

cpe:2.3:a:gnu:gnutls:2.12.1

AkLakak kKKK,

cpe:2.3:a:gnu:gnutls:2.12.10:*:*:

KLk kKRR k.

cpe:2.3:a:gnu:gnutls:2.12.11 % %

ARk ak kKR k.

cpe:2.3:a:gnu:gnutls:2.12.13: e

ARk ak kKR k.

cpe:2.3:a:gnu:gnutls:2.12. 14

Kk ak kR kK,

cpe:2.3:a:gnu:gnutls:2.12.15: e

kKK oKk kK,

cpe:2.3:a:gnu:gnutls:2.12.16: ™

Kk kKR kK,

cpe:2.3:a:gnu:gnutls:2.12.18: i

Kk kKRR k.

cpe:2.3:a:gnu:gnutls:2.12.19: e

cpe:2.3:a:gnu:gnutls:2.12.2:%

Kk koK kR k.

cpe:2.3:a:gnu:gnutls:2.12.20:" > "%



cpe:2.3:a:gnu:gnutls:2.12.3:*: "%
cpe:2.3:a:gnu:gnutls:2.12.4:* " "
cpe:2.3:a:gnu:gnutls:2.12.5:% "%
cpe:2.3:a:gnu:gnutls:2.12.6:%:%:" "
cpe:2.3:a:gnu:gnutls:2.12.6.1: """
cpe:2.3:a:gnu:gnutls:2.12. 77"
cpe:2.3:a:gnu:gnutls:2.12.8:*:*:" "
cpe:2.3:a:gnu:gnutls:2.12.9:%: %%
cpe:2.3:a:gnu:gnutls:2.2.0:*
cpe:2.3:a:gnu:gnutls:2.2.1:
cpe:2.3:a:gnu:gnutls:2.2.2:* %k
cpe:2.3:a:gnu:gnutls:2.2.3:* %k
cpe:2.3:a:gnu:gnutls:2.2.4: e
cpe:2.3:a:gnu:gnutls:2.2.5:
cpe:2.3:a:gnu:gnutls:2.3.0:* % *
cpe:2.3:a:gnu:gnutls:2.3.1 7 x

dkk ok k Lk akak.

cpe:2.3:a:gnu:gnutls:2.3.10:* 7

cpe:2.3:a:gnu:gnutls:2.3.2: %

cpe:2.3:a:gnu:gnutls:2.3.3:

cpe:2.3:a:gnu:gnutls:2.3.4:

cpe:2.3:a:gnu:gnutls:2.3.5:

cpe:2.3:a:gnu:gnutls:2.3.6: %k

cpe:2.3:a:gnu:gnutls:2.3.7:

cpe:2.3:a:gnu:gnutls:2.3.8: %k

cpe:2.3:a:gnu:gnutls:2.3.9: *xrk

cpe:2.3:a:gnu:gnutls:2.4.0: %

cpe:2.3:a:gnu:gnutls:2.4. 1 e



cpe:2.3:a:gnu:gnutls:2.4.2:* %"

cpe:2.3:a:gnu:gnutls:2.4.3: %"

cpe:2.3:a:gnu:gnutls:2.5.0: "

cpe:2.3:a:gnu:gnutls:2.6.0: "

cpe:2.3:a:gnu:gnutls:2.6.1: "

cpe:2.3:a:gnu:gnutls:2.6.2:* %"

cpe:2.3:a:gnu:gnutls:2.6.3: "

cpe:2.3:a:gnu:gnutls:2.6.4:

cpe:2.3:a:gnu:gnutls:2.6.5:

cpe:2.3:a:gnu:gnutls:2.6.6:*

cpe:2.3:a:gnu:gnutls:2.7.4:**xx

cpe:2.3:a:gnu:gnutls:2.8.0:

cpe:2.3:a:gnu:gnutls:2.8.1:

cpe:2.3:a:gnu:gnutls:2.8.2:

cpe:2.3:a:gnu:gnutls:2.8.3: % *

cpe:2.3:a:gnu:gnutls:2.8.4:

cpe:2.3:a:gnu:gnutls:2.8.5:

cpe:2.3:a:gnu:gnutls:2.8.6:

R I

cpe:2.3:a:gnu:gnutls:3.0:

cpe:2.3:a:gnu:gnutls:3.0.0:

cpe:2.3:a:gnu:gnutls:3.0.1 "

Lk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:3.0.10:

LRk kR ok akak.

cpe:2.3:a:gnu:gnutls:3.0.11

sk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:3.0.13:

dkakakak ok akak.

cpe:2.3:a:gnu:gnutls:3.0. 14

sk ok ak kR akak.

cpe:2.3:a:gnu:gnutls:3.0.15: "%



dkukakukkakak.

cpe:2.3:a:gnu:gnutls:3.0.26:*:*:*

sk Lk ak Lk kakuk.

cpe:2.3:a:gnu:gnutls:3.0.27:*

cpe:2.3:a:gnu:gnutls:3.0.3:

cpe:2.3:a:gnu:gnutls:3.0.4:

cpe:2.3:a:gnu:gnutls:3.0.5:* %

cpe:2.3:a:gnu:gnutls:3.0.6:* %

cpe:2.3:a:gnu:gnutls:3.0.7:* %

cpe:2.3:a:gnu:gnutls:3.0.8:****

cpe:2.3:a:gnu:gnutls:3.0.9:

cpe:2.3:a:gnu:gnutls:3.1.0:

cpe:2.3:a:gnu:gnutls:3.1.1 " e

cpe:2.3:a:gnu:gnutls:3.1.2:

cpe:2.3:a:gnu:gnutls:3.1.3:

cpe:2.3:a:gnu:gnutls:3.1.4: e

cpe:2.3:a:gnu:gnutls:3.1.5:

cpe:2.3:a:gnu:gnutls:3.1.6:*

No vendor comments have been submitted for this CVE
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