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The TLS and DTLS implementations in wolfSSL CyaSSL before 2.5.0 do not properly consider timing side-channel attacks
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)
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Application
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Vendor Product Version Update Edition Language
Yassl Cyassl 0.2.0 All All All
Yassl Cyassl 0.3.0 All All All
Yassl Cyassl 0.4.0 All All All
Yassl Cyassl 0.5.0 All All All
Yassl Cyassl 0.5.5 All All All
Yassl Cyassl 0.6.0 All All All
Yassl Cyassl 0.6.2 All All All
Yassl Cyassl 0.6.3 All All All
Yassl Cyassl 0.8.0 All All All
Yassl Cyassl 0.9.0 All All All
Yassl Cyassl 0.9.6 All All All
Yassl Cyassl 0.9.8 All All All
Yassl Cyassl 0.9.9 All All All
Yassl Cyassl 1.0.0 rci All All
Yassl Cyassl 1.0.0 rc2 All All
Yassl Cyassl 1.0.0 rc3 All All

Yassl Cyassl 1.0.2 All All All


https://cve.report/
https://cve.report/CVE-2013-1623/mitre
https://cve.report/CVE-2013-1623/nist
https://cve.report/CVE-2013-1623/cve_org
https://cve.report/api/cve/CVE-2013-1623.json
https://cve.report/CVE-2013-1623.pdf
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl

Cyassl

1.0.3

1.0.6

1.2.0

1.3.0

1.4.0

1.5.0

1.54

1.5.6

1.6.0

1.6.5

1.8.0

1.9.0

2.0.0

2.0.0

2.0.0

2.0.2

2.0.6

2.0.8

2.2.0

2.3.0

2.4.0

0.2.0

0.3.0

0.4.0

0.5.0

0.5.5

0.6.0

0.6.2

0.6.3

0.8.0

0.9.0

0.9.6

0.9.8

0.9.9

All

All

All

All

All

All

All

All

All

All

All

All

All

rcl

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Yassl

Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl
Cyassl

Cyassl

1.0.0

1.0.0

1.0.0

1.0.2

1.0.3

1.0.6

1.1.0

1.2.0

1.3.0

1.4.0

1.5.0

1.5.4

1.5.6

1.6.0

1.6.5

1.8.0

1.9.0

2.0.0

2.0.0

2.0.0

2.0.2

2.0.6

2.0.8

2.2.0

2.3.0

2.4.0

All

rcl

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

rcl

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

CVE Program record

About Secunia Research | Flexera

www.isg.rhul.ac.uk/tls/TLStiming.pdf

Gentoo Linux Documentation -- MySQL: Multiple vulnerabilities

oss-security - Re: CVE request: TLS CBC padding timing flaw in various SSL / TLS implementations

wolfSSL, provider of CyaSSL Embedded SSL, releases first embedded TLS and DTLS protocol fix for Lucky Thirteen Attack CONFIRM

Li

S

S

0l


http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://cve.report/vendor/yassl
http://cve.report/software/yassl/cyassl
http://secunia.com/advisories/53372
http://www.yassl.com/yaSSL/Blog/Entries/2013/2/5_WolfSSL%252C_provider_of_CyaSSL_Embedded_SSL%252C_releases_first_embedded_TLS_and_DTLS_protocol_fix_for_Lucky_Thirteen_Attack.html
http://security.gentoo.org/glsa/glsa-201308-06.xml
http://openwall.com/lists/oss-security/2013/02/05/24
http://www.isg.rhul.ac.uk/tls/TLStiming.pdf
https://www.cve.org/CVERecord?id=CVE-2013-1623

NVD vulnerability detail NVD n

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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