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AVNCUAUNCPIPIAP Certain versions of Php from Php contain the following vulnerability:

ext/soap/soap.c in PHP before 5.3.22 and 5.4.x before 5.4.13 does not
validate the relationship between the soap.wsdl_cache_dir directive
and the open_basedir directive, which allows remote attackers to
bypass intended access restrictions by triggering the creation of cached
SOAP WSDL files in an arbitrary directory.

CVE-2013-1635 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

[security-announce] SUSE- 9 SUSE SUSE-SU-2013:1285
SU-2013:1285-1: important:
Security update for

Support/Advisories/MGASA- {7) CONFIRM wiki.mageia.org/en/Support/Advisories/MGASA-2013-0101
2013-0101 - Mageia wiki

Debian -- Security (© DEBIAN DSA-2639

Information -- DSA-2639-1

phpS

[security-announce] SUSE- 9 SUSE SUSE-SU-2013:1315
SU-2013:1315-1: important:
Security update for

APPLE-SA-2013-09-12-1 ﬂ APPLE APPLE-SA-2013-09-12-1
OS X Mountain Lion v10.8.5



https://cve.report/
https://cve.report/CVE-2013-1635/mitre
https://cve.report/CVE-2013-1635/nist
https://cve.report/CVE-2013-1635/cve_org
https://cve.report/CVE-2013-1635.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2013-07/msg00034.html
https://wiki.mageia.org/en/Support/Advisories/MGASA-2013-0101
http://www.debian.org/security/2013/dsa-2639
http://lists.opensuse.org/opensuse-security-announce/2013-08/msg00006.html
http://lists.apple.com/archives/security-announce/2013/Sep/msg00002.html

and Security Update 2013-
004

208.43.231.11 Git - php-
src.git/commitdiff

459904 — (CVE-2013-1635)

About the security content
of OS X Mountain Lion
v10.8.5 and Security Update
2013-004

208.43.231.11 Git - php-
src.git/blob - NEWS

Support / Security /
Advisories / / MDVSA-
2013:114 | Mandriva

#702221 - php5: CVE-2013-
1635 CVE-2013-1643 -
Debian Bug report logs

208.43.231.11 Git - php-
src.git/blob - NEWS

Bug 918196 — CVE-2013-
1635 php, php53: Arbitrary
locations file write due
absent validation of
soap.wsdl_cache_dir
configuration directive value

git.php.net
text/xml

bugs.gentoo.org
text/html

support.apple.com
text/html

git.php.net
text/xml

www.mandriva.com
text/html

bugs.debian.org
text/html

git.php.net

text/xml

bugzilla.redhat.com
text/html

2) CONFIRM git.php.net/?p=php-
src.git;a=commitdiff;h=702b436ef470cc02f8e2cc21f2fadeee42103c74

B3 CONFIRM bugs.gentoo.org/show_bug.cgi?id=459904

@& CONFIRM support.apple.com/kb/HT5880

() CONFIRM git.php.net/?p=php-
src.git;a=blob;f=NEWS;h=82afa3a040e639f3595121e45b850d5453906a00;hb=refs/head:
5.3

& MANDRIVA MDVSA-2013:114

(@ CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?bug=702221

) CONFIRM git.php.net/?p=php-
src.git;a=blob;f=NEWS;h=366f9a4396d3034cc903a4271e7fdeccc5d3eab;hb=refs/heads/
5.4

2) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=918196

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

L]

There are currently no QIDs associated with this CVE
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cpe:2.3:a:php:php:1

Fhp
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

AKakLk kR LRk,

cpe:2.3:a:php:php:2.0:* " "

cpe:2.3:a:php:php:3.0:*:* "

cpe:2.3:a:php:php:3.0.1 "

cpe:2.3:a:php:php:3.0.10

cpe:2.3:a:php:php:3.0.11

cpe:2.3:a:php:php:3.0.12

cpe:2.3:a:php:php:3.0.13

cpe:2.3:a:php:php:3.0.14

LRk kR ok ukak.

LRk kR ok akak.

dkak kR ok akak,

LRk akak ok ak k.

LRk kR ok akak.

FPhp
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cpe:2.3:a:php:php:3.0.2: %" "

cpe:2.3:a:php:php:3.0.3: %" %"

cpe:2.3:a:php:php:3.0.4:" %" "

cpe:2.3:a:php:php:3.0.5: %" %"

cpe:2.3:a:php:php:3.0.6:" %" %"

cpe:2.3:a:php:php:3.0.7: %" "

cpe:2.3:a:php:php:3.0.8: % "

cpe:2.3:a:php:php:3.0.9:* % "

kLK Lk kKK,

cpe:2.3:a:php:php:4.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:*:

kKK LKLk k.

cpe:2.3:a:php:php:4.0:betad:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta_4_patch1: " "

cpe:2.3:a:php:php:4.0.0:* "

cpe:2.3:a:php:php:4.0.1 "

cpe:2.3:a:php:php:4.0.2:* "

cpe:2.3:a:php:php:4.0.3:™ % "

cpe:2.3:a:php:php:4.0.4:*

cpe:2.3:a:php:php:4.0.5:"

cpe:2.3:a:php:php:4.0.6:*: "

cpe:2.3:a:php:php:4.0.7:*

cpe:2.3:a:php:php:4.1.0:*

cpe:2.3:a:php:php:4.1.1 e

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1 7

cpe:2.3:a:php:php:4.2.2: %" "

cpe:2.3:a:php:php:4.2.3: %" "

cpe:2.3:a:php:php:4.3.0:* %"



cpe:2.3:a:php:php:4.3.1: %"

cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3: " %"

cpe:2.3:a:php:php:4.3.4:" %" "

cpe:2.3:a:php:php:4.3.5: % "

cpe:2.3:a:php:php:4.3.6:**: "

cpe:2.3:a:php:php:4.3.7:* % "

cpe:2.3:a:php:php:4.3.8:* % "

cpe:2.3:a:php:php:4.3.9:* % "

cpe:2.3:a:php:php:4.4.0:*** "

cpe:2.3:a:php:php:4.4.1:

cpe:2.3:a:php:php:4.4.2:* %

cpe:2.3:a:php:php:4.4.3:

cpe:2.3:a:php:php:4.4.4: =

cpe:2.3:a:php:php:4.4.5:

cpe:2.3:a:php:php:4.4.6:*:* "

cpe:2.3:a:php:php:4.4.7:%

cpe:2.3:a:php:php:4.4.8:*:

cpe:2.3:a:php:php:4.4.9:*

cpe:2.3:a:php:php:5.0.0:*: "

Skuk ok ak Lk uk,

cpe:2.3:a:php:php:5.0.0:betat:*:*:**:*:*:

dkak ok akk ok,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skak ok kuk ok,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skak ok ak Lk ak,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skakakakakak,

cpe:2.3:a:php:php:5.0.0:rct " "



cpe:2.3:a:php:php:5.0.1: %" ™

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: """

cpe:2.3:a:php:php:5.0.4:" %" "

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0:* % "

cpe:2.3:a:php:php:5.1.1: % "

cpe:2.3:a:php:php:5.1.2:* % "

cpe:2.3:a:php:php:5.1.3:* % "

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:% % "

cpe:2.3:a:php:php:5.1.6:* "

cpe:2.3:a:php:php:5.2.0:* "™

cpe:2.3:a:php:php:5.2.1 ™

dk Lk ukkakakak.

cpe:2.3:a:php:php:5.2.10: " "

Lk Lk k kR akak.

cpe:2.3:a:php:php:5.2.11

dkakk kR akak.

cpe:2.3:a:php:php:5.2.12:

LRk kR Rk ak.

cpe:2.3:a:php:php:5.2.13:

Lk Lk ak kR akak.

cpe:2.3:a:php:php:5.2.14: =

cpe:2.3:a:php:php:5.2.2:*** "

cpe:2.3:a:php:php:5.2.3:* "

cpe:2.3:a:php:php:5.2.4:* 7

cpe:2.3:a:php:php:5.2.5: %" "™

cpe:2.3:a:php:php:5.2.6: %" " "

rna2 V- anhnnhn:R D 7%k kokkkok,



UM e U G e I e e e e e e
cpe:2.3:a:php:php:5.2.8: %" "*:
cpe:2.3:a:php:php:5.2.9: %" %"
cpe:2.3:a:php:php:5.3.0: " %"
cpe:2.3:a:php:php:5.3.1: " "™
cpe:2.3:a:php:php:5.3.10: """ ™
cpe:2.3:a:php:php:5.3.11: % ™

dkukakkakakak.

cpe:2.3:a:php:php:5.3.12:%:%* ™

dkkakkakakak.

cpe:2.3:a:php:php:5.3.13:%:%** ™

dkkakkakakak.

cpe:2.3:a:php:php:5.3.14:%:%* ™

I I

cpe:2.3:a:php:php:5.3.15: % ™

dk Lk ak Lk akakuk.

cpe:2.3:a:php:php:5.3.16: %" ™

dk Rk Lk akakak.

cpe:2.3:a:php:php:5.3.17:% % ™

dkk Lk akakakuk.

cpe:2.3:a:php:php:5.3.18: " "™

dkakakkakakuk.

cpe:2.3:a:php:php:5.3.19: " " ™

cpe:2.3:a:php:php:5.3.2: "™

cpe:2.3:a:php:php:5.3.20: "

cpe:2.3:a:php:php:5.3.3: "™

cpe:2.3:a:php:php:5.3.4:*

cpe:2.3:a:php:php:5.3.5:" "

cpe:2.3:a:php:php:5.3.6:*:* "

cpe:2.3:a:php:php:5.3.7: "

cpe:2.3:a:php:php:5.3.8:* "

cpe:2.3:a:php:php:5.3.9:* "

cpe:2.3:a:php:php:5.4.0:*

cpe:2.3:a:php:php:5.4.1:

dk Kk kR akak.

cpe:2.3:a:php:php:5.4.10:* "%



cpe:2.3:a:php:php:5.4.2: %"=

cpe:2.3:a:php:php:5.4.3: %" %"

cpe:2.3:a:php:php:5.4.4:" %"= "

cpe:2.3:a:php:php:5.4.5: %" %"

cpe:2.3:a:php:php:5.4.6:" %" %"

cpe:2.3:a:php:php:5.4.7: %" %"

cpe:2.3:a:php:php:5.4.8:** "

cpe:2.3:a:php:php:5.4.9:* % "

cpe:2.3:a:php:php:1.0: "

ARk kKK kK,

cpe:2.3:a:php:php:2.0: 7 *: "

akLk kKR LKk,

cpe:2.3:a:php:php:3.0: "

cpe:2.3:a:php:php:3.0.1: "

Sk Lk k Lk akakuk.

cpe:2.3:a:php:php:3.0.10: "

dk Lk ak kR akuk.

cpe:2.3:a:php:php:3.0.11 "

dk Lk ak kR akuk.

cpe:2.3:a:php:php:3.0.12: "

Lk Lk k kR akak.

cpe:2.3:a:php:php:3.0.13: "

cpe:2.3:a:php:php:3.0.2:* "

cpe:2.3:a:php:php:3.0.3:*:*

cpe:2.3:a:php:php:3.0.4:*

cpe:2.3:a:php:php:3.0.5:* "

cpe:2.3:a:php:php:3.0.6:" %" "

cpe:2.3:a:php:php:3.0.7: %" "



cpe:2.3:a:php:php:3.0.8:":7 """

cpe:2.3:a:php:php:3.0.9: " "™

akLk Lk kKK,

cpe:2.3:a:php:php:4.0:beta_4_patch1:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1:* % "

cpe:2.3:a:php:php:4.0.2:* % "

cpe:2.3:a:php:php:4.0.3:** "

cpe:2.3:a:php:php:4.0.4:*** "

cpe:2.3:a:php:php:4.0.5:% %

cpe:2.3:a:php:php:4.0.6:* "

cpe:2.3:a:php:php:4.0.7: %

cpe:2.3:a:php:php:4.1.0: "

cpe:2.3:a:php:php:4. 1.1

cpe:2.3:a:php:php:4.1.2: %

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1 "

cpe:2.3:a:php:php:4.2.2:*

cpe:2.3:a:php:php:4.2.3:* "

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1 7

dkakak kR akak.

cpe:2.3:a:php:php:4.3.1 1 e

cpe:2.3:a:php:php:4.3.2: %" "™

cpe:2.3:a:php:php:4.3.3: %" "™

cpe:2.3:a:php:php:4.3.4:" %"=



cpe:2.3:a:php:php:4.3.5: %" "

cpe:2.3:a:php:php:4.3.6:" %" %"

cpe:2.3:a:php:php:4.3.7: %" "

cpe:2.3:a:php:php:4.3.8: %" %"

cpe:2.3:a:php:php:4.3.9: """

cpe:2.3:a:php:php:4.4.0:" %"

cpe:2.3:a:php:php:4.4.1:* %=

cpe:2.3:a:php:php:4.4.2:** %"

cpe:2.3:a:php:php:4.4.3:* % "

cpe:2.3:a:php:php:4.4.4:** x>

cpe:2.3:a:php:php:4.4.5:% % "

cpe:2.3:a:php:php:4.4.6:** "

cpe:2.3:a:php:php:4.4.7: %

cpe:2.3:a:php:php:4.4.8:* "

cpe:2.3:a:php:php:4.4.9: "

cpe:2.3:a:php:php:5.0.0:"

Skk Lk akkuk.

cpe:2.3:a:php:php:5.0.0:betat:*:**:*:*:*:

Skk Lk akkuk.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Sk Lk k kR k.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:* " "

cpe:2.3:a:php:php:5.0.3:* % "

cpe:2.3:a:php:php:5.0.4: %" "

cpe:2.3:a:php:php:5.0.5: %" "™



cpe:2.3:a:php:php:5.1.0: " "™

cpe:2.3:a:php:php:5.1. 1%

cpe:2.3:a:php:php:5.1.2: %" %"

cpe:2.3:a:php:php:5.1.3: " %"

cpe:2.3:a:php:php:5.1.4: %"

cpe:2.3:a:php:php:5.1.5: %" "

cpe:2.3:a:php:php:5.1.6:* % """

cpe:2.3:a:php:php:5.2.0:* % "

cpe:2.3:a:php:php:5.2.1: % "

dk Lk ak Lk akakuk.

cpe:2.3:a:php:php:5.2.10: " ™

dkakakkakakuk.

cpe:2.3:a:php:php:5.2.11:* % ™

dk Rk Lk akakak.

cpe:2.3:a:php:php:5.2.12:% % ™

dk Rk Lk akakak.

cpe:2.3:a:php:php:5.2.13:*:** ™

dkak Lk k Lk akuk.

cpe:2.3:a:php:php:5.2. 14 =

dkak Lk akakakuk.

cpe:2.3:a:php:php:5.2.15: "

dk Lk ak kR akak.

cpe:2.3:a:php:php:5.2.16: " ™

Sk Lk ak kR akak.

cpe:2.3:a:php:php:5.2. 17

cpe:2.3:a:php:php:5.2.2: "™

cpe:2.3:a:php:php:5.2.3:* "

cpe:2.3:a:php:php:5.2.4:*

cpe:2.3:a:php:php:5.2.5:*

cpe:2.3:a:php:php:5.2.6:** "

cpe:2.3:a:php:php:5.2. 7%

cpe:2.3:a:php:php:5.2.8:* """

cpe:2.3:a:php:php:5.2.9:* " "

cpe:2.3:a:php:php:5.3.0:* "

cpe:2.3:a:php:php:5.3.1: " "™



dkkakkakakak.

cpe:2.3:a:php:php:5.3.17: " =

dkkakkakakak.

cpe:2.3:a:php:php:5.3.18:*:":* ™

cpe:2.3:a:php:php:5.3.19: " ™

cpe:2.3:a:php:php:5.3.2:* % "

cpe:2.3:a:php:php:5.3.3:* "

cpe:2.3:a:php:php:5.3.4:* % "

cpe:2.3:a:php:php:5.3.5: "™

cpe:2.3:a:php:php:5.3.6: "™

cpe:2.3:a:php:php:5.3.7: "™

cpe:2.3:a:php:php:5.3.8: "™

cpe:2.3:a:php:php:5.3.9: "™

cpe:2.3:a:php:php:5.4.0:"

cpe:2.3:a:php:php:5.4.1

cpe:2.3:a:php:php:5.4.2:*

cpe:2.3:a:php:php:5.4.3:*

cpe:2.3:a:php:php:5.4.4:*

cpe:2.3:a:php:php:5.4.5:*

cpe:2.3:a:php:php:5.4.6:" %" " "

cpe:2.3:a:php:php:5.4.7: % """



cpe:2.3:a:php:php:5.4.8: %" "

cpe:2.3:a:php:php:5.4.9: %" %"

No vendor comments have been submitted for this CVE
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