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CVE-2013-1643

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIAGUAUNIGPENAN Certain versions of Php from Php contain the following vulnerability:

The SOAP parser in PHP before 5.3.23 and 5.4.x before 5.4.13 allows
remote attackers to read arbitrary files via a SOAP WSDL file
containing an XML external entity declaration in conjunction with an
entity reference, related to an XML External Entity (XXE) issue in the
soap_xmlParseFile and soap_xmlParseMemory functions. NOTE: this
vulnerability exists because of an incorrect fix for CVE-2013-1824.

CVE-2013-1643 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Red Hat Customer Portal & REDHAT RHSA-2013:1615

text/html
Not Archived

Bug 918187 — CVE-2013-1643 php: (Z) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=918187
Ability to read arbitrary files due use of
external entities while parsing SOAP

WSDL files

[security-announce] SUSE-SU- 9 SUSE SUSE-SU-2013:1285
2013:1285-1: important: Security update

for

Support/Advisories/MGASA-2013-0101 - (2) CONFIRM wiki.mageia.org/en/Support/Advisories/MGASA-
Mageia wiki 2013-0101



https://cve.report/
https://cve.report/CVE-2013-1643/mitre
https://cve.report/CVE-2013-1643/nist
https://cve.report/CVE-2013-1643/cve_org
https://cve.report/CVE-2013-1643.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1615.html
https://bugzilla.redhat.com/show_bug.cgi?id=918187
http://lists.opensuse.org/opensuse-security-announce/2013-07/msg00034.html
https://wiki.mageia.org/en/Support/Advisories/MGASA-2013-0101

Debian -- Security Information -- DSA-
2639-1 php5

[security-announce] SUSE-SU-
2013:1315-1: important: Security update
for

APPLE-SA-2013-09-12-1 OS X Mountain
Lion v10.8.5 and Security Update 2013-
004

208.43.231.11 Git - php-src.git/commit

459904 — (CVE-2013-1635)

About the security content of OS X
Mountain Lion v10.8.5 and Security
Update 2013-004

USN-1761-1: PHP vulnerability | Ubuntu

Support / Security / Advisories / /
MDVSA-2013:114 | Mandriva

About Secunia Research | Flexera

#702221 - php5: CVE-2013-1635 CVE-
2013-1643 - Debian Bug report logs

Red Hat Customer Portal

PHP: PHP 5 ChangelLog

www.debian.org
Depreciated Link
text/html

lists.opensuse.org
text/html

lists.apple.com
text/html

git.php.net

text/xml

bugs.gentoo.org
text/html

support.apple.com
text/html

text/html

www.mandriva.com
text/html

Depreciated Link
text/plain

bugs.debian.org
text/html

web.archive.org
text/html
Inactive Link| Not Archived

text/html

(© DEBIAN DSA-2639

9 SUSE SUSE-SU-2013:1315

[7] APPLE APPLE-SA-2013-09-12-1

() CONFIRM git.php.net/?p=php-
src.git;a=commit;h=8e76d0404b7{664ee6719fd98f0483f0ac4669d6
E CONFIRM bugs.gentoo.org/show_bug.cgi?id=459904

& CONFIRM support.apple.com/kb/HT5880

® UBUNTU USN-1761-1

& MANDRIVA MDVSA-2013:114

»{ SECUNIA 55078

(© CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?bug=702221

& REDHAT RHSA-2013:1307

CONFIRM www.php.net/ChangelLog-5.php

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Application Php Php 1.0
Application Php Php 2.0
Application Php Php 2.0b10
Application Php Php 3.0
Application Php Php 3.0.1
Application Pho Pho 3.0.10
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All All All
All All All
All All All
All All All
All All All
All All All
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cpe:2.3:a:php:php:1.0:* " "

cpe:2.3:a:php:php:2.0:*" "

cpe:2.3:a:php:php:3.0:*:" "

cpe:2.3:a:php:php:3.0.1: "

dkukakkakakak.

cpe:2.3:a:php:php:3.0.1 177 ™

dkkakkakakak.

cpe:2.3:a:php:php:3.0.12:%:%* ™

O

cpe:2.3:a:php:php:3.0.13:%:%: ™

I

cpe:2.3:a:php:php:3.0.14:*:%* ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:3.0.15: % ™

Sk Lk ak Lk akakak.

cpe:2.3:a:php:php:3.0.16:*:*:* ™
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dk Lk ak kR akak.

cpe:2.3:a:php:php:3.0.17:

Lk Lk k kR kR,

cpe:2.3:a:php:php:3.0.18: "

cpe:2.3:a:php:php:3.0.2:* "

cpe:2.3:a:php:php:3.0.3:*: "

cpe:2.3:a:php:php:3.0.4:*:

cpe:2.3:a:php:php:3.0.5:"* "

cpe:2.3:a:php:php:3.0.6:*:* "

cpe:2.3:a:php:php:3.0.7:*

cpe:2.3:a:php:php:3.0.8:*:* "

cpe:2.3:a:php:php:3.0.9:** "

Kk kL kKK,

cpe:2.3:a:php:php:4.0:betat :*:*:*:*:*:*:

Sk koK koK,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.0: %"

cpe:2.3:a:php:php:4.0.1: %"

cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3:" %" "

cpe:2.3:a:php:php:4.0.4:* %"= "

cpe:2.3:a:php:php:4.0.5: %" "

cpe:2.3:a:php:php:4.0.6:" %" %"

cpe:2.3:a:php:php:4.0.7: % "

cpe:2.3:a:php:php:4.1.0:* % "

cpe:2.3:a:php:php:4.1.1:* %

cpe:2.3:a:php:php:4.1.2:* % "

cpe:2.3:a:php:php:4.2.0:* % "

cpe:2.3:a:php:php:4.2.1:***

cpe:2.3:a:php:php:4.2.2:* "



cpe:2.3:a:php:php:4.2.3: "

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1 "

LRk kR ok akak.

cpe:2.3:a:php:php:4.3.10:

dk Rk kR akak.

cpe:2.3:a:php:php:4.3.1 1 e

cpe:2.3:a:php:php:4.3.2:*

cpe:2.3:a:php:php:4.3.3:* "

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:*

cpe:2.3:a:php:php:4.3.6:* """

cpe:2.3:a:php:php:4.3.7: %"= "

cpe:2.3:a:php:php:4.3.8: %" "™

cpe:2.3:a:php:php:4.3.9: %" "™

cpe:2.3:a:php:php:4.4.0: %"

cpe:2.3:a:php:php:4.4.1: ="

cpe:2.3:a:php:php:4.4.2: %"=

cpe:2.3:a:php:php:4.4.3: %" "

cpe:2.3:a:php:php:4.4.4: %"=

cpe:2.3:a:php:php:4.4.5: %"= "

cpe:2.3:a:php:php:4.4.6: %" "

cpe:2.3:a:php:php:4.4.7: % ="

cpe:2.3:a:php:php:4.4.8:**%":*

cpe:2.3:a:php:php:4.4.9:* % "

cpe:2.3:a:php:php:5.0.0:* % "

Skkakuk kK,

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:



Skkkakkuk.

cpe:2.3:a:php:php:5.0.0:rc2:*: "

Skk Lk k Lk uk.

cpe:2.3:a:php:php:5.0.0:re3: " "%

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:* %

cpe:2.3:a:php:php:5.0.3:* "

cpe:2.3:a:php:php:5.0.4:*:

cpe:2.3:a:php:php:5.0.5:* "

cpe:2.3:a:php:php:5.1.0:"

cpe:2.3:a:php:php:5.1.1 7

cpe:2.3:a:php:php:5.1.2:%

cpe:2.3:a:php:php:5.1.3: " "™

cpe:2.3:a:php:php:5.1.4: %"

cpe:2.3:a:php:php:5.1.5: %" "™

cpe:2.3:a:php:php:5.1.6:" %" %"

cpe:2.3:a:php:php:5.2.0: %" %"

cpe:2.3:a:php:php:5.2.1: " "™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.15: % ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.16:%:":** "™
cpe:2.3:a:php:php:5.2.17:% % ™
cpe:2.3:a:php:php:5.2.2:* % "
cpe:2.3:a:php:php:5.2.3:** "

cpe:2.3:a:php:php:5.2.4:* % "

cpe:2.3:a:php:php:5.2.5: "™



cpe:2.3:a:php:php:5.2.6:* "™

cpe:2.3:a:php:php:5.2.7: ™

cpe:2.3:a:php:php:5.2.8:*:** "

cpe:2.3:a:php:php:5.2.9:* "

cpe:2.3:a:php:php:5.3.0:*

cpe:2.3:a:php:php:5.3.1 "

LRk kR ok ak k.

cpe:2.3:a:php:php:5.3.10:

dk Kk kR ok ak.

cpe:2.3:a:php:php:5.3.1 1

Lk kR kR akak,

cpe:2.3:a:php:php:5.3.12:%*** "

sk Lk ak kR akak.

cpe:2.3:a:php:php:5.3.13:* "%

dk Rk ok akakak.

cpe:2.3:a:php:php:5.3. 14" "™

dkakakakakakak.

cpe:2.3:a:php:php:5.3.15: """ ™

cpe:2.3:a:php:php:5.3.20:* """

cpe:2.3:a:php:php:5.3.3: " %"

cpe:2.3:a:php:php:5.3.4: %" %"

cpe:2.3:a:php:php:5.3.5: " "™

cpe:2.3:a:php:php:5.3.6:**: """

cpe:2.3:a:php:php:5.3.7:* % "

cpe:2.3:a:php:php:5.3.8: % "

cpe:2.3:a:php:php:5.3.9: % "

cpe:2.3:a:php:php:5.4.0:* % "

cpe:2.3:a:php:php:5.4.1 %%

dk Lk akk ok akuk.

cpe:2.3:a:php:php:5.4.10: " ™



dk Lk ak kR akak.

cpe:2.3:a:php:php:5.4.11 "
cpe:2.3:a:php:php:5.4.12:
cpe:2.3:a:php:php:5.4.2:*
cpe:2.3:a:php:php:5.4.3:*
cpe:2.3:a:php:php:5.4.4:*
cpe:2.3:a:php:php:5.4.5:*
cpe:2.3:a:php:php:5.4.6:*: """
cpe:2.3:a:php:php:5.4.7:*
cpe:2.3:a:php:php:5.4.8:*:* "
cpe:2.3:a:php:php:5.4.9:**

cpe:2.3:a:php:php:1.0:*:

cpe:2.3:a:php:php:2.0:* " "

cpe:2.3:a:php:php:3.0:* " "

cpe:2.3:a:php:php:3.0.1: %"

dkkakkakakak.

cpe:2.3:a:php:php:3.0.16:*:" "% ™

dkkakkakakak.

cpe:2.3:a:php:php:3.0.17:%:% ™
cpe:2.3:a:php:php:3.0.18:*:":* ™
cpe:2.3:a:php:php:3.0.2:* % "
cpe:2.3:a:php:php:3.0.3:** "
cpe:2.3:a:php:php:3.0.4:* %"
cpe:2.3:a:php:php:3.0.5:% % "

rnet? R:anhnnhn:R N [-*-xkkkoksk.
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cpe:2.3:a:php:php:3.0.7: ™

cpe:2.3:a:php:php:3.0.8: "™

cpe:2.3:a:php:php:3.0.9:**

KKk KKk

cpe:2.3:a:php:php:4.0:betat *:*:*:*:*:

Kk kK Kk

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:

Kk kK Kk

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:

Kk kKKK

cpe:2.3:a:php:php:4.0:betad *:*:*:*:*:

cpe:2.3:a:php:php:4.0:beta_4_patch1i

cpe:2.3:a:php:php:4.0.0:*:

cpe:2.3:a:php:php:4.0.1:*

cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3: %" "

cpe:2.3:a:php:php:4.0.4: %"

cpe:2.3:a:php:php:4.0.5: %" %"

cpe:2.3:a:php:php:4.0.6:" %" "

cpe:2.3:a:php:php:4.0.7: %"=

cpe:2.3:a:php:php:4.1.0: %"

cpe:2.3:a:php:php:4.1.1: %"

cpe:2.3:a:php:php:4.1.2: %" "

cpe:2.3:a:php:php:4.2.0: %"

cpe:2.3:a:php:php:4.2.1: %"

cpe:2.3:a:php:php:4.2.2:*** "

cpe:2.3:a:php:php:4.2.3:* % "

cpe:2.3:a:php:php:4.3.0:* % "

cpe:2.3:a:php:php:4.3.1: % "

dkkakkakakak.

cpe:2.3:a:php:php:4.3.10: % ™

cpe:2.3:a:php:php:4.3.2:% % %

KKk KKk,



cpe:2.3:a:php:php:4.3.3: "™

cpe:2.3:a:php:php:4.3.4:

cpe:2.3:a:php:php:4.3.5:"

cpe:2.3:a:php:php:4.3.6:*:* "

cpe:2.3:a:php:php:4.3.7:"

cpe:2.3:a:php:php:4.3.8:* "™

cpe:2.3:a:php:php:4.3.9:* "

cpe:2.3:a:php:php:4.4.0:*

cpe:2.3:a:php:php:4.4.1 %

cpe:2.3:a:php:php:4.4.2:*

cpe:2.3:a:php:php:4.4.3:*

cpe:2.3:a:php:php:4.4.4: >

cpe:2.3:a:php:php:4.4.5: %"

cpe:2.3:a:php:php:4.4.6:" %" "

cpe:2.3:a:php:php:4.4.7: %"=

cpe:2.3:a:php:php:4.4.8: %" "

cpe:2.3:a:php:php:4.4.9: %"= "

cpe:2.3:a:php:php:5.0.0:" %" "

Skkakuk k.

cpe:2.3:a:php:php:5.0.0:rc3:*: "

cpe:2.3:a:php:php:5.0. 1% "

cpe:2.3:a:php:php:5.0.2:** "

cpe:2.3:a:php:php:5.0.3:** "



cpe:z.3:a:pnp:pnp:o.0.4:7:m i

cpe:2.3:a:php:php:5.0.5: "™

cpe:2.3:a:php:php:5.1.0:"

cpe:2.3:a:php:php:5.1.1 e

cpe:2.3:a:php:php:5.1.2:*

cpe:2.3:a:php:php:5.1.3:*

cpe:2.3:a:php:php:5.1.4:*

cpe:2.3:a:php:php:5.1.5:

cpe:2.3:a:php:php:5.1.6:* "

cpe:2.3:a:php:php:5.2.0:** """

cpe:2.3:a:php:php:5.2.1 %

dk Rk ok akakak.

cpe:2.3:a:php:php:5.2.10: """ ™

cpe:2.3:a:php:php:5.2.2: %" "

cpe:2.3:a:php:php:5.2.3: " %"

cpe:2.3:a:php:php:5.2.4:* %" "

cpe:2.3:a:php:php:5.2.5:* % "

cpe:2.3:a:php:php:5.2.6:* % "

cpe:2.3:a:php:php:5.2.7:* % "

cpe:2.3:a:php:php:5.2.8:* % "

cpe:2.3:a:php:php:5.2.9:** "

cpe:2.3:a:php:php:5.3.0:* %

cpe:2.3:a:php:php:5.3.1: ™



dk Lk ak kR akak.

cpe:2.3:a:php:php:5.3.10: "

dkak kR ok akak.

cpe:2.3:a:php:php:5.3.11

LRk kR ok akak.

cpe:2.3:a:php:php:5.3.12:*

Lk kR kR akak.

cpe:2.3:a:php:php:5.3.13:

LRk kR ok akak,

cpe:2.3:a:php:php:5.3.14:

dkak kR akakak.

cpe:2.3:a:php:php:5.3.15: o

Lk kR kR ok ak.

cpe:2.3:a:php:php:5.3.16:* " "

Lk kR kR akak.

cpe:2.3:a:php:php:5.3.1 7

dk Rk kR akak.

cpe:2.3:a:php:php:5.3.19: " "%

cpe:2.3:a:php:php:5.3.2: %" "™

dkakakakakakak.

cpe:2.3:a:php:php:5.3.20:* """ ™

cpe:2.3:a:php:php:5.3.3: " "™

cpe:2.3:a:php:php:5.3.4: %" "™

cpe:2.3:a:php:php:5.3.5: %" "™

cpe:2.3:a:php:php:5.3.6:" %" "

cpe:2.3:a:php:php:5.3.7: %" "™

cpe:2.3:a:php:php:5.3.8: """

cpe:2.3:a:php:php:5.3.9: %" "™

cpe:2.3:a:php:php:5.4.0: %" ="

cpe:2.3:a:php:php:5.4.1: % = "

dkukakkakakak.

cpe:2.3:a:php:php:5.4.10:%:"* ™

dkkakkakakak.

cpe:2.3:a:php:php:5.4.12:%:%* ™

cpe:2.3:a:php:php:5.4.2:* % "

cpe:2.3:a:php:php:5.4.3:** "

cpe:2.3:a:php:php:5.4.4:**x "

cpe:2.3:a:php:php:5.4.5:% %



cpe:2.3:a:php:php:5.4.6:* % "
cpe:2.3:a:php:php:5.4.7: % "
cpe:2.3:a:php:php:5.4.8:*: "™

cpe:2.3:a:php:php:5.4.9:*

No vendor comments have been submitted for this CVE
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