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CVE CVE-2013-1675
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2013-05-16 11:45:00 UTC
Updated 2017-09-19 01:36:00 UTC

Description Mozilla Firefox before 21.0, Firefox ESR 17.x before 17.0.6, Thunderbird before 17.0.6, and Thunderbird ESR 17.x before 1

/ |

Risk And Classification

EPSS: 0.047420000 probability, percentile 0.894300000 (date 2026-04-16)
CISA KEV: Listed on 2022-03-03; due 2022-03-24; ransomware use Unknown
Problem Types: CWE-119

CISA Known Exploited Vulnerability

Vendor Mozilla

Product Firefox

Name Mozilla Firefox Information Disclosure Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2013-1675

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
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1 Application Mozilla Thunderbird Esr 17.0.5 All
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References

Reference

Debian -- Security Information -- DSA-2699-1 iceweasel

Repository / Oval Repository

[security-announce] openSUSE-SU-2013:0834-1: important: MozillaThunderbi
MFSA 2013-47: Uninitialized functions in DOMSVGZoomEvent

Red Hat Customer Portal

[security-announce] openSUSE-SU-2013:0825-1: important: MozillaFirefox:
[security-announce] openSUSE-SU-2013:0946-1: important: MozillaFirefox:
Red Hat Customer Portal

USN-1822-1: Firefox vulnerabilities | Ubuntu

Support / Security / Advisories / / MDVSA-2013:165 | Mandriva

504 Gateway Time-out

[security-announce] openSUSE-SU-2013:0831-1: important: xulrunner to 17.
[security-announce] openSUSE-SU-2013:0929-1: important: xulrunner to 17.
866825 — (CVE-2013-1675) nsDOMSVGZoomEvent::m{Previous,New}Scale are used uninitialized
USN-1823-1: Thunderbird vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

L]

Source

DEBIAN

OVAL

SUSE

CONFIRM

REDHAT

SUSE

SUSE

REDHAT

UBUNTU

MANDRIVA

BID

SUSE

SUSE

CONFIRM

UBUNTU

CVE.ORG

NVD

CISA

Link
www.debian.org
oval.cisecurity.org
lists.opensuse.org
www.mozilla.org
rhn.redhat.com
lists.opensuse.org
lists.opensuse.org
rhn.redhat.com
www.ubuntu.com
www.mandriva.com
www.securityfocus.com
lists.opensuse.org
lists.opensuse.org
bugzilla.mozilla.org
www.ubuntu.com
WWW.Cve.org
nvd.nist.gov

www.cisa.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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