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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2013-1697

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback

2013-06-26 03:19:00 UTC

2017-09-19 01:36:00 UTC

The XrayWrapper implementation in Mozilla Firefox before 22.0, Firefox ESR 17.x before 17.0.7, Thunderbird before 17.0.7

Risk And Classification

1|

Problem Types: CWE-264
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References

Reference

Debian -- Security Information -- DSA-2720-1 icedove

Debian -- Security Information -- DSA-2716-1 iceweasel

[security-announce] openSUSE-SU-2013:1142-1: important: MozillaFirefox:
Red Hat Customer Portal

[security-announce] SUSE-SU-2013:1153-1: important: Security update for
[security-announce] openSUSE-SU-2013:1143-1: important: xulrunner: 17.0.
Access Denied

USN-1891-1: Thunderbird vulnerabilities | Ubuntu

Red Hat Customer Portal

[security-announce] openSUSE-SU-2013:1141-1: important: MozillaThunderbi
[security-announce] openSUSE-SU-2013:1140-1: important: regular updates
Repository / Oval Repository

[security-announce] SUSE-SU-2013:1152-1: important: Security update for
MFSA 2013-59: XrayWrappers can be bypassed to run user defined methods in a privileged context
Mozilla Firefox/Thunderbird CVE-2013-1697 Security Bypass Vulnerability
USN-1890-1: Firefox vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

4]

Source

DEBIAN

DEBIAN

SUSE

REDHAT

SUSE

SUSE

CONFIRM

UBUNTU

REDHAT

SUSE

SUSE

OVAL

SUSE

CONFIRM

BID

UBUNTU

CVE.ORG

NVD

Link
www.debian.org
www.debian.org
lists.opensuse.org
rhn.redhat.com
lists.opensuse.org
lists.opensuse.org
bugzilla.mozilla.org
www.ubuntu.com
rhn.redhat.com
lists.opensuse.org
lists.opensuse.org
oval.cisecurity.org
lists.opensuse.org
www.mozilla.org
www.securityfocus.com
www.ubuntu.com
Wwww.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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