CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2013-1702

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-1702

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2013-08-07 01:55:00 UTC

2017-09-19 01:36:00 UTC

Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 23.0 and SeaMonkey before 2.20 allow re

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 19.0 All All All
Mozilla Firefox 19.0.1 All All All
Mozilla Firefox 19.0.2 All All All
Mozilla Firefox 20.0 All All All
Mozilla Firefox 20.0.1 All All All
Mozilla Firefox 21.0 All All All
Mozilla Firefox 19.0 All All All
Mozilla Firefox 19.0.1 All All All
Mozilla Firefox 19.0.2 All All All
Mozilla Firefox 20.0 All All All
Mozilla Firefox 20.0.1 All All All
Mozilla Firefox 21.0 All All All
Mozilla Firefox All All All All
Mozilla Seamonkey 2.0 All All All
Mozilla Seamonkey 2.0 alpha_1 All All
Mozilla Seamonkey 2.0 alpha_2 All All
Mozilla Seamonkey 2.0 alpha 3 All All
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AppIGauUI vIvZitia Sealuliney 9 Al Al AN

Application Mozilla Seamonkey 2.9 betal All All
Application Mozilla Seamonkey 2.9 beta2 All All
Application Mozilla Seamonkey 2.9 beta3 All All
Application Mozilla Seamonkey 2.9 beta4 All All
Application Mozilla Seamonkey 291 All All All
Application Mozilla Seamonkey All beta3 All All
Reference

Access Denied

870200 — Assertion failure: (ptrBits & 0x7) == 0, at ./dist/include/js/Value.h:703 or Crash [@ GetValueType]
854157 - Assertion failure: regs->fp() == regs_->fp()->prev(), at vm/Stack.cpp or Assertion failure: linline_, at vm/Stack.cpp with gcPreserveCc
855331 — TransactionThreadPool doing sketchy things with mCompleteCallbacks array that can mutate
Access Denied

MFSA 2013-63: Miscellaneous memory safety hazards (rv:23.0 / rv:17.0.8)

858060 — Assertion failure: cur->isKind(PNK_FUNCTION), at frontend/NameFunctions.cpp:318

844088 — ASAN: Several xpcshell tests in toolkit/identity trigger use-after-free, involving KeyGenRunnable
893684 — OdinMonkey: Assertion failure: (size_t) (dst - src) >= len, at jsutil.h

Repository / Oval Repository

874974 — Crash [@ setStringThis] with controllable invalid read

879139 — Use-after-free with SVG animation in SVG image

Access Denied

CVE Program record

NVD vulnerability detail

/

Wﬁ

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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