VE-2013-1704
Published on: 08/06/2013 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:33 PM UTC

CVE-2013-1704

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Use-after-free vulnerability in the nsINode::GetParentNode function in

Mozilla Firefox before 23.0 and SeaMonkey before 2.20 allows remote
attackers to execute arbitrary code or cause a denial of service (heap

memory corruption and application crash) via vectors involving a DOM
modification at the time of a SetBody mutation event.

CVE-2013-1704 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Access Denied {2y CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=883313
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:18945
MFSA 2013-64: Use after free mutating DOM during B3 CONFIRM
SetBody www.mozilla.org/security/announce/2013/mfsa2013-64.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.


https://cve.report/
https://cve.report/CVE-2013-1704/mitre
https://cve.report/CVE-2013-1704/nist
https://cve.report/CVE-2013-1704/cve_org
https://cve.report/CVE-2013-1704.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.mozilla.org/show_bug.cgi?id=883313
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18945
http://www.mozilla.org/security/announce/2013/mfsa2013-64.html
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE
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cpe:2.3:a:mozilla:firefox:19.0:*:*****:*:

cpe:2.3:a:mozilla:firefox:19.0.1 %% 7

ARk kR kLR k.

cpe:2.3:a:mozilla:firefox:19.0.2: 7 *::
cpe:2.3:a:mozilla:firefox:20.0::**:**:*:*:
cpe:2.3:a:mozilla:firefox:20.0.1

LRk kR ok akak.

cpe:2.3:a:mozilla:firefox:21.0: 7 :*:

cpe:2.3:a:mozilla:seamonkey:2.0:*:*** " *:

Kk koK kK.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:**:*:*:

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:**:*:*:

Lkakakakkak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:":*:*:™:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.5:%:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: " *:*:



cpe:2.3:a:mozilla:seamonkey:2.0.9:*: "

cpe:2.3:a:mozilla:seamonkey:2.1:

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:betal:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:rc1:*:*:*

cpe:2.3:a:mozilla:seamonkey:2.1:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10:*:*:****:*:

cpe:2.3:a:mozilla:seamonkey:2.12:*: """

cpe:2.3:a:mozilla:seamonkey:2.12:betat:™:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:betad :*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:beta5:*:*:*:*:*:*:



Skk ok kakakak.

cpe:2.3:a:mozilla:seamonkey:2.12.1

SRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.13:betat:*:*:*:*:*:*:

Skak kR kak.

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Lkakakuk Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.13:betad *:*:*:*:*:*:

LRk kR Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.13:betas:*:*:*:*:*:*:

Skak ok ak Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

Skak ok ak ok akak.

cpe:2.3:a:mozilla:seamonkey:2.13.1:

cpe:2.3:a:mozilla:seamonkey:2.13.2:*:*

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.14::* " "™

cpe:2.3:a:mozilla:zseamonkey:2.15.1:*:* ™

Skkakukkakak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*:* ™

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.16:betat:*:*:*:*:*:*:

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:



dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:*:*:*:*:*:™:

Skk Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:2.16:betad:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.16.1

cpe:2.3:a:mozilla:seamonkey:2.16.2:

Kk ok Kk oKLk,

cpe:2.3:a:mozilla:seamonkey:2.17:*

Lkak kR akak,

cpe:2.3:a:mozilla:seamonkey:2.17:beta2:*:*:*:*:*:*:

Lk ok ak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.17:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.17.1

Lkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.18:betat:*:*:*:*:*:*:

akak LKk ukk.

cpe:2.3:a:mozilla:seamonkey:2.2:beta3:*:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.20:betat:™:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3:*:*:*: " " *:

kKKK Lkk.

cpe:2.3:a:mozilla:seamonkey:2.3:betal :*:*:*:*:*:*:

akakk KLk k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta3:*:*:*:*:*:*:

coe:2.3:a:mozillazseamonkev:2.3.1 %



g e

cpe:2.3:a:mozilla:seamonkey:2.3.2:*

cpe:2.3:a:mozilla:seamonkey:2.3.3:*

akak kR kR k.

cpe:2.3:a:mozilla:seamonkey:2.4:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.4:betal :*:*:*:*:

Kk uk kR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta2:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta3:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.4.1:*****:

cpe:2.3:a:mozilla:seamonkey:2.5:*:* "

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.5:betal :*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.5:beta2:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.5:beta3:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.6.1:*: """

cpe:2.3:a:mozilla:seamonkey:2.7:*:* "

akLk kK uk k.

cpe:2.3:a:mozilla:seamonkey:2.7:beta3:*:*:*:*:

akLk kKK k.

cpe:2.3:a:mozilla:seamonkey:2.7:betad:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.7.1 % "

cpe:2.3:a:mozilla:seamonkey:2.7.2:*:* "

dkLk kR Lk ak k.

cpe:2.3:a:mozilla:seamonkey:2.8:*:*:***:*:*:



KKk akukuk.

cpe:2.3:a:mozilla:seamonkey:2.8:beta3:*:*:*:*:*:*:

KKk oKLk k.

cpe:2.3:a:mozilla:seamonkey:2.8:betad:*:*:*:*:*:*:

KLk uk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.9: " "

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.9:betal:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:2.9:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.9:betad:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.9.1 " "

dkakak ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.0:*:* " "

skukakakakakak.

cpe:2.3:a:mozilla:zseamonkey:2.0.12:%:*:*: "™

skakakakakakak.

cpe:2.3:a:mozilla:zseamonkey:2.0.13:*:*:** "™
cpe:2.3:a:mozilla:seamonkey:2.0.14 " ™
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "



cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.7:*

cpe:2.3:a:mozilla:seamonkey:2.0.8:* "

cpe:2.3:a:mozilla:seamonkey:2.0.9:* "

cpe:2.3:a:mozilla:seamonkey:2.1:*:* 7 " *:

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:betad:™:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:betat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:



dkkkkakak.

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

Skkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.12:betad:*:*:*:*:*:*:

Lk Lk k Lk kuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12.1

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.13:* " "%

kK kR kuk,

cpe:2.3:a:mozilla:seamonkey:2.13:betat *:*:*:*:*:*:

Lkak kR ok ak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Wk ok ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.13:beta3:*:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.13:betad:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1 """ "™

cpe:2.3:a:mozilla:seamonkey:2.13.2:* " " "™

skukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:betat:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta2:*:*:*:*:*:*:

dkkakkukak.

cpe:2.3:a:mozilla:seamonkey:2.15:betad *:*:*:*:*:*:

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.15.1:*:* % %™



dkk ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*

Kk kKKK Lk,

cpe:2.3:a:mozilla:seamonkey:2.16:™:*:** "™

Lkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.16:betat:*:*:*:*:*:™:

LRk ak Lk kuk,

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:

dkakakakkak,

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:*:*:*:*:*:*:

Lkkkkukuk,

cpe:2.3:a:mozilla:seamonkey:2.16:betad *:*:*:*:*:*:

Lkak kR ukak,

cpe:2.3:a:mozilla:seamonkey:2.16:betas:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.16.1:

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.17:* " *:*:

cpe:2.3:a:mozilla:seamonkey:2.2:*:*:* % " *:

akLk LKk Lk k.

cpe:2.3:a:mozilla:seamonkey:2.2:betal :*:*:*:*:*:*:

kKKK ukuk.

cpe:2.3:a:mozilla:seamonkey:2.2:beta3:*:*:*:*:*:*:

Skkakukkak.

cpe:2.3:a:mozilla:seamonkey:2.20:betat:*:*:*:*:*:*:

Skk Lk uk k.

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:

ARk kR Rk k.

cpe:2.3:a:mozilla:seamonkey:2.3:*:" "



KKk kLR k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta2:*:*:*:*:*:*:

Kk ak kLR k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3. 1

cpe:2.3:a:mozilla:seamonkey:2.3.2:*: 0"

cpe:2.3:a:mozilla:seamonkey:2.3.3:*: 0"

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey:2.4:*:*

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.4.1 "

dkakakak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.5:* """

cpe:2.3:a:mozilla:seamonkey:2.6.1:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.7:*:*: "

akLk kKK k.

cpe:2.3:a:mozilla:seamonkey:2.7:betal :*:*:*:*:*:*:

kKKK Lk k.

cpe:2.3:a:mozilla:seamonkey:2.7:beta2:*:*:*:*:*:*:

akLk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.7:beta3:*:*:*:*:*:*:

kKK akLkuk.

cpe:2.3:a:mozilla:seamonkey:2.7:betad *:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:mozilla:seamonkey:2.7:betab:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.7. 1

cpe:2.3:a:mozilla:seamonkey:2.7.2:*

dkakk kR kR,

cpe:2.3:a:mozilla:seamonkey:2.8:*:*:*

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:betat:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.8:beta2:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta3:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:betad:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta6:*:*:*:*:*:*:

dk kR ok ak Rk,

cpe:2.3:a:mozilla:seamonkey:2.9:*:*** " *:

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.9:betal:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.9:beta2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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