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CVE-2013-1711

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following
: vulnerability:

The XrayWrapper implementation in Mozilla Firefox before 23.0 and
SeaMonkey before 2.20 does not properly address the possibility of an
XBL scope bypass resulting from non-native arguments in XBL
function calls, which makes it easier for remote attackers to conduct
cross-site scripting (XSS) attacks by leveraging access to an

unprivileged object.

CVE-2013-1711 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity
NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
843829 — (CVE-2013-1711) XBL scopes can be fooled 23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
by invoking XBL functions with non-native arguments id=843829
MFSA 2013-70: Bypass of XrayWrappers using XBL [ CONFIRM
Scopes www.mozilla.org/security/announce/2013/mfsa2013-
70.html
Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:18830
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
AvA mmAarAa Aannranviata fAar vAanir miirnana MVU/Cvanavt Aaan nat mAanannnarvilis Aandavan tha viAauns Aviavranaad Ar Aannanir wiith tha fanta mvanAantad An thAana Aitan CiivdhAr



https://cve.report/
https://cve.report/CVE-2013-1711/mitre
https://cve.report/CVE-2013-1711/nist
https://cve.report/CVE-2013-1711/cve_org
https://cve.report/CVE-2013-1711.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.mozilla.org/show_bug.cgi?id=843829
https://web.archive.org/web/2013/http://www.mozilla.org/security/announce/2013/mfsa2013-70.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18830

alg 1vIC appiupliale Ul yuul PUlpuUSe. U VEICPUIL UUED 1IUL 11ELEDDAllly SHUUIDE LT VISWD TAPITODCU, Ul LUTILUL WILH LT 14dULd PIEDCIHILEU Ul LEDE JIEDS. Tuluicet,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey 2.0 All All All
Application Mozilla Seamonkey 2.0 alpha_1 All All
Application Mozilla Seamonkey 2.0 alpha_2 All All
Application Mozilla Seamonkey 2.0 alpha_3 All All
Application Mozilla Seamonkey 2.0 beta_1 All All
Application Mozilla Seamonkey 2.0 beta_2 All All
Application Mozilla Seamonkey 2.0 rci All All
Application Mozilla Seamonkey 2.0 rc2 All All
Application Mozilla Seamonkey 2.0.1 All All All
Application Mozilla Seamonkey 2.0.10 All All All
Application Mozilla Seamonkey 2.0.11 All All All
Application Mozilla Seamonkey 2.0.12 All All All
Application Mozilla Seamonkey 2.0.13 All All All
Application Mozilla Seamonkey 2.0.14 All All All
Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All
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dk Lk ak kR akak.

cpe:2.3:a:mozilla:firefox:21.0:*:*

cpe:2.3:a:mozilla:firefox:19.0:*:*****:*:

cpe:2.3:a:mozilla:firefox:19.0.1

dkak kR kLR k.

cpe:2.3:a:mozilla:firefox:19.0.2:*:

LRk kR ok akak.

cpe:2.3:a:mozilla:firefox:20.0:*:*****:*:

cpe:2.3:a:mozilla:firefox:20.0.1

Lk kR kR akak.

cpe:2.3:a:mozilla:firefox:21.0: 7 :*:

cpe:2.3:a:mozilla:seamonkey:2.0:*:* " *:

Kk koK akak.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:**:*:*:

Kk akakakak.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: %"
cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: %"
cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "
cpe:2.3:a:mozilla:seamonkey:2.0.5:%:* "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: " *:*:

akLkk kKKK,

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:



cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.9:* "

cpe:2.3:a:mozilla:seamonkey:2.1:

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:**:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:betal:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:rc1:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10::* " "™

cpe:2.3:a:mozilla:seamonkey:2.12:*:*:* """

cpe:2.3:a:mozilla:seamonkey:2.12:betat:™:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:betad :*:*:*:*:*:*:

cpe:2.3:a:mozillazseamonkey:2.12:betab:*:*:*:*:*:*:



Skkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta6:*:*:*:*:*:*:

Skkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.12.1

Lkak kR akuk.

cpe:2.3:a:mozilla:seamonkey:2.13:betat *:*:*:**:*:

Lkak kR Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Lkk kR ukak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta3:*:*:*:*:*:*:

LRk kR Rk,

cpe:2.3:a:mozilla:seamonkey:2.13:betad *:*:*:*:*:*:

dkak kR akak,

cpe:2.3:a:mozilla:seamonkey:2.13:betab:*:*:*:*:*:*:

Skak ok akkak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.13.1:

cpe:2.3:a:mozilla:seamonkey:2.13.2:* " " "™

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.14:*:* " "™

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta3:*:*:*:*:*:™:

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:betad :™:*:*:*:*:*:

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta5:™:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.15.1:* "

Skuk ok uk Lk akak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*:*:*:* "

dkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.16:betat:*:*:*:*:*:™:



Lkkukkkuk.

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:*:*:*:*:*:™:

dkk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.16:betad:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.16.1:

cpe:2.3:a:mozilla:seamonkey:2.16.2:*

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.17:* " "

Lk ok ak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.17:beta2:*:*:*:*:*:*:

Sk ok ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.17:beta3:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:mozilla:seamonkey:2.2:beta3:*:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.20:betat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3:*:*:** " *:

kKK kLR k.

cpe:2.3:a:mozilla:seamonkey:2.3:betal :*:*:*:*:*:*:

kKK akakuk.

cpe:2.3:a:mozilla:seamonkey:2.3:beta2:*:*:*:*:*:*:

AnnD iarmazillaceaamanleagD 2-hataQa% ok okakokok,



UMTG.c.u. A ULINA.DTAllIVIINTY .L.U.MClav. . .« . .

cpe:2.3:a:mozilla:seamonkey:2.3. 1

cpe:2.3:a:mozilla:seamonkey:2.3.2:*

cpe:2.3:a:mozilla:seamonkey:2.3.3:*

ak Rk ok kR k.

cpe:2.3:a:mozilla:seamonkey:2.4:*:*

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:2.4:beta2:*:*:*:*:

Kk uk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta3:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.4.1:*****:

cpe:2.3:a:mozilla:seamonkey:2.5:*:*** " *:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.5:betal :*:*:*:*:

Kk ok akak k.

cpe:2.3:a:mozilla:seamonkey:2.5:beta2:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.6.1:*: " "

cpe:2.3:a:mozilla:seamonkey:2.7:*:":* "

akLk kK uk k.

cpe:2.3:a:mozilla:seamonkey:2.7:betal:":*:*:*:

akLk Lk akLkk.

cpe:2.3:a:mozilla:seamonkey:2.7:beta3:*:*:*:*:

akLk Kk Lk k.

cpe:2.3:a:mozilla:seamonkey:2.7:betad:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.7.1 %% "

cpe:2.3:a:mozilla:seamonkey:2.7.2:*:*

dkak kR Lk ak k.

cpe:2.3:a:mozilla:seamonkey:2.8:*:*:* "



KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta:*:*:*:*:*:*:

KKk akukuk.

cpe:2.3:a:mozilla:seamonkey:2.8:beta2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:2.8:beta3:*:*:*:*:*:*:

KLk uk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:betad:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:betab:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.9:*:*** "

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.9:betal:*:*:**:*:*:

Kk koK kK,

cpe:2.3:a:mozilla:seamonkey:2.9:beta2:*:*:*:*:*:*:

Kk koK kR,

cpe:2.3:a:mozilla:seamonkey:2.9:beta3:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.9:betad:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.9.1 > " "

cpe:2.3:a:mozilla:seamonkey:2.0:*:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.1:*: " "

skukakukkakak.

cpe:2.3:a:mozilla:zseamonkey:2.0.10:™:*:*:*: "™

dkukakakakakak.

cpe:2.3:a:mozilla:zseamonkey:2.0.12:*:*:*:*:**:*:

dkukakukkukuk.

cpe:2.3:a:mozilla:seamonkey:2.0.13:*:* "™
cpe:2.3:a:mozilla:seamonkey:2.0.14:*:* ™

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "



cpe:2.3:a:mozilla:seamonkey:2.0.4:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:* "

cpe:2.3:a:mozilla:seamonkey:2.0.7:*

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*:* " *:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: "

cpe:2.3:a:mozilla:seamonkey:2.1:* " " *:

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:betat:*:*:":*:*:™:

cpe:2.3:a:mozilla:seamonkey:2.11:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:betat:*:*:*:*:*:™:



Skkukukkuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

SRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.12:betad:*:*:*:*:*:*:

dkakakkkuk,

cpe:2.3:a:mozilla:seamonkey:2.12:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12.1

Kk kKK kLK,

cpe:2.3:a:mozilla:seamonkey:2.13:* """

Lk Lk ak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Skak ok akukak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1:* " """

cpe:2.3:a:mozilla:seamonkey:2.13.2:* " """

Ak kLKL kLK LK,

cpe:2.3:a:mozilla:seamonkey:2.15:*: %" %"

skakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:betat:™:*:*:*:*:*:

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta2:*:*:*:*:*:*:

dkkakk k.

cpe:2.3:a:mozilla:seamonkey:2.15:betad *:*:*:*:*:*:

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.15:beta5:*:*:*:*:*:*:



Sk Lk k ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.15.1

Skk Lk kkakak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.16:*:*:** "™

SRk ok kkuk,

cpe:2.3:a:mozilla:seamonkey:2.16:betat:*:*:*:*:*:*:

Skakakakukak.

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:

Lkk kR kak,

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:*:*:*:*:*:*:

Lkak kR Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.16:betad :*:*:*:*:*:*:

Lkak kR Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.16:betab:*:*:*:*:*:*:

dkak ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.16.1:

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:* ™

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.17:* " *:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.17:betat:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.2:*:*:*:* " *:

akLk kK Lk k.

cpe:2.3:a:mozilla:seamonkey:2.2:betal :*:*:*:*:*:*:

kKK akukuk.

cpe:2.3:a:mozilla:seamonkey:2.2:beta3:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:a:mozilla:seamonkey:2.20:betat:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.3: "

KLk ak KLk k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.3:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3.1:

cpe:2.3:a:mozilla:seamonkey:2.3.2:* 0"

cpe:2.3:a:mozilla:seamonkey:2.3.3:*: "

cpe:2.3:a:mozilla:seamonkey:2.4:*:***

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.4:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.4:beta3:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.4.1 >

cpe:2.3:a:mozilla:seamonkey:2.5:* """

akLk kK ukk.

cpe:2.3:a:mozilla:seamonkey:2.6:betad:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.6.1 %% "
cpe:2.3:a:mozilla:seamonkey:2.7:*:*: % " *:

cpe:2.3:a:mozilla:seamonkey:2.7:betal :*:*:*:*:*:*:

akak LKk Lk k.

cpe:2.3:a:mozilla:seamonkey:2.7:beta2:*:*:*:*:*:*:

kKK akukuk.

cpe:2.3:a:mozilla:seamonkey:2.7:betad *:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.7:betas:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.7. 1

cpe:2.3:a:mozilla:seamonkey:2.7.2:*

akak kR Rk k.

cpe:2.3:a:mozilla:seamonkey:2.8:*:*:**:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:betal:*:*:**:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta2:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta3:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.8:betad:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.8:beta6:*:*:*:*:*:*:

dkak koK ok Rk,

cpe:2.3:a:mozilla:seamonkey:2.9:*:* " "

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.9:betal:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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