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Summary

CVE CVE-2013-1719

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-18 10:08:00 UTC

Updated 2017-09-19 01:36:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 24.0, Thunderbird before 24.0, and SeaMonkey before 2.21 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 19.0 All All All

Application Mozilla Firefox 19.0.1 All All All

Application Mozilla Firefox 19.0.2 All All All

Application Mozilla Firefox 20.0 All All All

Application Mozilla Firefox 20.0.1 All All All

Application Mozilla Firefox 21.0 All All All

Application Mozilla Firefox 22.0 All All All

Application Mozilla Firefox 23.0 All All All

Application Mozilla Firefox 19.0 All All All

Application Mozilla Firefox 19.0.1 All All All

Application Mozilla Firefox 19.0.2 All All All

Application Mozilla Firefox 20.0 All All All

Application Mozilla Firefox 20.0.1 All All All

Application Mozilla Firefox 21.0 All All All

Application Mozilla Firefox 22.0 All All All

Application Mozilla Firefox 23.0 All All All

Application Mozilla Firefox All All All All
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Application Mozilla Firefox All All All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.10 All All All

Application Mozilla Seamonkey 2.10 beta1 All All

Application Mozilla Seamonkey 2.10 beta2 All All

Application Mozilla Seamonkey 2.10 beta3 All All
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Application Mozilla Seamonkey 2.10.1 All All All

Application Mozilla Seamonkey 2.11 All All All

Application Mozilla Seamonkey 2.11 beta1 All All

Application Mozilla Seamonkey 2.11 beta2 All All

Application Mozilla Seamonkey 2.11 beta3 All All

Application Mozilla Seamonkey 2.11 beta4 All All

Application Mozilla Seamonkey 2.11 beta5 All All

Application Mozilla Seamonkey 2.11 beta6 All All

Application Mozilla Seamonkey 2.12 All All All

Application Mozilla Seamonkey 2.12 beta1 All All

Application Mozilla Seamonkey 2.12 beta2 All All

Application Mozilla Seamonkey 2.12 beta3 All All

Application Mozilla Seamonkey 2.12 beta4 All All

Application Mozilla Seamonkey 2.12 beta5 All All

Application Mozilla Seamonkey 2.12 beta6 All All

Application Mozilla Seamonkey 2.12.1 All All All

Application Mozilla Seamonkey 2.13 All All All

Application Mozilla Seamonkey 2.13 beta1 All All

Application Mozilla Seamonkey 2.13 beta2 All All

Application Mozilla Seamonkey 2.13 beta3 All All

Application Mozilla Seamonkey 2.13 beta4 All All

Application Mozilla Seamonkey 2.13 beta5 All All

Application Mozilla Seamonkey 2.13 beta6 All All

Application Mozilla Seamonkey 2.13.1 All All All

Application Mozilla Seamonkey 2.13.2 All All All

Application Mozilla Seamonkey 2.14 All All All

Application Mozilla Seamonkey 2.14 beta1 All All

Application Mozilla Seamonkey 2.14 beta2 All All

Application Mozilla Seamonkey 2.14 beta3 All All

Application Mozilla Seamonkey 2.14 beta4 All All

Application Mozilla Seamonkey 2.14 beta5 All All

Application Mozilla Seamonkey 2.15 All All All

Application Mozilla Seamonkey 2.15 beta1 All All

Application Mozilla Seamonkey 2.15 beta2 All All

Application Mozilla Seamonkey 2.15 beta3 All All

Application Mozilla Seamonkey 2.15 beta4 All All
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Application Mozilla Seamonkey 2.15 beta4 All All

Application Mozilla Seamonkey 2.15 beta5 All All

Application Mozilla Seamonkey 2.15 beta6 All All

Application Mozilla Seamonkey 2.15.1 All All All

Application Mozilla Seamonkey 2.15.2 All All All

Application Mozilla Seamonkey 2.16 All All All

Application Mozilla Seamonkey 2.16 beta1 All All

Application Mozilla Seamonkey 2.16 beta2 All All

Application Mozilla Seamonkey 2.16 beta3 All All

Application Mozilla Seamonkey 2.16 beta4 All All

Application Mozilla Seamonkey 2.16 beta5 All All

Application Mozilla Seamonkey 2.16.1 All All All

Application Mozilla Seamonkey 2.16.2 All All All

Application Mozilla Seamonkey 2.17 All All All

Application Mozilla Seamonkey 2.17 beta1 All All

Application Mozilla Seamonkey 2.17 beta2 All All

Application Mozilla Seamonkey 2.17 beta3 All All

Application Mozilla Seamonkey 2.17 beta4 All All

Application Mozilla Seamonkey 2.17.1 All All All

Application Mozilla Seamonkey 2.18 beta1 All All

Application Mozilla Seamonkey 2.18 beta2 All All

Application Mozilla Seamonkey 2.18 beta3 All All

Application Mozilla Seamonkey 2.18 beta4 All All

Application Mozilla Seamonkey 2.19 All All All

Application Mozilla Seamonkey 2.19 beta1 All All

Application Mozilla Seamonkey 2.19 beta2 All All

Application Mozilla Seamonkey 2.20 beta1 All All

Application Mozilla Seamonkey 2.20 beta2 All All

Application Mozilla Seamonkey 2.20 beta3 All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All
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Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.10 All All All

Application Mozilla Seamonkey 2.10 beta1 All All

Application Mozilla Seamonkey 2.10 beta2 All All

Application Mozilla Seamonkey 2.10 beta3 All All

Application Mozilla Seamonkey 2.10.1 All All All

Application Mozilla Seamonkey 2.11 All All All

Application Mozilla Seamonkey 2.11 beta1 All All

Application Mozilla Seamonkey 2.11 beta2 All All

Application Mozilla Seamonkey 2.11 beta3 All All

Application Mozilla Seamonkey 2.11 beta4 All All

Application Mozilla Seamonkey 2.11 beta5 All All
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Application Mozilla Seamonkey 2.11 beta6 All All

Application Mozilla Seamonkey 2.12 All All All

Application Mozilla Seamonkey 2.12 beta1 All All

Application Mozilla Seamonkey 2.12 beta2 All All

Application Mozilla Seamonkey 2.12 beta3 All All

Application Mozilla Seamonkey 2.12 beta4 All All

Application Mozilla Seamonkey 2.12 beta5 All All

Application Mozilla Seamonkey 2.12 beta6 All All

Application Mozilla Seamonkey 2.12.1 All All All

Application Mozilla Seamonkey 2.13 All All All

Application Mozilla Seamonkey 2.13 beta1 All All

Application Mozilla Seamonkey 2.13 beta2 All All

Application Mozilla Seamonkey 2.13 beta3 All All

Application Mozilla Seamonkey 2.13 beta4 All All

Application Mozilla Seamonkey 2.13 beta5 All All

Application Mozilla Seamonkey 2.13 beta6 All All

Application Mozilla Seamonkey 2.13.1 All All All

Application Mozilla Seamonkey 2.13.2 All All All

Application Mozilla Seamonkey 2.14 All All All

Application Mozilla Seamonkey 2.14 beta1 All All

Application Mozilla Seamonkey 2.14 beta2 All All

Application Mozilla Seamonkey 2.14 beta3 All All

Application Mozilla Seamonkey 2.14 beta4 All All

Application Mozilla Seamonkey 2.14 beta5 All All

Application Mozilla Seamonkey 2.15 All All All

Application Mozilla Seamonkey 2.15 beta1 All All

Application Mozilla Seamonkey 2.15 beta2 All All

Application Mozilla Seamonkey 2.15 beta3 All All

Application Mozilla Seamonkey 2.15 beta4 All All

Application Mozilla Seamonkey 2.15 beta5 All All

Application Mozilla Seamonkey 2.15 beta6 All All

Application Mozilla Seamonkey 2.15.1 All All All

Application Mozilla Seamonkey 2.15.2 All All All

Application Mozilla Seamonkey 2.16 All All All

Application Mozilla Seamonkey 2.16 beta1 All All

Application Mozilla Seamonkey 2.16 beta2 All All
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Application Mozilla Seamonkey 2.16 beta2 All All

Application Mozilla Seamonkey 2.16 beta3 All All

Application Mozilla Seamonkey 2.16 beta4 All All

Application Mozilla Seamonkey 2.16 beta5 All All

Application Mozilla Seamonkey 2.16.1 All All All

Application Mozilla Seamonkey 2.16.2 All All All

Application Mozilla Seamonkey 2.17 All All All

Application Mozilla Seamonkey 2.17 beta1 All All

Application Mozilla Seamonkey 2.17 beta2 All All

Application Mozilla Seamonkey 2.17 beta3 All All

Application Mozilla Seamonkey 2.17 beta4 All All

Application Mozilla Seamonkey 2.17.1 All All All

Application Mozilla Seamonkey 2.18 beta1 All All

Application Mozilla Seamonkey 2.18 beta2 All All

Application Mozilla Seamonkey 2.18 beta3 All All

Application Mozilla Seamonkey 2.18 beta4 All All

Application Mozilla Seamonkey 2.19 All All All

Application Mozilla Seamonkey 2.19 beta1 All All

Application Mozilla Seamonkey 2.19 beta2 All All

Application Mozilla Seamonkey 2.20 beta1 All All

Application Mozilla Seamonkey 2.20 beta2 All All

Application Mozilla Seamonkey 2.20 beta3 All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird 17.0 All All All

Application Mozilla Thunderbird 17.0.1 All All All

Application Mozilla Thunderbird 17.0.2 All All All

Application Mozilla Thunderbird 17.0.3 All All All

Application Mozilla Thunderbird 17.0.4 All All All

Application Mozilla Thunderbird 17.0.5 All All All

Application Mozilla Thunderbird 17.0.6 All All All

Application Mozilla Thunderbird 17.0.7 All All All

Application Mozilla Thunderbird 17.0.8 All All All

Application Mozilla Thunderbird 17.0 All All All

Application Mozilla Thunderbird 17.0.1 All All All

Application Mozilla Thunderbird 17.0.2 All All All

Application Mozilla Thunderbird 17.0.3 All All All
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Application Mozilla Thunderbird 17.0.4 All All All

Application Mozilla Thunderbird 17.0.5 All All All

Application Mozilla Thunderbird 17.0.6 All All All

Application Mozilla Thunderbird 17.0.7 All All All

Application Mozilla Thunderbird 17.0.8 All All All

Application Mozilla Thunderbird All All All All

References

Reference Source Link

Access Denied CONFIRM bugzilla.mozilla.org

openSUSE-SU-2013:1495-1: moderate: update for MozillaThunderbird SUSE lists.opensuse.org

909494 – Crash with SIGTRAP with ParallelArray and --ion-check-range-analysis CONFIRM bugzilla.mozilla.org

896126 – Assertion failure: parent, at jswrapper.cpp CONFIRM bugzilla.mozilla.org

Access Denied CONFIRM bugzilla.mozilla.org

[SECURITY] Fedora 20 Update: firefox-24.0-1.fc20 FEDORA lists.fedoraproject.org

openSUSE-SU-2013:1491-1: moderate: update for seamonkey SUSE lists.opensuse.org

openSUSE-SU-2013:1499-1: moderate: Mozilla updates September 2013 SUSE lists.opensuse.org

750932 – ASAN: Test test_multipart_streamconv_missing_lead_boundary.js triggers error CONFIRM bugzilla.mozilla.org

876878 – crash in webrtc::videocapturemodule::GetMaxOfFrameArray CONFIRM bugzilla.mozilla.org

898381 – IonMonkey: Fix ARM moveValue so that GC pointers are traced CONFIRM bugzilla.mozilla.org

MFSA 2013-76: Miscellaneous memory safety hazards (rv:24.0 / rv:17.0.9) CONFIRM www.mozilla.org

863935 - Use-after-poison in nsFrameList::UnhookFrameFromSiblings with moz-column CONFIRM bugzilla.mozilla.org

871462 - Clean up String API usages for dom/system/gonk CONFIRM bugzilla.mozilla.org

[SECURITY] Fedora 19 Update: firefox-24.0-1.fc19 FEDORA lists.fedoraproject.org

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2013-1719 Remote Memory Corruption Vulnerability BID www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

898832 – crash in mozilla::dom::NodeBinding::get_childNodes CONFIRM bugzilla.mozilla.org

895294 - Crash [@ mozilla::dom::MaybeWrapObjectValue] with document.all after navigating away and GCing CONFIRM bugzilla.mozilla.org

883450 - Conservative Stack Scanner doesn't work when not in a request CONFIRM bugzilla.mozilla.org

USN-1951-1: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

[SECURITY] Fedora 18 Update: firefox-24.0-1.fc18 FEDORA lists.fedoraproject.org

854897 – Medium exploitable crash [@ IndicShape] with EXCEPTION_STACK_BUFFER_OVERRUN [WinXP] CONFIRM bugzilla.mozilla.org

847606 – Crash with ion, setTimeout(Array.prototype.filter) CONFIRM bugzilla.mozilla.org

Access Denied CONFIRM bugzilla.mozilla.org

openSUSE-SU-2013:1493-1: moderate: update for MozillaFirefox SUSE lists.opensuse.org
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19011
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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