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CVE-2013-1721

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Integer overflow in the drawLineLoop function in the libGLESv2 library
in Almost Native Graphics Layer Engine (ANGLE), as used in Mozilla
Firefox before 24.0 and SeaMonkey before 2.21, allows remote
attackers to execute arbitrary code via a crafted web site.

CVE-2013-1721 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication

Vector Complexity

[ NN

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:18993

[SECURITY] Fedora 20 Update: firefox-24.0-1.fc20 %@ FEDORA FEDORA-2013-17074

MFSA 2013-78: Integer overflow in ANGLE library B3 CONFIRM
www.mozilla.org/security/announce/2013/mfsa2013-
78.html

USN-1952-1: Thunderbird vulnerabilities | Ubuntu [ www.ubuntu.com | @® UBUNTU USN-1952-1

openSUSE-SU-2013:1491-1: moderate: update for 9 SUSE openSUSE-SU-2013:1491

seamonkey

openSUSE-SU-2013:1499-1: moderate: Mozilla updates ) SUSE openSUSE-SU-2013:1499



https://cve.report/
https://cve.report/CVE-2013-1721/mitre
https://cve.report/CVE-2013-1721/nist
https://cve.report/CVE-2013-1721/cve_org
https://cve.report/CVE-2013-1721.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18993
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/116610.html
http://www.mozilla.org/security/announce/2013/mfsa2013-78.html
http://www.ubuntu.com/usn/USN-1952-1
http://lists.opensuse.org/opensuse-updates/2013-09/msg00055.html
http://lists.opensuse.org/opensuse-updates/2013-09/msg00061.html

September 2013

[SECURITY] Fedora 19 Update: firefox-24.0-1.fc19

890277 — (CVE-2013-1721) ANGLE IlibGLESv2 Integer

Overflow

USN-1951-1: Firefox vulnerabilities | Ubuntu

[SECURITY] Fedora 18 Update: firefox-24.0-1.fc18

openSUSE-SU-2013:1493-1: moderate: update for
MozillaFirefox

text/html

lists.fedoraproject.org
text/html

bugzilla.mozilla.org
text/html

text/html

lists.fedoraproject.org
text/html

lists.opensuse.org
text/html

FEDORA FEDORA-2013-16992

(23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=890277

@® UBUNTU USN-1951-1

FEDORA FEDORA-2013-17047

9 SUSE openSUSE-SU-2013:1493

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:mozilla:firefox:20.0.1:*:* "
cpe:2.3:a:mozilla:firefox:21.0:*:":* "™
cpe:2.3:a:mozilla:firefox:22.0:*:":*:**: ™
cpe:2.3:a:mozilla:firefox:23.0:*:":*: "
cpe:2.3:a:mozilla:firefox:19.0:*:":* 7 ™
cpe:2.3:a:mozilla:firefox:19.0.1:* "
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cpe:2.3:a:mozilla:firefox:20.0.1 %%

cpe:2.3:a:mozilla:firefox:21.0:*:*****:*:

LRk kR kR k.

cpe:2.3:a:mozilla:firefox:22.0::**:***:*:

dkak kR ok akak.

cpe:2.3:a:mozilla:firefox:23.0:: " *:

ARk kR oKLk kK,

cpe:2.3:a:mozilla:firefox:*:*:***:**::

Kk koK Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk KoKk k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

dkakakakakak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: """
cpe:2.3:a:mozilla:seamonkey:2.0.3:*: """
cpe:2.3:a:mozilla:seamonkey:2.0.4:*: " "
cpe:2.3:a:mozilla:seamonkey:2.0.5:%:* "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: """
cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* "
cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: "

akLk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:

cpe:2.3:a:mozilla:seamonkey:2.1:*:*:** % *:

rne2 Ramnzillarceamnnkev:?2 1:alnha -*e**xoxx.



UM e U A I T I AT AT T I AU Y s A IR T s s s s

dkkakukkuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha3:*:*:*:*:*:*:

KLakak kR k.

cpe:2.3:a:mozilla:seamonkey:2.1:betat:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:2.1:rc1:*:

Kk ak oKk k.

cpe:2.3:a:mozilla:seamonkey:2.1:rc2:*:*:*:*:*:*:

Kk kKK oKk,

cpe:2.3:a:mozilla:seamonkey:2.10:*:** " *:*:

Sk Rk Lk akak,

cpe:2.3:a:mozilla:seamonkey:2.10:betat :*:*:*:*:*:*:

Lkakakakakak,

cpe:2.3:a:mozilla:seamonkey:2.10:beta2:*:*:*:*:*:*:

skukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:

Skukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.12:betad :*:*:*:*:*:*:

dkkakakakuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:zseamonkey:2.12.1:*:* ™



Skkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.13:betat:*:*:*:*:*:™:

Skkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.13:beta3:*:*:*:*:*:*:

LRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.13:betad:*:*:*:*:*:*:

Skak kR kak,

cpe:2.3:a:mozilla:seamonkey:2.13:betab:*:*:*:*:*:*:

Lkkakkkak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1:

Sk Rk kR akak.

cpe:2.3:a:mozilla:seamonkey:2.13.2:*

Skak ok ak Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.14:betat :*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

skakakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15.1: %" "™

dkukakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*:* "™

akLk kKK LKLk,

cpe:2.3:a:mozilla:seamonkey:2.16:*:*:*:*:*:*:*:

dkkakkakuk.

cpe:2.3:a:mozilla:seamonkey:2.16:betat:™:*:*:*:*:*:

Skkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:*:*:*:*:*:*:

Skkakukkak.

cpe:2.3:a:mozilla:seamonkey:2.16:betad :*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.16.1

Sk Lk k ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.16.2:*

Kk kK kKK,

cpe:2.3:a:mozilla:seamonkey:2.17: "™

LRk ok kakuk.

cpe:2.3:a:mozilla:seamonkey:2.17:betat *:*:*:*:*:*:

Lkak kR kuk,

cpe:2.3:a:mozilla:seamonkey:2.17:beta2:*:*:*:*:*:*:

LRk kR Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.17:betad *:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.17.1

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.18:beta2:*:*:*:*:*:*:

dkak ok ak ok ak,

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

akakukakakk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:":*:*:*:*:

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc1 "

akakLkakLkk.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1 %% " %

Skk ok kakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:™ ™



Skk ok ok kakak.

cpe:2.3:a:mozilla:seamonkey:2.0.11

Skuk Lk kkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:

Sk Lk k kR akak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:*

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:** " *:

cpe:2.3:a:mozilla:seamonkey:2.0.7:** "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:* " *:*:

cpe:2.3:a:mozilla:seamonkey:2.0.9: 7 " " "

cpe:2.3:a:mozilla:seamonkey:2.1 """

akLk KKk k.

cpe:2.3:a:mozilla:seamonkey:2.1:rc2:*:*:*:*:*:":

akLk LKLk LK LK LK,

cpe:2.3:a:mozilla:seamonkey:2.10:*:*: """

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.10:betat:™:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:mozilla:seamonkey:2.10:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10.1:*:* ™

ARk kKK LKLk,

cpe:2.3:a:mozilla:seamonkey:2.11:*:



dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.11:beta2:*:*:*:*:*:*:

dkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.11:beta3:*:*:*:*:*:™:

dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.11:betad:*:*:*:*:*:*:

SRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.11:betab:*:*:*:*:*:*:

Kk ok Kk oKk,

cpe:2.3:a:mozilla:seamonkey:2.12:*:** "

Lkak kR kuk,

cpe:2.3:a:mozilla:seamonkey:2.12:betat :*:*:*:*:*:*:

Lkk ok k Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:

Lk ok ak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.12:betad *:*:*:*:*:*:

Lkak ok akkak,

cpe:2.3:a:mozilla:seamonkey:2.12:betab:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1:" """

dkukakakkakak.

cpe:2.3:a:mozilla:seamonkey:2.13.2:" """ ™

akk LKLk LK LK LK,

cpe:2.3:a:mozilla:seamonkey:2.14:*: %"

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.14:betat:™:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:a:mozilla:seamonkey:2.14:betad:*:*:*:*:*:*:

Skkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta5:*:*:*:*:*:*:



Skukakkkak.

cpe:2.3:a:mozilla:seamonkey:2.15:betat:*:*:*:*:*:™:

SRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.15:beta3:*:*:*:*:*:*:

Lkk kR akak.

cpe:2.3:a:mozilla:seamonkey:2.15:betad:*:*:*:*:*:*:

Lkakakuk Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.15:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.15.1

Sk Kk kR akak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.16:betat :*:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.16.1:* """ ™

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*:* """

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.18:beta2:*:*:*:*:*:*:

dkk Lk ukukuk.

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:a:mozilla:seamonkey:2.19:*:*: " **:*:

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.19:betat:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.20:betat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.20:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:*:*:* " "

No vendor comments have been submitted for this CVE
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