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AVLACHAUNICCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Mozilla Updater in Mozilla Firefox before 24.0, Firefox ESR 17.x before
17.0.9, Thunderbird before 24.0, Thunderbird ESR 17.x before 17.0.9,
and SeaMonkey before 2.21 does not ensure exclusive access to a
MAR file, which allows local users to gain privileges by creating a
Trojan horse file after MAR signature verification but before MAR use.

CVE-2013-1726 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: 6.2- MEDIUM

Access Access Authentication
Vector Complexity
[ HiGH | [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:18821
[SECURITY] Fedora 20 Update: firefox-24.0-1.fc20 %@ FEDORA FEDORA-2013-17074
MFSA 2013-83: Mozilla Updater does not lock MAR file after B3 CONFIRM
signature verification www.mozilla.org/security/announce/2013/mfsa2013-
83.html
[SECURITY] Fedora 19 Update: firefox-24.0-1.fc19 %@ FEDORA FEDORA-2013-16992
890853 — (CVE-2013-1726) MAR signature bypass in bugzilla.mozilla.org ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?

Updater could lead to downgrade id=890853
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http://www.mozilla.org/security/announce/2013/mfsa2013-83.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/115907.html
https://bugzilla.mozilla.org/show_bug.cgi?id=890853

[SECURITY] Fedora 18 Update: firefox-24.0-1.fc18 FEDORA FEDORA-2013-17047

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 17.0 All All All
Application Mozilla Firefox Esr 17.0.1 All All All
Application Mozilla Firefox Esr 17.0.2 All All All
Application Mozilla Firefox Esr 17.0.3 All All All
Application Mozilla Firefox Esr 17.0.4 All All All
Application Mozilla Firefox Esr 17.0.5 All All All
Application Mozilla Firefox Esr 17.0.6 All All All
Application Mozilla Firefox Esr 17.0.7 All All All

Application Mozilla Firefox Esr 17.0.8 All All All
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dkkakkakakuk.

cpe:2.3:a:mozilla:firefox:19.0.1:*
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cpe:2.3:a:mozilla:firefox:19.0.2:***:***:*:

cpe:2.3:a:mozilla:firefox:20.0:*:*:***:*:*:

ARk Lk ok Rk k.

cpe:2.3:a:mozilla:firefox:20.0.1
cpe:2.3:a:mozilla:firefox:21.0: 7 :*:
cpe:2.3:a:mozilla:firefox:22.0:*:**:**:*:*:

dkuk kR ok akak.

cpe:2.3:a:mozilla:firefox:23.0::* 7 :*:
cpe:2.3:a:mozilla:firefox:19.0:* 7 :*:
cpe:2.3:a:mozilla:firefox:19.0.1 7
cpe:2.3:a:mozilla:firefox:19.0.2:%:***:**:*:

dkakak kR akak.

cpe:2.3:a:mozilla:firefox:20.0:*:*: 7 :*:
cpe:2.3:a:mozilla:firefox:20.0.1 % %
cpe:2.3:a:mozilla:firefox:21.0: 7 7 :*:

cpe:2.3:a:mozilla:firefox:22.0:***:**:*:*:

cpe:2.3:a:mozilla:firefox:23.0:%:":* "

cpe:2.3:a:mozilla:firefox_esr:17.0:%:" ™

cpe:2.3:a:mozilla:firefox_esr:17.0.1: % %

cpe:2.3:a:mozilla:firefox_esr:17.0.2:*:** "

cpe:2.3:a:mozilla:firefox_esr:17.0.3:*:*:" %"

cpe:2.3:a:mozilla:firefox_esr:17.0.4: %"

cpe:2.3:a:mozilla:firefox_esr:17.0.5:% % "

cpe:2.3:a:mozilla:firefox_esr:17.0.6:*:*:* "

cpe:2.3:a:mozilla:firefox_esr:17.0.7:* % %

ARk Lk ok Lk akok,

cpe:2.3:a:mozilla:firefox_esr:17.0.8: "

cpe:2.3:a:mozilla:firefox_esr:17.0:*:"*: ™

cpe:2.3:a:mozilla:firefox_esr:17.0.1:* % %

ARk kKK Rk,

cpe:2.3:a:mozilla:firefox_esr:17.0.2:% %

ARk kKR kK,

cpe:2.3:a:mozilla:firefox_esr:17.0.3:%:* " %



AkakLk kR LRk,

cpe:2.3:a:mozilla:firefox_esr:17.0.4:** %

AkLakLk kR LRk,

cpe:2.3:a:mozilla:firefox_esr:17.0.5:%:**: %

cpe:2.3:a:mozilla:firefox_esr:17.0.6:*:*: "

ARk kR kR k.

cpe:2.3:a:mozilla:firefox_esr:17.0.7: "

cpe:2.3:a:mozilla:firefox_esr:17.0.8:*:*: "
cpe:2.3:a:mozilla:seamonkey:2.0: " " *:
ek ak ok okakok.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:***:*:

Kk koK Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Lkak ok ak Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.5:%:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:* "

ARk kR Lk ak k.

cpe:2.3:a:mozilla:seamonkey:2.1:*:*:***:*:*:



dkk ok kkuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

KLk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.1:betal:*:*:*:*:*:*:

Kakak oKk k.

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.1:rc1:*:

Kk ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.1:rc2:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.10:*:* " " *:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.10:beta2:*:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.10:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10.1 """ "™

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.12:betad :™:*:*:*:*:*:

dkk Lk ukukuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12.1: %"

akk kKK LKLk,

cpe:2.3:a:mozilla:seamonkey:2.13:*:*: """



dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.13:betat:*:*:*:*:*:™:

Skk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Skk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.13:betad:*:*:*:*:*:*:

Skk kR kuk,

cpe:2.3:a:mozilla:seamonkey:2.13:betab:*:*:*:*:*:*:

Lkkkukukuk,

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

Skak ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.13.1:

cpe:2.3:a:mozilla:seamonkey:2.13.2:*

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2. 14" "

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

Lkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.14:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.15.1": "

dkukakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*:* "

dkk Lk ukukak.

cpe:2.3:a:mozilla:seamonkey:2.16:betat:™:*:*:*:*:*:

dkkakukakak.

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.16:betad :*:*:*:*:*:*:

Skkkukkuk.

coe:2.3:a:mozilla:seamonkev:2.16:betab:*:*:***:*:



e e e

cpe:2.3:a:mozilla:seamonkey:2.16.1 ™

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*: ™

KKk kKKK,

cpe:2.3:a:mozilla:seamonkey:2.17: ™

Skk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.17:betat:*:*:*:*:*:*:

dkak ok ukakuk,

cpe:2.3:a:mozilla:seamonkey:2.17:beta2:*:*:*:*:*:*:

Lkak ok kkak,

cpe:2.3:a:mozilla:seamonkey:2.17:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.17.1

Lk Lk ak Lk akak,

cpe:2.3:a:mozilla:seamonkey:2.18:betat :*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.18:beta2:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:*:*:*:*:*:*:

Lkakakakkak,

cpe:2.3:a:mozilla:seamonkey:2.18:betad:*:*:*:*:*:*:

akakukakakk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:":*:*:*:*:

dkukakkkak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:%:*:*:*:*:*:

kKK akLkuk.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc1 "

cpe:2.3:a:mozilla:zseamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1 %% "



Skk Lk k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*

Sk Lk ak ok kakak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:*

dkk ok k Lk akak.

cpe:2.3:a:mozilla:seamonkey:2.0.14:*

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.4:* "

cpe:2.3:a:mozilla:seamonkey:2.0.5:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*:* " *:

cpe:2.3:a:mozilla:seamonkey:2.0.7:*** "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:* " *:*:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:* " " "

cpe:2.3:a:mozilla:seamonkey:2.1 %" "

dkukakukakak.

cpe:2.3:a:mozilla:seamonkey:2.10:betat:™:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.10:beta2:*:*:*:*:*:*:

dkakakukkak.

cpe:2.3:a:mozilla:seamonkey:2.10:beta3:*:*:*:*:*:*:

Skukakuk ok akuk.

cpe:2.3:a:mozilla:seamonkey:2.10.1:*:* ™

Ak kKK kKK,

cpe:2.3:a:mozilla:seamonkey:2.11:*:

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.11:betat:*:*:*:*:*:*:
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Skkakukkuk.

cpe:2.3:a:mozilla:seamonkey:2.11:beta3:*:*:*:*:*:*:

SRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.11:betab:*:*:*:*:*:*:

Lkak kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.11:beta6:*:*:*:*:*:*:

Lkkkukakak,

cpe:2.3:a:mozilla:seamonkey:2.12:betat :*:*:*:*:*:*:

LRk kR ok uk,

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:

dkak kR Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.12:betab:*:*:*:*:*:*:

Lkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.12:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12.1 """ "™

cpe:2.3:a:mozilla:seamonkey:2.13.1:" """

cpe:2.3:a:mozilla:seamonkey:2.13.2:":* """

akLk LKLk LK LKLk,

cpe:2.3:a:mozilla:seamonkey:2.14:*: """

Skukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.14:betat:™:*:*:*:*:*:

dkkakakukak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

dkkakukakak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta3:*:*:*:*:*:*:

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.14:beta5:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:a:mozilla:seamonkey:2.15:*:*: "%



Skkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.15:betat:*:*:*:*:*:™:

Lkk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.15:beta2:*:*:*:*:*:*:

Lkk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.15:betad:*:*:*:*:*:*:

Skak kR Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.15:betab:*:*:*:*:*:*:

Lkk kR Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.15:beta6:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.15.1

cpe:2.3:a:mozilla:seamonkey:2.15.2:*

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.16:*:*:****:*:

Skak ok akkak,

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.16.1:* """ ™

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.17.1:% " ™

Skkakakkak.

cpe:2.3:a:mozilla:seamonkey:2.18:betat:™:*:*:*:*:*:

Skkkukukak.

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:*:*:*:*:*:*:

dkukakukakak.

cpe:2.3:a:mozilla:seamonkey:2.18:betad:*:*:*:*:*:*:

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.19:betat:*:*:*:*:*:*:



dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.19:beta2:*:*:*:*:*:*:

Lkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:

Lk Lk k Lk kuk.

cpe:2.3:a:mozilla:seamonkey:2.20:beta3:*:*:*:*:*:*:

Skuk ok ak kR akuk.

cpe:2.3:a:mozilla:seamonkey:*:*:* "

cpe:2.3:a:mozilla:ithunderbird:17.0:*

LRk ak ok akakak,

cpe:2.3:a:mozilla:thunderbird:17.0.1 %

cpe:2.3:a:mozilla:thunderbird:17.0.2:*:

cpe:2.3:a:mozilla:thunderbird:17.0.3:*:

cpe:2.3:a:mozilla:ithunderbird:17.0.4:*:

cpe:2.3:a:mozilla:ithunderbird:17.0.5:% %

cpe:2.3:a:mozilla:ithunderbird:17.0.6:*:* "

cpe:2.3:a:mozilla:ithunderbird:17.0.7:* %"

cpe:2.3:a:mozilla:ithunderbird:17.0.8:*:* "%

cpe:2.3:a:mozilla:ithunderbird:17.0:":*:*: "

cpe:2.3:a:mozilla:ithunderbird:17.0.1 %"

cpe:2.3:a:mozilla:ithunderbird:17.0.2:%:* "%

cpe:2.3:a:mozilla:ithunderbird:17.0.3:*:* "%

cpe:2.3:a:mozilla:ithunderbird:17.0.4:*:* "%

cpe:2.3:a:mozilla:ithunderbird:17.0.5:%:% "%

cpe:2.3:a:mozilla:ithunderbird:17.0.6:*:* "

cpe:2.3:a:mozilla:ithunderbird:17.0. 7%

cpe:2.3:a:mozilla:ithunderbird:17.0.8:*:*:*:*

cpe:2.3:a:mozilla:thunderbird_esr:17.0:":* "

I

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.1:*:*

dk Lk ak Lk kakuk.

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.2:%:*:* %

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.3:*:*:*:*

dk Lk k Lk akkuk.

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.4:*:*:



cpe:2.3:a:mozilla:ithunderbird_esr:17.0.5:%*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.6:*:*:*:**:*:*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.7:* "

cpe:2.3:a:mozilla:thunderbird_esr:17.0.8:*:*:*:***:*:

cpe:2.3:a:mozilla:thunderbird_esr:17.0: ™

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.1:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.2:*:**:***:*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.3: "

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.4:* "

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.5:* "

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.6:*:*:":*:**:*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.7:* %"

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.8:*:*:":*:**:*:

No vendor comments have been submitted for this CVE
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